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Abstract of the contribution: This contribution proposes an update of solution #13 to KI#4 on support of authorization and authentication of third-party identities.
1 Introduction
KI#4 is mainly about support of third party IDs in IMS which was intensively discussed in TR 23.700-87 (Rel-18). 
2	Proposal
[bookmark: _Hlk513714389]It is proposed to add following text to TR 23.700-77.

* * * * First change* * * *

[bookmark: _Toc128752542][bookmark: _Toc125909266][bookmark: _Toc104216430][bookmark: _Toc157759510][bookmark: _Toc22214904][bookmark: _Toc509905226][bookmark: _Toc23254037][bookmark: _Toc436124703][bookmark: _Toc435670433][bookmark: _Toc510604403]6.13	Solution #13: Support of Third Party User Identities in IMS using STIR/SHAKEN
[bookmark: _Toc104216431][bookmark: _Toc128752543][bookmark: _Toc125909267][bookmark: _Toc157759511]6.13.1	Description
The Ms reference point as described in TS 24.229 [10], Annex V.2, is used to request signing of an Identity header field or request verification of a signed assertion in an Identity header field. This enables calling number verification using signature verification and attestation information based on the STIR/SHAKEN framework.
This solution proposes to use the existing Ms reference point and procedures for signing and verifying other identities than for example the ones in the P-Asserted-Identity header field which are mainly in the format of a SIP URI or Tel URL. For verification of the calling line identity the IBCF or an IMS AS of the originating network sends a HTTP signing request to the signing AS which in turn replies with a Personal Assertion Token (PASSporT). At the terminating network side, the IBCF or an IMS AS sends a HTTP verification request to the signing AS including the PASSporT which in turn replies with a verification success or failure message. The Ms reference point involves an AS for signing of the Identity at the originating side and another AS for verification of the signed token at the terminating side. It can be extended to enable signing and verification of different kind of identities.
The draft-ietf-stir-passport-rcd-26 [18] describes an optional mechanism for PASSporT and the associated STIR procedures allowing to sign and verify additional data elements including for example:
-	Name of the calling person or of an entity.
-	Caller ID along with related display information that would be rendered to the called party during alerting.
-	Hyperlinks to images, logos, pictures of faces, Avatar representations, or to similar external profile information.
-	Information related to the location of the caller.
-	Information related to an organization, or categories/departments of organizations and institutions.
-	Possibly other Rich Call Data (RCD) information elements.
The solution assumes that the types of Third Party User Identities used in IMS are aligned with the definitions in draft-ietf-sipcore-callinfo-rcd-08 [19]. Other possible user identity information, e.g. using an Avatar representation in an IMS call that is identified via an Avatar ID or a URL to download the representation, can also be added and used for signing and verification. The concrete list of Third Party User identities is determined during normative phase in alignment with stage 3.
Example of a Call-Info header field according draft-ietf-sipcore-callinfo-rcd-08 [19]:
Call-Info: <https://example.com/qbranch.json>;purpose=jcard.
Example contents of a URL linked jCard JSON file:
["vcard",
  [
    ["version",{},"text","4.0"],
    ["fn",{},"text","SA2 WG"],
    ["org",{},"text","3GPP;SA2 WG delegate"],
    ["photo",{},"uri","https://example.com/photos/sa2-256x256.png"],
    ["logo",{},"uri","https://example.com/logos/3gpp-256x256.jpg"],
    ["logo",{},"uri","https://example.com/logos/3gpp-64x64.jpg"]
  ]
]

The overall reference architecture is depicted in Figure 6.13.1-1. The Third Party network can be connected to the serving IMS network via UNI or NNI interfaces. The serving IMS network handles outbound SIP calls from the Third Party network.




Figure 6.13.1-1: Third Party network connected to the serving IMS network
There are several options how and where Third Party identities are signed and verified, listed below as Options 1, 2 and 3. These options allow for different deployment scenarios, e.g. using UNI or NNI interface between Third Party and IMS network, with different levels of impact to the Third Party network and the IMS network and with different levels of trust relationship between both.
Option 1: Third Party network invokes the signing procedure
Third Party network can use the SHAKEN framework and protocols defined by STIR. This requires a certificate assigned to the Third Party to cryptographically assert authority over telephone numbers. The scope of such a certificate can be expressed by the certificate's TNAuthList identifying a set or subset of Telephone Numbers (TN) assigned to the certificate holder. This allows the terminating network to compare the calling number attested by the SIP request with the TNAuthList of the certificate to determine whether the caller is authorized to use the calling number. In addition, with the use of the delegate certificate mechanism it is possible to extend the SHAKEN credential system to enable also non-SHAKEN entities such as a Third Party IP-PBX to create and sign a PASSporT to demonstrate its association with the calling TN when initiating calls to a telephone service provider. This allows the serving IMS network (IBCF or IMS AS) to verify the provided PASSporT for an incoming SIP request, compare the calling number with the TNAuthList of the certificate and, if accepted, forward the SIP request with the signature towards the terminating network which can invoke the verification. With this approach the serving IMS network is not required to configure and store the list of numbers or other information the Third Party is authorized to use.
Option 2: Serving IMS network (IBCF, S-CSCF or IMS AS) invokes the signing procedure on behalf of the Third Party
In this case the sSigning AS is invoked by the IMS network based on local policy, e.g. signing is only invoked if the call leaves the IMS network and Third Party specific user identity information is present. The verification of the signature is invoked in the terminating IMS network. The Third Party specific user identities subject to signing in the serving IMS network can be provided by the Third Party in the SIP signalling during session setup. The legitimacy of the calling telephone number or other provided information can be part of the service level agreement between IMS service provider and Third Party network, or the IMS service provider can obtain telephone number or other data (e.g. name card, Avatar ID) assignment information from the Third Party network by means outside the scope of 3GPP.
Option 3: Third Party specific user identities and data stored in the HSS
In this case the HSS stores one or several URL(s) pointing to resources on Web servers where Third Party specific user identities and data are stored. This includes URL(s) pointing to Rich Call Data as described above or URL(s) pointing to Avatars representations to be used in an IMS call or any other user or Third Party specific data. Storing just a URL(s) in the HSS avoids possibly frequent updates to the data based on request from the Third Party network and avoids defining Third Party specific data formats in HSS or defining an extra interface between IMS and Third Party network to fetch data. Nevertheless, the HSS may also store additional data in the subscription of a Third Party subscriber like caller name or organization information. The URL(s) and possibly other data are fetched from the HSS by the S-CSCF or IMS AS depending which entity invokes the signing. If these data are not user specific (e.g. just a company name), also other entities like IBCF or IMS AS may be configured with this Third Party specific identity information e.g. based on the Caller ID.Optionally, the IMS AS may use the URL(s) received from the HSS to fetch Rich Call Data from a server that can be in the operator domain or external in the Third Party network. The fetched Rich Call Data information is used by the Signing AS for signing the RCD PASSporT and by the Verification AS to verify the signed RCD PASSporT.
The SIP header extensions (e.g. Call-Info header) required to transfer Third Party specific user identity information are defined by stage 3.
[bookmark: _Toc104216432][bookmark: _Toc125909268][bookmark: _Toc128752544][bookmark: _Toc157759512]6.13.2	Procedures
The procedures to sign and verify PASSporT tokens follow the descriptions in TS 24.229 [10] with the main difference that besides telephone numbers also other information as described in draft-ietf-sipcore-callinfo-rcd-08 [19] and draft-ietf-stir-passport-rcd-26 [18] can be used for signing and verification.
[bookmark: _Toc128752545][bookmark: _Toc125909269][bookmark: _Toc104216433][bookmark: _Toc157759513]6.13.3	Impacts on existing nodes and functionality
Following nodes are impacted by this solution.
UE:
-	Support of new SIP headers like draft-ietf-sipcore-callinfo-rcd-08 [19] and draft-ietf-stir-passport-rcd-26 [18].
HSS:
-	HSS stores one or several URL(s) pointing to resources on Web servers where the terminating network or terminating party can download the respective data, e.g. Rich Call Data or an Avatar representation to be used in the IMS call. Optionally, HSS may directly store trusted information from the Third Party network like caller name, job title, organization, and location information.
Editor's note:	Whether HSS needs to store above mentioned Third Party and user specific information is FFS.
IBCF, S-CSCF and IMS AS:
-	Need to be able to invoke signing and verification of new information elements in SIP headers based on local policies and trust relationship with the Third Party network.
-	IBCF, AS: May be configured with Third Party specific user identity information that is not user specific but specific to the Third Party network like company name or company logo.
-	IBCF: IBCF forwards the signed PASSporT and Third-Party specific information if received from the Third-Party network.
-	S-CSCF, IMS AS: May fetch data from HSS for signing.
-	IMS AS: May use the URL(s) received from the HSS to fetch Rich Call Data from a server that can be in the operator domain or external in the Third Party network. Provides the data in SIP header towards terminating party.
Signing AS:
-	Need to be able to sign new information elements in SIP headers.
Verification AS:
-	Need to be able to verify new information elements in SIP headers.
P/I/S-CSCF:
-	Potentially support of new SIP headers. Transparently forwards the signature from the Third Party towards the terminating network.
-	P-CSCF: P-CSCF fForwards the signed PASSporT and Third-Party specific information if received from the Third-Party network.


* * * * End of changes * * * *
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