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Abstract: a new solution to address the C2 communication reliability aspect of KI#1
1. Introduction/Discussion
A new solution to addresses the C2 communication reliability aspect in key issues #1 “Enhancement of NEF services to support service exposure and interactions between MNOs and UTM function “. 
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[bookmark: _Toc513028450]6.X	Solution #X: Network Exposure Function enhancement to support redundant connections for C2 communication reliability   
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc513028451]6.X.1	Key Issue mapping
This solution addresses the C2 communication reliability aspect in key issues #1 “Enhancement of NEF services to support service exposure and interactions between MNOs and UTM function “. 
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]6.X.2	Description
To achieve C2 communication reliability, A UAV can establish two redundant C2 connections with the same or different control entities (e.g. UAV-Cs, UTM) within the same network. For redundant C2 connections with the same control entities, existing redundant transmission mechanism defined in 5.33.2 in TS23.501 can be reused. Additionally, for a UAV, it can establish two C2 connections with two UAV-Cs or UTMs, one C2 is selected as active C2 connection with an active UAV-C or UTM, which is used for primary connection for the UAV control, while there can be another standby C2 connection established with a secondary UAV-C or UTM as redundancy and ready to takeover the primary C2 connection when it goes down or other reasons deem necessary. Establishing redundant C2 connections can be triggered or initiated by UAV, UAV-C or UTM. How to decide and select the redundant C2 connection is out of scope for 3GPP.  
There can only one active C2 connection associated with one UAV control entity (UAV-C or UTM) and one UAV at any given time; therefore, there is need for UAV, 5GS and UTM/USS to be synchronized on which C2 connection and Control entity are primary with active C2 traffic and which are secondary for standby.  
This solution proposes to enhance existing network exposure functionality and procedures to allow UAV or UTM to indicate the usage of redundant C2 connections and the selection of primary and secondary C2 connection/control entities, so the 5GS and UMT/USS can manage those different C2 connections accordingly to support UAV operations. Some of enhancements are:
1. Adding C2 redundant information into the C2 aviation payload to exchange C2 redundant information between UAV and UTM. The redundant information can include the paring information of the primary UAV_C or UTM for the primary C2 connection for the UAV, and the pairing information of the secondary UAV_C or USS/UTM for the secondary C2 connection. 
2. Primary and secondary C2 connections can be established at different time and trigged by either UAV, UAV-C or UTM. Therefore, when conducting C2 related authorization, primary or secondary C2 indication associated with this C2 connection for authorization needed to be provided by UAV or UTM/USS (e.g. via C2 aviation payload).       
3. After the authorization of the selection or modification of the primary or secondary C2 connections with different UAV_C or USS, UTM provides authorization result to the 3GPP network using existing mechanisms with additionally providing the C2 redundant paring result to the 3GPP network. Therefore, 3GPP network is synchronized with UAV and UTM on the latest C2 redundant configuration and status. 
4. The information exchange between UAV, 5GS and UTM/USS on the status change of C2 redundant connection can occur during UAV authentication and authorization phase, or C2 PDU connection establishment / modification phase, or UAV controller replacement phase. 
6.X.3	Procedures
Existing network exposure procedures for C2 communication defined in TS23.256 can be reused to convey the new C2
redundancy information between UAV, 3GPP network and UTM/USS.

6.X.4	Impacts on services, entities and interfaces
Editor's Note:	It is FFS the impacts on services, entities and interfaces.
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