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[bookmark: _Toc462478989]Abstract of the contribution: This paper proposes a new solution for user id authentication for the FS_UIA_ARC TR 23.700-32.
1	Discussion
This paper proposes user id authentication addressing KI#2.
2	Proposal
It is proposed to include the following changes in TR 23.700-32 V0.1.0.
[bookmark: _Toc93073650]		* * * * Start of Changes (All text new) * * * *
[bookmark: _Toc26431228][bookmark: _Toc30694626][bookmark: _Toc43906648][bookmark: _Toc43906764][bookmark: _Toc44311890][bookmark: _Toc50536532][bookmark: _Toc54930304][bookmark: _Toc54968109][bookmark: _Toc57236431][bookmark: _Toc57236594][bookmark: _Toc57530235][bookmark: _Toc57532436][bookmark: _Toc93073661][bookmark: _Toc153818188][bookmark: _Toc153818404][bookmark: _Toc153818177][bookmark: _Toc153818393]6	Solutions
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc93073662][bookmark: _Toc153818189][bookmark: _Toc153818405][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: startOfAnnexes][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc153818406]6.X	Solution #X: solution for user id authentication
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc153818407]6.X.1	Key Issue mapping
Editor's Note:	This clause lists the key issue(s) addressed by this solution.
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc153818408]6.X.2	Description
[bookmark: _Toc500949101]Editor's Note: This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
The solution has the following assumptions:
-  One SUPI is corresponding to one or more User IDs. The value of User IDs has been negotiated and preconfigured in UE, Core network, and AAA-Server. 
-  It is assumed each node performs the following functions for User-ID based authentication 
 UE: Peer
 AMF: Authenticator
 AAA-Server: EAP server
-  Reusing EAP based authentication (e.g. MD5 challenge, Cogent Systems Biometrics Authentication EAP) to authenticate User-Id by 3rd party’s AAA-Server. The User-id and the authentication result can be aware by 5GC
[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc153818409]6.X.3	Procedures
Editor's Note: This clause describes high-level procedures and information flows for the solution.


Figure-6.x.3-1 User ID based authentication after initial registration 
(Steps/Parameters for potential impact is in Italic)
0. User-A switch on a UE and the UE performs initial registration
1. UE send initial registration including SUPI (Concealed as SUCI) and capability of User-Id based authentication
2. AUSF triggers the Primary authentication to authenticate the SUPI reported by UE is correct. Specific procedure has been defined in TS 33.501
3-4. During the registration, AMF retrieves the SUPI’s subscription which indicates whether an User-ID based authentication is required.
NOTE 1: the other omitted messages for 5G registration follows the existing procedure.
5.  Registration accept is sent to UE with AMF allocated 5G-GUTI.
6.  AMF determines to perform User-ID based authentication by sending DL NAS message including EAP-Request (e.g. type=1, identity)
7.  UE sends UL NAS message including EAP-Response (e.g. type=1, identity=user id)
NOTE 2: The step 6 and 7 can be combined into one message
8.  AMF sends AAA Protocol message including GPSI and EAP-Response: identity=user id
9.  More interactions between EAP server and UE may be needed for authentication. E.g., triggers MD5-Challenge to authenticate the user id
10. EAP Server responds authentication result of the user id (success/failure)
11. AMF record the authentication result and send the result to UE
12. AMF sends the authenticated User ID to UDM for storing

[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc153818410]6.X.4	Impacts on services, entities and interfaces
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
UE
Send capability of User-Id authentication in registration request
Support EAP peer and send EAP message via NAS
AMF
Support EAP authenticator
Support determination of performing User-id authentication, sending EAP message via NAS 
UDM
SUPI’s Subscription indicates whether User-Id authentication is required
[bookmark: _GoBack]Store the authenticated User ID
* * * * End of Changes * * * *
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