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	Reason for change:
	UDSF should be seen as an external storage of the actual NF/NF set instance which is indicated by the wording of clause 4.2.5 in 23.501 “…NF to store and retrieve its unstructured data… ” and “NFs may share a UDSF for storing their respective unstructured data” 
Our understanding about the wording “its unstructured data” and “their respective unstructured data” shall be understood as only the NF instance that created the data is allowed to later read/update/delete the data.

For authorizing access of a created unstructured data record, e.g., to delete the record, then existing authorization mechanisms for accessing services can be use if a UDSF serves a single NF consumer (via access tokens),

When the UDSF is shared between different NF instances, there is a potential risk that any NF that are authorized for UDSF service operations for this UDSF could access, e.g., delete data that it is not the owner of. Currently there is nothing stated in the specifications how to handle this case.

To solve this issue we see 3 possibilies:
1.	One proposal to solve this is to remove the possibility a UDSF to serve more than one NF instance
2. Rely on implementation and deployment to handle the issue and make a note in the specification
3. a more elaborate authorization scheme, meaning sending an LS to SA3

This CR has implemented the 2nd approach, but there is also an LS prepared in case the meeting prefers 3rd approach.

Furhtermore, in Rel-16, NF set was introduced, and thus "its unstructured data" and "their respective unstructured data" needs to be extended to support NF Set.
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********** 1st change *********
[bookmark: _Toc36187550][bookmark: _Toc45183454][bookmark: _Toc47342296][bookmark: _Toc51768994][bookmark: _Toc145935507]4.2.5	Data Storage architectures
As depicted in Figure 4.2.5-1, the 5G System architecture allows any NF to create/read/update/deletestore and retrieve its unstructured data into/from a UDSF (e.g. UE contexts). If the NF is part of an NF set, then any of the NF instance within the NF set may read/update/delete the unstructured data. The UDSF belongs to the same PLMN where the network function is located. CP NFs/NF Sets may share a UDSF for storing their respective unstructured data or may each have their own UDSF (e.g. a UDSF may be located close to the respective NF). 
NOTE 1:	Structured data in this specification refers to data for which the structure is defined in 3GPP specifications. Unstructured data refers to data for which the structure is not defined in 3GPP specifications.
NOTE 2:	If a NF Set has its own UDSF, it is up to UDSF implementation and deployment that only the NFs within the set can access the data, e.g., to delete a created data record. If a UDSF is shared between several NFs not part of the same set or is shared between several NF sets, it is up to UDSF implementation and deployment to make sure NFs not authorized, e.g., to delete the data, cannot do so. For further information about Guidelines and Principles for Compute-Storage Separation see Annex C.


[bookmark: _CRFigure4_2_51]Figure 4.2.5-1: Data Storage Architecture for unstructured data from any NF
NOTE 32:	3GPP will specify (possibly by referencing) the N18/Nudsf interface.
As depicted in Figure 4.2.5-2, the 5G System architecture allows the UDM, PCF and NEF to store data in the UDR, including subscription data and policy data by UDM and PCF, structured data for exposure and application data (including Packet Flow Descriptions (PFDs) for application detection, AF request information for multiple UEs) by the NEF. UDR can be deployed in each PLMN and it can serve different functions as follows:
-	UDR accessed by the NEF belongs to the same PLMN where the NEF is located.
-	UDR accessed by the UDM belongs to the same PLMN where the UDM is located if UDM supports a split architecture.
-	UDR accessed by the PCF belongs to the same PLMN where the PCF is located.
NOTE 43:	The UDR deployed in each PLMN can store application data for roaming subscribers.


[bookmark: _CRFigure4_2_52]Figure 4.2.5-2: Data Storage Architecture
NOTE 54:	There can be multiple UDRs deployed in the network, each of which can accommodate different data sets or subsets, (e.g. subscription data, subscription policy data, data for exposure, application data) and/or serve different sets of NFs. Deployments where a UDR serves a single NF and stores its data, and, thus, can be integrated with this NF, can be possible.
NOTE 65: The internal structure of the UDR in figure 4.2.5-2 is shown for information only.
The Nudr interface is defined for the network functions (i.e. NF Service Consumers), such as UDM, PCF and NEF, to access a particular set of the data stored and to read, update (including add, modify), delete, and subscribe to notification of relevant data changes in the UDR.
Each NF Service Consumer accessing the UDR, via Nudr, shall be able to add, modify, update or delete only the data it is authorised to change. This authorisation shall be performed by the UDR on a per data set and NF service consumer basis and potentially on a per UE, subscription granularity.
The following data in the UDR sets exposed via Nudr to the respective NF service consumer and stored shall be standardized:
-	Subscription Data,
-	Policy Data,
-	Structured Data for exposure,
-	Application data: Packet Flow Descriptions (PFDs) for application detection and AF request information for multiple UEs, as defined in clause 5.6.7.
The service based Nudr interface defines the content and format/encoding of the 3GPP defined information elements exposed by the data sets.
In addition, it shall be possible to access operator specific data sets by the NF Service Consumers from the UDR as well as operator specific data for each data set.
NOTE 76:	The content and format/encoding of operator specific data and operator specific data sets are not subject to standardization.
NOTE 87:	The organization of the different data stored in the UDR is not to be standardized.
********** 2nd change  **********
[bookmark: _Toc20150298][bookmark: _Toc27847106][bookmark: _Toc36188239][bookmark: _Toc45184153][bookmark: _Toc47342995][bookmark: _Toc51769697][bookmark: _Toc145936483]Annex C (informative):
Guidelines and Principles for Compute-Storage Separation
5G System Architecture allows any NF/NF Service to store and retrieve its unstructured data (e.g. UE contexts) into/from a Storage entity (e.g., UDSF) as stated in clause 4.2.5 in this release of the specification. This clause highlights some assumptions, principles regarding NF/NF services that use this Storage entity for storing unstructured data:
1.	It is up to the Network Function implementation to determine whether the Storage entity is used as a Primary Storage (in which case the corresponding context stored within the NF/NF Service is deleted after storage in the Storage entity) or the Storage entity is used as a Secondary Storage (in which case the corresponding context within the NF/NF Service is stored).
2.	It is up to the NF/NF Service implementation to determine the trigger (e.g. at the end of Registration procedure, Service Request procedure etc) for storing unstructured data (e.g. UE contexts) in the Storage entity but it is a good practice for NF/NF service to store stable state in the Storage entity.
3.	Multiple NF/NF service instances may require to access the same stored data in the Storage entity (e.g. UE context), around the same time, then the resolution the race condition is implementation specific.
4.	In the case of AMF, aAll AMNFs within the same AMF NF Set are assumed to have access to the same unstructured data stored within the Storage entity.
5.	AMF planned removal with UDSF (clause 5.21.2.2.1) and AMF auto-recovery (with UDSF option in clause 5.21.2.3) assume that a storage entity/UDSF is used either as a primary storage or secondary storage by the AMF for storing UE contexts.
6.	It is up to implementation of the Storage entity to make sure that only NFs that are authorized for a certain data record can access this data record.

********** END changes **********
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