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	Reason for change:
	Current UE data collection procedure doesn’t consider the NAT deployment in UPF. While in R18 UPEAS item, the NAT related issues are introduced and solved. If NAT deployed in network, there exists the mapping table between internal private UE IP address (used in 5GC internally) and public UE IP address used in application server. 

If NAT is supported in network, there exists the problem below: 

As indicated in step 3a and 3b in section 6.2.8.2.3 of TS 23.288, the NWDAF subscribes to the AF in trusted/untrusted domain for UE data collection. In the request from NWDAF, the SUPI or to GPSI is included to identify the target UE for data collection. And also indicated in the section 6.2.8.2.4.1 of TS 23.288, the UE IP address is used to identify the user plane connection established between the UE application and the AF for data collection. The AF is required to correlate the UE IP address to the SUPI or to GPSI. Or, as indicated in section 6.2.8.2.4.4, the NWDAF should correlate the UE IP address to the SUPI or to GPSI.

And as described in section 6.2.8.2.4.2, 6.2.8.2.4.3 and 6.2.8.2.4.4, the AF or NWDAF uses the SUPI/GPSI to obtain the serving SMF id(s) and the corresponding PDU Session id(s) from UDM, and request the SMF to obtain the allocated IPv4 address or IPv6 prefix for the UE. After these procedures, the AF or NWDAF gets the UE IP address. 

However, the allocated IPv4 address here that AF or NWDAF gets from SMF is a private IP address, not the public UE IP address. The SMF or DHCP can only allocate the private UE IP address. And in the internal 5GC, between the interaction of each 5GC elements, only the private UE IP address is used. 

Even if the AF receives the private UE IP address, the AF also can’t identify the target UE for data collection, because the AF can only identify the public UE IP address, if the NAT function is deployed in UPF.

So, as the description above, after introducing the NAT functionality, there is a lack of a process to provide public UE IP address to AF to identify the target UE for data collection. Also, there is a lack of a process in the NWDAF correlates procedure that the NWDAF should indicate the public UE IP address to AF via NEF, to indicate the target UE for data collection.

This paper focus on to introduce a procedure to let the AF or NWDAF to obtain the public UE IP address from 5GC, that to identify the target UE and consequently perform data collection from the UE.


	
	

	Summary of change:
	The trusted AF or NWDAF obtains the public UE IP address from 5GC to identify the target UE, and then consequently perform the data collection.

	
	

	Consequences if not approved:
	How to handle the NAT deployment in UE data collection is unclear.
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* * * Start of Change 1 * * *

[bookmark: _CR6_2_8_2_4_2]6.2.8.2.4.2	AF in trusted domain correlates UE data collection and NWDAF request
If the AF receives the Naf_EventExposure_Subscribe/Request including Target for Event Reporting set to SUPI and not including the UE's IP address and the AF does not locally store the UE's IP address, the AF finds the PDU session(s) serving the SUPI, DNN, S-NSSAI from UDM and the allocated IPv4 address or IPv6 prefix or both from SMF as described in Figure 6.2.8.2.4.2-1.



[bookmark: _CRFigure6_2_8_2_4_21]Figure 6.2.8.2.4.2-1: AF in trusted domain correlates UE data collection and NWDAF request
0.	At the establishment of the user plane connection between the UE Application and the AF, the AF stores the UE public IP address (for both direct and indirect reporting) as described clause 6.2.8.2.1.
1.	The AF receives a request to retrieve input data as described in clause 6.2.8.2.3 including a SUPI. The AF finds the SMF serving the PDU session(s) for this SUPI using Nudm_UECM_Get_Request including SUPI, type of requested information set to SMF Registration Info and the S-NSSAI and DNN, as defined in clause 5.3.2.5.7 in TS 29.503 [26].
2. The UDM provides the SMF id and the corresponding PDU Session id, S-NSSAI, DNN using Nudm_UECM_Get_Response to the AF. Using the AF supported S-NSSAI, DNN and the received information from UDM, AF determines the PDU session used for the user plane connection between UE and AF.
3. The AF sends Nsmf_EventExposure_Subscribe to the SMF identified in step 2, including the Target for Event Reporting set to the PDU Session id(s) provided in step 2 and the Event ID set to IP address/prefix allocation/change.
4.	If NAT deployed in network, the SMF determines the UPF that serving the target UE. This UPF stores the mapping table between private UE IP address and public UE IP address for the target UE that perform UE data collection. 
5.	The SMF sends the Nupf_GetPublicUEIPaddr_Get request including the private UE IP address to the UPF to get the public UE IP address corresponding to this private UE IP address.
6.	The UPF sends the Nupf_GetPublicUEIPaddr_Get response including the public UE IP address to the SMF.
47.	The SMF provides the allocated IPv4 address (If NAT not deployed) or public UE IP address (if NAT deployed in network) or IPv6 prefix to the AF.
58.	The AF correlates the UE data that includes the UE IP address and the NWDAF request for a SUPI using the retrieved IPv4 (If NAT not deployed) address or public UE IP address (if NAT deployed in network) or IP v6 prefix.
If the user plane session between the UE and the AF is released, the AF shall remove the stored correlation information between the UE IP address / prefix and SUPI.

* * * Start of Change 2 * * *

[bookmark: _CR6_2_8_2_4_3]6.2.8.2.4.3	AF in untrusted domain correlates UE data collection and NWDAF request
If the AF receives the Naf_EventExposure_Subscribe from NWDAF, via NEF, including Target for Event Reporting set to GPSI and not including the UE's IP address and the AF does not locally store the UE's IP address, the AF request the NEF to provide the allocated IPv4 address or IPv6 prefix or both as described in Figure 6.2.8.2.4.3-1.
NOTE 1:	The NWDAF can also provide the UE IP address to the AF as described in clause 6.2.8.2.4.1.


 
[bookmark: _CRFigure6_2_8_2_4_31]Figure 6.2.8.2.4.3-1: AF in untrusted domain correlates UE data collection and NWDAF request
0.	Same step as step 0 in figure 6.2.8.2.4.3-1.
1.	The AF receives a request to retrieve input data as described in clause 6.2.8.2.3 including a GPSI. The AF requests NEF to provide the IPv4address or IPv6 prefix or both serving the PDU session for this GPSI towards the AF using Nnef_UEAddress_Get_Request.
2.	The NEF is configured with the DNN, S-NSSAI to access this AF. The NEF finds the SMF serving the PDU session(s) for this GPSI, DNN, S-NSSAI using Nudm_UECM_Get_Request including type of requested information set to SMF Registration Info and the S-NSSAI and DNN, as defined in clause 5.3.2.5.7 of TS 29.503 [26].
NOTE 2:	If there are more than one (DNN, S-NSSAI) combination to access this AF, the NEF will find the SMF(s) serving the PDU session(s) to any of these (DNN, S-NSSAI) combinations.
3.	The UDM provides the SMF id(s) and the tuple (PDU Session id (S-NSSAI, DNN) using Nudm_UECM_Get_Response to the NEF. Using the configuration in NEF, as described in step 2, the NEF determines the PDU session used for the user plane connection between UE and AF.
4.	The NEF sends Nsmf_EventExposure_Subscribe to the SMF(s) identified in step 3, including the Target for Event Reporting set to the PDU Session id(s) provided in step 3 and the Event ID set to IP address/prefix allocation/change.
5.	If NAT deployed in network, the SMF determines the UPF that serving the target UE. This UPF stores the mapping table between private UE IP address and public UE IP address for the target UE that perform UE data collection. 
6.	The SMF sends the Nupf_GetPublicUEIPaddr_Get request including the private UE IP address to the UPF to get the public UE IP address corresponding to this private UE IP address.
7.	The UPF sends the Nupf_GetPublicUEIPaddr_Get response including the public UE IP address to the SMF.
58.	The SMF provides the allocated IPv4 address (If NAT not deployed) or public UE IP address (if NAT deployed in network) or IPv6 prefix or both to the NEF.
69.	The NEF provides the allocated IPv4 address (If NAT not deployed) or public UE IP address (if NAT deployed in network) or IPv6 prefix or both provided by SMF in step 5 to the AF.
710.	The AF correlates the UE data that includes the UE IP address and the NWDAF request for the GPSI using the retrieved IPv4 address (If NAT not deployed) or public UE IP address (if NAT deployed in network) or IP v6 prefix.
If the user plane session between the UE and the AF is released, the AF shall remove the stored correlation information between the UE IP address / prefix and GPSI.

* * * Start of change 3 * * *

[bookmark: _CR6_2_8_2_4_4]6.2.8.2.4.4	NWDAF correlates UE data collection and NWDAF request for trusted AF and untrusted AF
NWDAF receives the analytics subscription from consumer and discover an AF as described in clause 6.2.8.2.3. NWDAF finds the PDU session(s) serving the SUPI, DNN, S-NSSAI from UDM and the allocated IPv4 address or IPv6 prefix from SMF as described in Figure 6.2.8.2.4.4-1.



[bookmark: _CRFigure6_2_8_2_4_41]Figure 6.2.8.2.4.4-1: NWDAF correlates UE data collection and NWDAF request
1.	The NWDAF finds the SMF(s) serving the PDU session(s) for this SUPI or GPSI using Nudm_UECM_Get_Request including SUPI or GPSI, type of requested information set to SMF Registration Info and the list of S-NSSAI and DNN combinations, as defined in clause 5.3.2.5.7 in TS 29.503 [26]. The NWDAF acquires the DNN, S-NSSAI used to access the AF using Nnrf_NFDiscovery_Request service operation or is configured with the DNN, S-NSSAI used to access the AF.
2.	The UDM provides the SMF id(s) and the corresponding PDU Session id(s), per S-NSSAI, DNN combination using Nudm_UECM_Get_Response to the NWDAF. Based on the S-NSSAI, DNN used to access the AF in step 1, NWDAF determines the PDU session used for the user plane connection between UE and AF.
3.	The NWDAF sends Nsmf_EventExposure_Subscribe to the SMF identified in step 2, including the Target for Event Reporting set to the PDU Session id(s) provided in step 2 and the Event ID set to IP address/prefix allocation/change.
4.	If NAT deployed in network, the SMF determines the UPF that serving the target UE. This UPF stores the mapping table between private UE IP address and public UE IP address for the target UE that perform UE data collection. 
5.	The SMF sends the Nupf_GetPublicUEIPaddr_Get request including the private UE IP address to the UPF to get the public UE IP address corresponding to this private UE IP address.
6.	The UPF sends the Nupf_GetPublicUEIPaddr_Get response including the public UE IP address to the SMF.
47.	The SMF provides the allocated IPv4 address (If NAT not deployed) or public UE IP address (if NAT deployed in network) or IPv6 prefix to the NWDAF.
[bookmark: _GoBack]58.	Step 3a for AF in trusted domain or step 3b for AF in untrusted domain in Figure 6.2.8.2.3-1 is performed with the exception that NWDAF sets the allocated IPv4 address (If NAT not deployed) or public UE IP address (if NAT deployed in network) or IPv6 prefix that were received in step 4 as target of event reporting.
If NWDAF subscribed for the PDU session used for the user plane connection between the UE and the AF is released notification in step 3, the SMF informs the NWDAF that the UE IP address / prefix is released via Nsmf_EventExposure_Notify. Based on this information, the NWDAF shall remove the stored correlation information between the UE IP address / prefix and SUPI.


* * * End of Change * * *
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