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[bookmark: _Toc462478989][bookmark: _Hlk146818774]Abstract of the contribution: This paper proposes a solution for PDU Set information Identification for end-to-end encrypted traffic in FS_XRM_Ph_2.
1	Discussion
This solution addresses the Key issue #2 to Support PDU Set information identification for end-to-end encrypted XRM traffic. 
· If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario

Media over QUIC (MoQ) develops a simple low-latency media delivery solution for ingest and distribution of media. MoQ focuses on building protocol mechanisms for publication of media and means to identify and receive the media, which can be used over raw QUIC or WebTransport. MoQ specifies a simple method for clients to authenticate to the relay or server to transmit or receive media. Media will be encrypted at the transport layer using the standard QUIC mechanisms. Media content may be end-to-end encrypted in certain use cases, where the "end-to-end" keys are available to media sources and consumers, but not relays. Even when media content is end-to-end encrypted, the relays can access metadata needed for caching (such as timestamp), making media forwarding decisions (such as drop or delay under congestion), and so on. Such media metadata will be authenticated and integrity-protected end-to-end.
This paper proposes a solution for identifying PDU Set information from encrypted traffic based on the Media over QUIC (moq). In this solution, UPF can serve as a relay node to identify the PDU Set information and place it in metadata/GTP header.
The solution is based on the existing PDU Session Establishment/ modification with the following enhancement:
-	PCF has been provided with the protocol description to indicating the support of the MoQ, and some additional assistance information may be provided, including the Traffic flow Description (e.g., URI, Connection ID, frame type, MoQT message type, priority, send order, packet size, burst periodicity etc.)
-	SMF may provide the encrypted traffic handling assistance information and Protocol Description to the UPFbased on the received protocol description and additional assistance information.
-	UPF identifies the PDU Set information and places it in metadata for the use of other UPF, and optionally in the GTP header for the use of RAN.
2	Proposal
It is proposed to adopt the following changes into TR 23.700-70.
[bookmark: _Toc93073651]		* * * * 1st Change (revision marked) * * * *	
[bookmark: startOfAnnexes][bookmark: _Toc30694627][bookmark: _Toc57530236][bookmark: _Toc43906765][bookmark: _Toc54968110][bookmark: _Toc23402388][bookmark: _Toc26386423][bookmark: _Toc54930305][bookmark: _Toc22192650][bookmark: _Toc23402418][bookmark: _Toc57236432][bookmark: _Toc148498831][bookmark: _Toc57532437][bookmark: _Toc57236595][bookmark: _Toc43906649][bookmark: _Toc26431229][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc16839382][bookmark: _Toc500949097][bookmark: _Toc93070684][bookmark: _Toc92875660]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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6.X	Solution #X: < PDU Set information identification >
[bookmark: _Toc93070685][bookmark: _Toc500949098][bookmark: _Toc92875661]6.X.1	Key Issue mapping
This solution addresses the Key issue #2 to Support PDU Set information identification for end-to-end encrypted XRM traffic. 
[bookmark: _Toc500949099][bookmark: _Toc93070686][bookmark: _Toc92875662]6.X.2	Description
[bookmark: _Toc500949101]Nowadays, more and more businesses are showing a trend of adopting QUIC. However, QUIC natively integrates TLS encryption technology, making it difficult for the network intermediate node to identify the application layer information such as PDU Set information.
Media over QUIC (MoQ) develops a simple low-latency media delivery solution for ingest and distribution of media. MoQ focuses on building protocol mechanisms for publication of media and means to identify and receive the media, which can be used over raw QUIC or WebTransport. MoQ specifies a simple method for clients to authenticate to the relay or server to transmit or receive media. Media will be encrypted at the transport layer using the standard QUIC mechanisms. Media content may be end-to-end encrypted in certain use cases, where the "end-to-end" keys are available to media sources and consumers, but not relays. Even when media content is end-to-end encrypted, the relays can access metadata needed for caching (such as timestamp), making media forwarding decisions (such as drop or delay under congestion), and so on. Such media metadata will be authenticated and integrity-protected end-to-end.
This paper proposes a solution for identifying PDU Set information from encrypted traffic based on the Media over QUIC (moq). In this solution, UPF can serve as a relay node to identify the PDU Set information and place it in metadata/GTP header.
The solution is based on the existing PDU Session Establishment/ modification with the following enhancement:
-	PCF has been provided with the protocol description to indicating the support of the MoQ, and some additional assistance information may be provided, including the Traffic flow Description (e.g., URI, Connection ID, frame type, MoQT message type, priority, send order, packet size, burst periodicity etc.)
-	SMF may provide the encrypted traffic handling assistance information and Protocol Description to the UPF based on the received protocol description and additional assistance information.
-	UPF identifies the PDU Set information and places it in metadata for the use of other UPF, and optionally in the GTP header for the use of RAN.

[bookmark: _Toc93070687][bookmark: _Toc92875663]6.X.3	Procedures
The procedures is used for AF requested encrypted traffic handling, and the QUIC connection may or may not be established between the UE and the AF. The network could help to identify the PDU set information based on the AF provided assistance information.  


[bookmark: _CRFigure4_9_1_2_21]Figure 6.X.3-1: PDU Set information identification based on MoQ
1. The the AF may provide encrypted traffic handling assistance information along with the Protocol description to the NEF/PCF, the encrypted traffic handling assistance information including the Traffic flow Description indicating the different flows need to be handled (e.g., IP5 tuple information with one or more URI), and some additional information indicating different features of the flows such as Application identifier, frame type, MoQT message type, priority, send order, packet size, burst periodicity etc.. The AF traffic influence service may be enhanced to provide those information.
2. The AF provided encrypted traffic handling assistance information and Protocol Description may be used in determining PCC Rules by the PCF, then the PCF sends the those information to the SMF. 
3. If the PCC Rule includes a Protocol Description and encrypted traffic handling assistance information indicating the support of encrypted traffic, the SMF should provide the Protocol Description information and encrypted traffic handling assistance information to the UPF and request the UPF to identify the PDU Set Information for encrypted traffic. The SMF may also request the UPF to provide the used connection IDs between the UE and UPF.
4. Then the UPF acting as a relay, establishes the connection(s) with the UE and establishes connection(s) with AF identified by the given URI respectively as defined in MoQT[9].
Editor’s note: Whether and how to use QUIC migration are FFS.
5. Upon successfully established the connections, the UPF provides the connection IDs used for N3 and N6 to the SMF. The SMF and UPF stores the mapping between the N3 connection ID(s) and N6 connection ID(s).
6. The SMF sends the response of the encrypted traffic handling request. The information of the relay UPFmay be provided.
7. For the downlink direction, the PSA UPF identifies PDU Set information and places it in metadata for the use of other UPF as defined in MoQT[9], and optionally in the GTP header for the use of RAN accordingly based on the provided Protocol Description information and encrypted traffic handling assistance information.
Editor’s note: How to identify PDU Set information in encrypted traffic is FFS.

[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]6.X.4	Impacts on services, entities and interfaces
[bookmark: _GoBack]AF
- 	Provide encrypted traffic handling assistance information along with the Protocol description.
PCF 
- 	Determining PCC Rules based on encrypted traffic handling assistance information and the Protocol description.
SMF
- 	Mapping the connection ID between the N3 and N6 connection ID.
UPF
- 	Identifier the PDU set information based on encrypted traffic handling assistance information and Protocol description.

* * * * End of Changes * * * *
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