SA WG2 Meeting #160-Ad Hoc-e 		S2-2400988r03
E-meeting, January 22 – 29, 2024

Title:	[DRAFT] Reply LS on Issues related to user consent for retrieving data stored in the ADRF/NWDAF
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	LS C3-235567/ S2-2400044 on Issues related to user consent for retrieving data stored in the ADRF/NWDAF from CT3
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Rel-17
Work Item:	eNA_Ph2

[bookmark: OLE_LINK12][bookmark: OLE_LINK13][bookmark: OLE_LINK14]Source:	Nokia, will be SA2
[bookmark: OLE_LINK42][bookmark: OLE_LINK43][bookmark: OLE_LINK44]To:	CT3, SA3
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	-

Contact person:	Yannick Lair
	Yannick.lair@nokia.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	S2-2400964TS 23.288 CR 1023, TS 23.288 CR 1024

1	Overall description
SA2 thanks CT3 for their LS in C3-235567 on Issues related to user consent for retrieving data stored in the ADRF/NWDAF.
SA2 would like to provide the following answers to CT3 questions:

EXAMPLE:	NWDAF1 checks that user consent is granted for the purpose of "Analytics", so it collects and stores the data into the ADRF. NWDAF2 later retrieves this data from the ADRF and (since there is no user consent check for the interaction with the ADRF) uses it also for any other purposes, e.g. for ML Model training, although the user consent did not exist for that purpose when the data was collected and stored in the ADRF by NWDAF1, which means the NWDAF2 with unchecked purpose can bypass the restriction of the user consent.
Question 1:	Whether all the NF service consumers need to check user consent to be granted for all its usage purposes before retrieving data from the ADRF/NWDAF?

When NWDAF or DCCF intends to retrieve data from ADRF (via Nadrf_DataManagement) or from another instance of NWDAF (via Nnwdaf_DataManagement), the NWDAF or DCCF needs first to check user consent from UDM to check if data retrieval from ADRF or NWDAF is allowed as per user consent, based on the purpose for NWDAF or DCCF to retrieve data, e.g. for analytics or model training. Note that checking of user consent for data collected by an NWDAF Data Consumer via DCCF is described in TS 23.288 clause 6.2.6.3.3.
It is SA2 view that the user consent at the time of initial data collection which led data to be stored in ADRF is not relevant, what matters is the user consent at the time of data retrieval from ADRF.

Question 2:	If the answer to question 1 is yes, how to handle the user consent checking when multiple consumers retrieve the same data from the ADRF/NWDAF for the same purpose or for different purposes?

See answer to question 1. In the EXAMPLE provided by CT3, if NWDAF1 still has data that was collected while user consent was provided, and then user consent is revoked (which means NWDAF2 cannot retrieve related data from ADRF), it is our SA2 understanding that NWDAF1 will remove corresponding data it currently has,handle the data as per TS 33.501 requirements in Annex V clause V.4: 
“Upon notification of user consent revocation, NFs (processing the data pertaining to the revoked consent) shall halt processing and collection of the data. 
Upon notification of user consent revocation, NFs may delete, quarantine, or temporarily retain the data pertaining to the revoked user consent based on local policies and legal constraints.”.

2	Actions
[bookmark: _Hlk156890187]To CT3 
ACTION: 	SA2 kindly asks CT3 to take the above information and attached SA2 agreed CR into account.

3	Dates of next SA2 meetings
[bookmark: _Hlk134178652][bookmark: OLE_LINK55][bookmark: OLE_LINK56][bookmark: OLE_LINK53][bookmark: OLE_LINK54]SA2#161	26th Feb– 1st Mar 2024 		Athens, GR
SA2#162	15th – 19th April 2024 		China


SA WG2 Meeting 


#160


-


Ad Hoc


-


e


 


 


 


S2


-


2400988


r0


3


 


E


-


meeting, January 22 


–


 


29, 2024


 


 


Title:


 


[DRAFT]


 


Reply LS on 


Issues 


related to user consent for


 


retrieving 


data 


stor


ed in the


 


ADRF


/NWDAF


 


Response to:


 


LS


 


C3


-


235567


/


 


S2


-


2400044


 


on Issues 


related to user consent for retrieving 


data stored in the ADRF/NWDAF


 


from CT3


 


Release:


 


Rel


-


17


 


Work Item:


 


eNA_Ph2


 


 


Source:


 


Nokia, will be 


SA2


 


To:


 


CT3, 


SA3


 


Cc:


 


-


 


 


Contact person


:


 


Yannick Lair


 


 


Yannick.lair@nokia.com


 


 


S


end any reply LS to:


 


3GPP Liaisons Coordinator, 


mailto:3GPPLiaison@etsi.org


 


 


Attachments:


 


TS 23.288 CR 1023, TS 23.288 CR 1024


 


 


1


 


Overall description


 


SA2 thanks CT3 for their LS in 


C3


-


235567


 


on Issues related to user consent for retrieving data stored in the 


ADRF/


NWDAF.


 


SA2 would like to provide the following answers to CT3 questions:


 


 


EXAMPLE:


 


NWDAF1 checks that user consent is granted for the purpose of "Analytics", so it collects 


and stores the data into the ADRF. NWDAF2 later retrieves this data from the ADRF and (since there is no 


user consent check for the interaction with the ADRF


) uses it also for any other purposes, e.g. for ML Model 


training, although the user consent did not exist for that purpose when the data was collected and stored in 


the ADRF by NWDAF1, which means the NWDAF2 with unchecked purpose can bypass the restricti


on of the 


user consent.


 


Question 1:


 


Whether all the NF 


service consumers need to check user consent to be granted for all its 


usage purposes before retrieving data from the ADRF/NWDAF?


 


 


When NWDAF 


or DCCF 


intend


s


 


to retrieve data from ADRF


 


(via 


N


adrf


_DataManagement


)


 


or 


from another 


instance of 


NWDAF 


(via 


Nnwdaf_DataManagement


)


, the NWDAF


 


or DCCF


 


needs first to check user consent 


from UDM to check if data retrieval from ADRF or NWDAF is allowed as per user consent, based on the 


purpose for NWDAF


 


or DCCF


 


to retrieve data


, 


e


.


g


. 


for analytics or model training


.


 


Note that checking of user 


consent for data collected by an NWDAF Data Consumer via DCCF is described in TS 23.288 clause 


6.2.6.3.3


.


 


It is SA2 view that the user consent at the time of initial data collection which led data to be stored in ADRF 


is not relevant, what matters is the user consent at the time of data retrieval from ADRF.


 


 


Question 2:


 


If the answer to question 1 is yes, how to handle the user consent checking when multiple 


consumers retrieve the same data from the ADRF/NWDAF for the same purpose or for different 


purposes?


 




SA WG2 Meeting  #160 - Ad Hoc - e       S2 - 2400988 r0 3   E - meeting, January 22  –   29, 2024     Title:   [DRAFT]   Reply LS on  Issues  related to user consent for   retrieving  data  stor ed in the   ADRF /NWDAF   Response to:   LS   C3 - 235567 /   S2 - 2400044   on Issues  related to user consent for retrieving  data stored in the ADRF/NWDAF   from CT3   Release:   Rel - 17   Work Item:   eNA_Ph2     Source:   Nokia, will be  SA2   To:   CT3,  SA3   Cc:   -     Contact person :   Yannick Lair     Yannick.lair@nokia.com     S end any reply LS to:   3GPP Liaisons Coordinator,  mailto:3GPPLiaison@etsi.org     Attachments:   TS 23.288 CR 1023, TS 23.288 CR 1024     1   Overall description   SA2 thanks CT3 for their LS in  C3 - 235567   on Issues related to user consent for retrieving data stored in the  ADRF/ NWDAF.   SA2 would like to provide the following answers to CT3 questions:     EXAMPLE:   NWDAF1 checks that user consent is granted for the purpose of "Analytics", so it collects  and stores the data into the ADRF. NWDAF2 later retrieves this data from the ADRF and (since there is no  user consent check for the interaction with the ADRF ) uses it also for any other purposes, e.g. for ML Model  training, although the user consent did not exist for that purpose when the data was collected and stored in  the ADRF by NWDAF1, which means the NWDAF2 with unchecked purpose can bypass the restricti on of the  user consent.   Question 1:   Whether all the NF  service consumers need to check user consent to be granted for all its  usage purposes before retrieving data from the ADRF/NWDAF?     When NWDAF  or DCCF  intend s   to retrieve data from ADRF   (via  N adrf _DataManagement )   or  from another  instance of  NWDAF  (via  Nnwdaf_DataManagement ) , the NWDAF   or DCCF   needs first to check user consent  from UDM to check if data retrieval from ADRF or NWDAF is allowed as per user consent, based on the  purpose for NWDAF   or DCCF   to retrieve data ,  e . g .  for analytics or model training .   Note that checking of user  consent for data collected by an NWDAF Data Consumer via DCCF is described in TS 23.288 clause  6.2.6.3.3 .   It is SA2 view that the user consent at the time of initial data collection which led data to be stored in ADRF  is not relevant, what matters is the user consent at the time of data retrieval from ADRF.     Question 2:   If the answer to question 1 is yes, how to handle the user consent checking when multiple  consumers retrieve the same data from the ADRF/NWDAF for the same purpose or for different  purposes?  

