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Abstract: It proposes PSA UPF acts as MoQ Relay to detect and identify encrypted traffic based on metadata provided as part of an MoQ Object.
1. Introduction/Discussion
In FS_XRMPh2:
the Key Issue#2 is to study the following aspect:
- If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario.
The Key Issue#4 is to study the following aspect for QUIC based traffic:
- How to identify multiplexed traffic flows with different QoS requirements within a single transport connection.
Media over QUIC (MoQ) is a simple low-latency media delivery solution for interactive media, live media and hybrid interactive and live media, the media will be mapped onto underlying QUIC mechanisms (QUIC streams and/or QUIC datagrams) and can be used over raw QUIC or WebTransport.
The basic data element of Media over QUIC Transport [9] is an object. An object is an addressable unit whose payload is a sequence of bytes. Objects are comprised of two parts: metadata and a payload. The metadata is hop-by-hop encrypted and is always visible to relays. And because the QUIC connection to the relay is encrypted, thus the metadata is not visible to routers, the base station, etc. “The payload portion can be end-to-end encrypted, in which case it is only visible to the producer and consumer.” The definition of OBJECT message is as follow:

OBJECT Message {
  Track ID (i),
  Group Sequence (i),
  Object Sequence (i),
  Object Send Order (i),
  [Object Payload Length (i),]
  Object Payload (b),
}
* Track ID: The track identifier which identifies a sub-stream of an application service.
* Group Sequence: The object is a member of the indicated group within the track.
* Object Sequence: The order of the object within the group. 
* Object Send Order: An integer indicating the object send order or priority value.
* Object Payload Length: The length of the following Object Payload. 
* Object Payload: An opaque payload intended for the consumer which can be end-to-end encrypted and SHOULD NOT be processed by a relay.
For Media over QUIC, metadata is provided to relay node, and the relay node can make the forwarding decision based on metadata.
For XR traffic, each PDU Set (e.g. frame) could be mapped to an Object of MoQ as discussed in draft-jennings-moq-usages, this solution proposes PSA UPF acts as MoQ Relay to identify PDU Set Information and demultiplex sub-flows based on metadata provided as part of Object of MoQ.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-70.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]
6.X	Solution #X: PDU Set information identification for encrypted traffic
6.X.1	Key Issue mapping
This solution applies to Key Issue #2: Support PDU Set information identification for end-to-end encrypted XRM traffic and Key Issue #4: Traffic detection and QoS flow mapping for multiplexed data flows.
6.X.2	Description
Media over QUIC (MoQ) is a simple low-latency media delivery solution for interactive media, live media and hybrid interactive and live media, the media will be mapped onto underlying QUIC mechanisms (QUIC streams and/or QUIC datagrams) and can be used over raw QUIC or WebTransport.
The basic data element of Media over QUIC Transport [9] is an object. An object is an addressable unit whose payload is a sequence of bytes. Objects are comprised of two parts: metadata and a payload. The metadata is hop-by-hop encrypted and is always visible to relays. And because the QUIC connection to the relay is encrypted, thus the metadata is not visible to routers, the base station, etc. The payload portion can be end-to-end encrypted, in which case it is only visible to the producer and consumer. The definition of OBJECT message [9] is as follows:
OBJECT Message {
  Track ID (i),
  Group Sequence (i),
  Object Sequence (i),
  Object Send Order (i),
  [Object Payload Length (i),]
  Object Payload (b),
}
* Track ID: The track identifier which identifies a sub-stream of an application service.
* Group Sequence: The object is a member of the indicated group within the track.
* Object Sequence: The order of the object within the group. 
* Object Send Order: An integer indicating the object send order or priority value.
* Object Payload Length: The length of the following Object Payload. If this field is absent, the object payload continues to the end of the stream.
* Object Payload: An opaque payload intended for the consumer which can be end-to-end encrypted and SHOULD NOT be processed by a relay.
For Media over QUIC, metadata is provided to relay node, and the relay node can make the forwarding decision based on metadata.
This solution proposes that the PSA UPF act as MoQ Relay to identify PDU Set Information and demultiplex sub-flows based on metadata provided as part of Object of MoQ.
6.X.3	Procedures
For the XR traffic between UE and Application Server, the UPF of the PDU session acts as MoQ Relay and identifies PDU Set Information and demultiplex sub-flows based on metadata of MoQ. There will be a MoQ Transport connection between UE and MoQ Relay, also a MoQ Transport connection between the MoQ Relay and Application server.
For XR traffic, each PDU Set (e.g. frame) could be mapped to an Object of MoQ, and the PDU Set Information could be determined as following:
- PDU Set Sequence Number: can be mapped from Object Sequence.
- Indication of End PDU of the PDU Set: can be determined based on Object Sequence and Object Payload Length or determined based on the end of stream indication in case each Object is mapped into a QUIC stream.
- PDU Sequence Number within a PDU Set: can be determined based on packets it receives for an Object.
- PDU Set Size in bytes: can be determined based on Object Payload Length.
- PDU Set Importance: can be determined based on Object Send Order.
The Track ID in the metadata of MoQT (MoQ Transport) is an identifier of the sub media flow, which could be used to differentiate the sub-flows within one transport connection. By acting as MoQ relay, the UPF identifies sub-flow based on Track id and maps the identified sub-flow into QoS flow. 
Editor's Note: It is FFS if all tracks are mapped into a single QoS Flow, or tracks may be mapped to separate QoS Flows. In the former case, it is FFS how the QoS requirements can be differentiated per track in N3 and in NG-RAN. 
The Track ID may be provided by AF as part of Flow description information of Nnef_AFsessionWithQoS Create/Update as described in procedures defined in clause 4.15.6.6 and clause 4.15.6.6a TS23.502[3] or the mapping between Track ID and QoS requirements can be configured within 5GC (e.g. PCF).
The MoQ Relay functionality can be discovered by UE via application layer methods, e.g. in DNS procedure an anycast address related with PSA UPF can be returned to UE or UE can be redirected by app server to MoQ relay via migration mechanism defined in MoQT[9]. 
Editor's Note: It is FFS if and how the current UPF discovery and selection in SMF is impacted. 

The MoQ Relay could discover the App server based on the URL related with the track name requested by UE, which is defined in MoQT[9].
Editor's Note: It is FFS how the MoQ ANNOUNCE messages from the app servers are handled in the UPF.

In case SSC mode2 or SSC mode 3, when the PSA UPF is reselected, it assumes the MoQ Transport connection between UE and MoQ relay on UPF and the connection between the MoQ relay and App server will be re-established.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]6.X.4	Impacts on services, entities and interfaces
- UPF:
Implements the MoQ Relay functionality. Identifies PDU Set Information and demultiplex sub-flows based on received metadata of MoQ.
- SMF:
Updates UPF with N4 rule, which includes the Track id in the PDR.
- PCF:
Includes the Track id as part of Service data flow detection of PCC rule.
- AF:
Provides one or more MoQT Track id(s), each associated with a traffic description and corresponding QoS requirements in step 1 of the procedure defined in clause 4.15.6.6 of TS 23.502 [3].
- UE:
 Support MoQ transport protocol in user space.
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[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc151529982][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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