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[bookmark: _Toc462478989][bookmark: _Hlk146818774]Abstract of the contribution: This paper proposes a solution for PDU Set information Identification for end-to-end encrypted traffic in FS_XRM_Ph_2.
1	Discussion
This solution addresses the Key issue #2 to Support PDU Set information identification for end-to-end encrypted XRM traffic. 
· If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario

QUIC is a UDP-based, stream-multiplexing, encrypted transport protocol that is widely accepted. However, QUIC natively integrates TLS encryption technology, making it difficult for the network intermediate node to identify the application layer information such as PDU Set information.
Media over QUIC (MoQ) develops a simple low-latency media delivery solution for ingest and distribution of media. MoQ focuses on building protocol mechanisms for publication of media and means to identify and receive the media, which can be used over raw QUIC or WebTransport. MoQ specifies a simple method for clients to authenticate to the relay or server to transmit or receive media. The metadata is never encrypted and is always visible to relays. So, the PDU-set related information could be identified in the relay (i.e., the UPF). 
This paper proposes a solution for identifying PDU Set information from encrypted traffic based on the Media over QUIC (MoQ). In this solution, UPF acting as a relay node could identify the PDU Set information and place it in MoQ metadata/GTP header.
The solution is based on the existing PDU Session Establishment/ modification with the following enhancement:
· AF: Provide encrypted traffic handling assistance information along with the Protocol description.
· PCF: Determining PCC Rules based on encrypted traffic handling assistance information and the Protocol description.
· SMF: Provide N4 rule based on received encrypted traffic handling assistance information the Protocol description.
· UPF: Identifier the PDU set information based on encrypted traffic handling assistance information and Protocol description.
2	Proposal
It is proposed to adopt the following changes into TR 23.700-70.
[bookmark: _Toc93073651]		* * * * 1st Change (revision marked) * * * *	
[bookmark: startOfAnnexes][bookmark: _Toc26431229][bookmark: _Toc43906765][bookmark: _Toc54930305][bookmark: _Toc44311891][bookmark: _Toc148498831][bookmark: _Toc23402418][bookmark: _Toc23402388][bookmark: _Toc54968110][bookmark: _Toc57530236][bookmark: _Toc43906649][bookmark: _Toc57236432][bookmark: _Toc57532437][bookmark: _Toc22192650][bookmark: _Toc30694627][bookmark: _Toc50536533][bookmark: _Toc57236595][bookmark: _Toc26386423][bookmark: _Toc16839382][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>

	#1
	
	

	#2
	
	

	#X PDU Set information identification based on MoQ
	
	X


		* * * *2st Change (all the text new) * * * *	

6.X	Solution #X: < PDU Set information identification based on MoQ>
[bookmark: _Toc500949098][bookmark: _Toc93070685][bookmark: _Toc92875661]6.X.1	Key Issue mapping
This solution addresses the Key issue #2 to Support PDU Set information identification for end-to-end encrypted XRM traffic. 
[bookmark: _Toc92875662][bookmark: _Toc500949099][bookmark: _Toc93070686]6.X.2	Description
[bookmark: _Toc500949101]QUIC is a UDP-based, stream-multiplexing, encrypted transport protocol that is widely accepted. However, QUIC natively integrates TLS encryption technology, making it difficult for the network intermediate node to identify the application layer information such as PDU Set information.
Media over QUIC (MoQ) develops a simple low-latency media delivery solution for ingest and distribution of media. MoQ focuses on building protocol mechanisms for publication of media and means to identify and receive the media, which can be used over raw QUIC or WebTransport. MoQ specifies a simple method for clients to authenticate to the relay or server to transmit or receive media. 
The basic data element of MOQT is an object. An object is an addressable unit whose payload is a sequence of bytes. Objects are comprised of two parts: metadata and a payload. The format of the OBJECT message is as follows:
[image: ]
-	Track ID: The track identifier obtained as part of subscription and/or publish control message exchanges.
-	Group Sequence : The object is a member of the indicated group within the track.
-	Object Sequence: The order of the object within the group. The sequence starts at 0, increasing sequentially for each object within the group.
-	Object Send Order: An integer indicating the object send order or priority value.
-	Object Payload Length: The length of the following Object Payload. If this field is absent, the object payload continues to the end of the stream.
-	Object Payload: An opaque payload intended for the consumer and SHOULD NOT be processed by a relay.
[image: ]
The metadata is never encrypted and is always visible to relays. So, the PDU-set related information could be identified in the relay (i.e., the UPF). 
This paper proposes a solution for identifying PDU Set information from encrypted traffic based on the MoQ. In this solution, UPF acting as a relay node could identify the PDU Set information and place it in MoQ metadata/GTP header.
The solution is based on the existing PDU Session Establishment/ modification with the following enhancement:
AF: Provide eEncrypted tTraffic hHandling aAssistance iInformation along with the Protocol description.
PCF: Determininge PCC Rules based on eEncrypted tTraffic hHandling aAssistance iInformation and the Protocol description.
SMF: Provide N4 rule to activate the MoQ relay functionality of UPFbased on received encrypted traffic handling assistance information the Protocol description.
UPF: Identifieyr the PDU set information based on encrypted traffic handling assistance information and Protocol descriptionMoQ metadata. Maintain two QUIC connections(i.e., one between the UE and UPF, another one between the UPF and the AS) for one QoS flow..
UE : Support the QUIC/MoQ connection establishment with UPF.

[bookmark: _Toc93070687][bookmark: _Toc92875663]6.X.3	Procedures
The procedures is used for AF requested encrypted traffic handling, and the QUIC connection may or may not be established between the UE and the AF. The network could help to identify the PDU set information based on the AF provided assistance information.  


[bookmark: _CRFigure4_9_1_2_21]Figure 6.X.3-1: PDU Set information identification based on MoQ
0.  A PDU session has been established between the UE and UPF. A QUIC connection has been established            between the UE and AS.
1. The AF/AS may provide eEncrypted tTraffic hHandling aAssistance iInformation (ETHAI) along with the Protocol dDescription to the NEF/PCF, the ETHAI encrypted traffic handling assistance information includinges the MoQ relay support indication along Traffic flow Description indicating the different flows need to be handled (e.g., IP5 tuple information with one or more URI of AS, UE GPSI), and some additional information indicating different features of the flows such as UE identifier, frame type, burst periodicity etc.. Those informationThe  can be provided via AF triggered traffic influence serviceprocedure may be enhanced to provide those information.
Editor’ s note: The AF may not need to provide the encrypted traffic handling assistance information once all that mattered information could be delivered in-band by MoQT[9].
2. The PCF generates PCC rules based on the AF provided ETHAI  encrypted traffic handling assistance information and Protocol Description, may be used in determining PCC Rules by the PCF, then the PCFand sends the PCC rules those information to the SMF. 
3. If the PCC Rrules includes a Protocol Description and encrypted traffic handling assistance information indicateings the MoQ relay supportsupport of encrypted traffic, the SMF generates the N4 rules containingshould provide the Protocol Description information and ETHAI. The SMF sends the N4 rulesencrypted traffic handling assistance information to the UPF and requests the UPF to activate the MoQ relay functionality identify the PDU Set Information for encrypted traffic. 
4. Then the UPF acting as a relay, triggers the connection(s) establishment with the UE and AF identified by the given UE identifierIP address. And the UPF triggers,  the connection establishment with the AS identified by the IP5 tuple information with one or more URI respectively. The UPF may trigger the QUIC connection establishment with UE and AF. AlternativelyOr, the UPF may trigger the UE and AF to initiate the MoQ connection establishment, by sending the UPF’s URI with a "moq" scheme. The UPF may provide the used connection IDs or URIs between the UE and UPF to SMF. SMF could use that information to control the traffic detection at the UP function by providing PDR.
Editor’s note: Whether and how to use QUIC migration are FFS.
5. Upon successfully established the connections, the UPF providessends the N4 modification response to SMFconnection IDs used for N3 and N6 to the SMF. The SMF and UPF stores the mapping between the N3 connection ID(s) and N6 connection ID(s).
6. The SMF sends the response of the MoQ relay support encrypted traffic handling requestto AF via PCF/NEF. The information of the relay UPF may be provided.
7. For the downlink direction, the PSA UPF identifies PDU Set information and places it in from MoQ metadata for the use of other UPF as defined in MoQT[9], and optionallysends the PDU Set information in the GTP-U header for the use ofto RAN accordingly based on the provided Protocol Description information and encrypted traffic handling assistance information.Then the corresponding PDU Set Information could be identifiedcan be extracted from the metadata as followsing, 
-	The PDU Set Sequence Number could be extracted from Object Sequence.
-	Indication of End PDU of the PDU Set could be identified based on the Payload Length .
-	PDU Set Size in bytes could be identified based on Object Payload Length .
-	PDU Set Importance could be identified based on Object Object Send Order .

[bookmark: _Toc326248711][bookmark: _Toc92875664][bookmark: _Toc510604409][bookmark: _Toc93070688]6.X.4	Impacts on services, entities and interfaces
AF
- 	Provide eEncrypted tTraffic hHandling aAssistance iInformation along with the Protocol description.
PCF 
- 	Determininge PCC Rules based on eEncrypted tTraffic hHandling aAssistance iInformation and the Protocol dDescription.
SMF
- 	Provide N4 rule to activate the MoQ relay functionality of UPFbased on received encrypted traffic handling assistance information the Protocol description.
UPF
- 	Identifiery the PDU set information based on MoQencrypted traffic handling assistance information and Protocol description metadata.
-	Maintain two QUIC connections(i.e., one between the UE and UPF, another one between the UPF and the AS) for one QoS flow.
UE 
- 	Support the QUIC/MoQ connection establishment with UPF.

* * * * End of Changes * * * *
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The format of the OBJECT message is as follows:

OBJECT Message {
Track ID (i),
Group Sequence (i),
Object Sequence (1),
Object Send Order (i),
[Object Payload Length (i), ]
Object Payload (b),

+

Figure 4: MOQT OBJECT Message
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