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Abstract of the contribution: This contribution discusses U2U relay discovery with model A and its security protection. 
1.	Discussion
In subclause 6.3.2.4.2, 5G ProSe UE-to-UE Relay Discovery procedure with model A, UE-to-UE Relay announces the user Info ID of other UEs in proximity and it is assumed that U2U relay obtains the user Info ID of other UEs in proximity via a previous 5G ProSe UE-to-UE Relay Discovery or 5G ProSe UE-to-UE Relay communication procedures.
The 5G ProSe UE-to-UE Relay Discovery procedure with model A does not include any steps describing how user info ID of other UEs are received and processed. 
For 5G ProSe UE-to-UE Relay Discovery with model B in subclause 6.3.2.4.3, UE-to-UE Relay receives User Info ID of source UE and User Info ID of target UE which are included in the solicitation message from discoverer 5G ProSe End UE.
According to subclause 5.8.4 (Identifiers for 5G ProSe UE-to-UE Relay Discovery), the Direct Discovery set of identifiers are part of the content of the 5G ProSe Direct Discovery message.
Therefore, based on 5.8.4, user Info ID of UE should belong to the Direct Discovery set.
Per TS 33.503, subclause 6.1.3.3.3.2, direct discovery set including user info ID of source UE and user info ID of target UE is protected using the discovery security materials associated with the 5G ProSe Direct Discovery service. The direct discovery set is transparent to 5G ProSe UE-to-UE Relay and 5G ProSe UE-to-UE Relay cannot process the direct discovery set including encrypt/decrypt.
[Observation-1]
Inclusion of User Info ID of other UEs in proximity in 5G ProSe UE-to-UE Relay Discovery with model A is based on the SA2 assumption that UE-to-UE Relay may receive user Info ID of End UE during 5G ProSe UE-to-UE Relay Discovery with model B and process it to formulate the list. This assumption conflicts with SA3 conclusion which specifies that user info ID of end UE is fully protected using the discovery security materials and is not processed by the UE-to-UE Relay. 
Per TS 33.503, subclause 6.1.3.3.3.1, 5G ProSe UE-to-UE Relay obtains a protected direct discovery set including user info ID of Announcing UE who protects the direct discovery set using the discovery security materials associated with the 5G ProSe Direct Discovery service. The direct discovery set is transparent to (i.e., encrypted, not processed by) 5G ProSe UE-to-UE Relay. 5G ProSe UE-to-UE Relay then includes the protected direct discovery set in a subsequent U2U Relay Discovery announcement message.
[Observation-2]
Per TS 33.503, 5G ProSe UE-to-UE Relay includes protected direct discovery set, which is received from an Announcing End UE, in U2U relay discovery announcement message. Acquiring user Info ID of End UE by direct discovery with model A is not supported in TS 23.304.

At last CT1 meeting #145, the issue in the [observation-1] was discussed and some updates have been agreed which  removes the list of the user Info ID of other UEs in proximity and alternatively includes the list of direct discovery set, which is obtained from previous 5G ProSe UE-to-UE relay discovery response messages, in UE-to-UE relay discovery announcement message. And direct discovery set is defined only for model B discovery per subclause 11.2.17 in TS 24.554.
The following is quoted from TS 24.554: 
When the UE is triggered by the upper layers to announce availability of a connectivity service provided by a 5G ProSe UE-to-UE relay, if the UE is authorised to perform the announcing UE procedure for UE-to-UE relay discovery, then the UE:
a)	if the UE is served by NG-RAN and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages for 5G ProSe UE-to-UE relay discovery as specified in 3GPP TS 38.331 [13], shall perform a service request procedure or mobility registration procedure as specified in 3GPP TS 24.501 [11];
b)	shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in clause 11.2.5;
c)	shall generate a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement according to clause 10.2.1. In the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement, the UE:
1)	shall set the announcer info parameter to the User info ID configured for the 5G ProSe UE-to-UE relay discovery, as specified in clause 5.2.7;
2)	shall set the relay service code parameter to the relay service code configured for the connectivity service to be announced, as specified in clause 5.2.7. If the UE is not served by NG-RAN, the relay service code shall be associated with the network assistance security indication indicating the security procedure without network assistance is to be used;
3)	shall set the list of direct discovery sets to a list of the stored direct discovery set(s).
Based on current update in TS 24.554, the protected Direct Discovery set includes an encrypted particular pair of discoverer and discoveree End UE user info IDs, and every End UE shall be able to decode list of direct discovery sets in U2U relay discovery announcement message to get User Info ID of other UEs in proximity.
Per TS 33.503, the direct discovery set is protected to be available only between discoverer UE and discoveree UE or Announcing and Monitoring UE. Therefore, an End UE which is not authorized for direct discovery set discovery or which is not the discoverer UE or the discoveree UE shall not be able to decrypt/decode the protected direct discovery set, i.e., the direct discovery sets in U2U relay discovery announcement message may not be decrypted/decoded by End UEs other than the discoverer/discoveree End UEs.
Moreover, per TS 33.503, in Model A, a monitoring End UE expects the protected Direct Discovery set to only include an encrypted individual announcing End UE user info ID.  
[Observation-3]
Current update for U2U relay discovery announcement message in TS24.554 conflicts with security requirements from SA3.

[Conclusion]
Based on observations, it is proposed to discuss and align 5G ProSe UE-to-UE Relay Discovery with model A solutions among SA2, SA3 and CT1 to solve this issue.
And as subclause 6.1.3.3.3 in TS 33.503 describes security procedure for 5G ProSe UE-to-UE Relay discovery with model A in compliance with security requirement, the solution described in 6.1.3.3.3 in TS 33.503 shall be considered in SA2. 
2.	Text proposal
[Proposal-1] It is proposed to align SA2 procedure for Model A with the solution based on TS33.503 solution for U2U relay discovery with model A with security protection. The relevant CR is proposed in S2-2401158.
