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Abstract: Propose a new key issue to study the New KI on Network abnormal behaviors prediction, detection, prevention, and mitigation with the assistance of NWDAF (WT3.2).
1. Introduction/Discussion
This contribution is related to WT#3,2:
· WT3.2 – Study prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm with the assistance of NWDAF. 
NOTE H: 	The study will focus primarily on existing enforcement mechanisms when available and identify new ones when no existing ones can be used.
NOTE I: 	The study will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
Signal storms can include a variety of causes, such as:
· Terminals: e.g., Large amount of UEs attach or connect at once or at a small area, when Holidays or Large-Scale Activities.
· Public Network Attack or abnormal operation: e.g., ToB application paging to all Business UEs.
· CN failure: e.g., NF restarts triggered UE reattach.
The 5GC system needs to be more intelligent, proactively, dynamically and globally to prevent and mitigate from signalling storm or network abnormal behaviour, such as adjust flow control parameters or back-off timer for NFs based on NF loads and failure rates of different interfaces. 
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Signalling Storm Mitigation


NWDAF could collect control plan data and user plan data, derive analyitcs and localize problem, and discover UE or network anomalies and controls them in a timely manner. The 5GC can efficiently discover signalling and service anomalies, and then carry out anomaly control, reduce manual management costs and improve network operation efficiency.

2. Text Proposal
It is proposed to capture the following changes into. TR 23.700-84.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * * All new
[bookmark: _Toc324232210][bookmark: _Toc326248701][bookmark: _Toc421821978]5	Key Issues
[bookmark: _Toc421821979][bookmark: _Toc326248702][bookmark: _Toc324232211]5.x	Key Issue # X- Network abnormal behaviours prediction, detection, prevention, and mitigation with the assistance of NWDAF
[bookmark: _Toc421821980][bookmark: _Toc326248703]5.x.1	Description
This key issue proposes to study the mechanism of prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm with the assistance of NWDAF, the following aspects need to be studied:
-	Whether and how existing Analytics IDs, or new Analytics ID(s) can be used to assist in the prediction of abnormal behaviours.
-	What information should be collected (or provided) as input (or output) by the NWDAF for these Analytics IDs.
-	Whether and how to detect or measure signalling storm with the assistance of NWDAF.
-	Study the mechanisms of prevention/mitigation for the signalling storm to guarantee the 5GS system stability with the assistance of NWDAF.
* * * * End of changes * * * *
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