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1. Introduction
The Rel-19 approved SID titled Study on Architecture enhancement for XRM Ph2 (SP-231198, updated in SP-231805) includes the below non-3GPP aspects to be studied as part of Rel-19:
WT#3 Further enhancement to support XR based on non-3GPP access. 
WT#3.1 Study how to support L4S for non-3GPP access networks and intermediate 5GS nodes (N3IWF, TNGF and W-AGF) to perform ECN marking for L4S.  
-	Support L4S in untrusted/trusted access (e.g. N3IWF, TNGF).
-  Support L4S in wireline access (e.g. W-AGF).
At SA2#160, S2-2312848 pCR was agreed, which defines the following Key Issue related to the above WT:
[bookmark: _Toc151529975]5.6	Key Issue #6: L4S for non-3GPP access networks and intermediate 5GS nodes
[bookmark: _Toc151529976]5.6.1	Description 
As the use-cases and applications for XRM are not limited to 3GPP access, XRM devices and applications may use non-3GPP access as a means of communication. 
The objective of this Key Issue is to extend the L4S mechanism to non-3GPP access networks and the potential impacts of such extension on the non-3GPP access-specific intermediate nodes.
The following aspects should be studied:
-	How to support L4S for non-3GPP access networks and intermediate 5GS nodes (N3IWF, TNGF and W-AGF) to perform ECN marking for L4S.
-	Support L4S in untrusted/trusted access (e.g., N3IWF, TNGF).
-	Support L4S in wireline access (e.g. W-AGF).
NOTE: 	It is limited to re-using existing control plane and user plane between 5GC and non-3GPP access networks. Assumptions on W-AGF functionality are to be verified with BBF and CableLabs.
This pCR proposes alternative solutions for KI#6 on L4S support in non-3GPP untrusted and trusted accesses.
2. Proposal
This contribution proposes to include Solution #X in TR 23.700-70 clause 6.X and update clause 2 References.
Start of 1st changes
[bookmark: _Toc151529956]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: MCCTEMPBM_00000024][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System (5GS); Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.503: "Policies and Charging control framework for the 5G System; Stage 2".
[5]	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)", March 2004.
[6]	IETF RFC 6904: "Encryption of Header Extensions in the Secure Real-time Transport Protocol (SRTP)".
[7]	IETF RFC 9335: "Completely Encrypting RTP Header Extensions and Contributing Sources".
[8]	IETF draft-ietf-avtcore-rtp-over-quic: "RTP over QUIC (RoQ)".
[9]	IETF draft-ietf-moq-transport: "Media over QUIC Transport".
[10]	IETF experimental draft-ietf-avtext-framemarking: "Frame Marking RTP Header Extension".
[11]	IETF RFC 9000: "QUIC: A UDP-Based Multiplexed and Secure Transport".
[Z]	IETF RFC 9330: "Low Latency, Low Loss, and Scalable Throughput (L4S) Internet Service: Architecture
[Y]	IETF RFC 9331: "The Explicit Congestion Notification (ECN) Protocol for Low Latency, Low Loss, and Scalable Throughput (L4S)".
[X]	IETF draft-ietf-tsvwg-ecn-encap-guidelines-22: "Guidelines for Adding Congestion Notification to Protocols that Encapsulate IP".
Editor's note:  References [8], [9] and, [10] and [X] cannot be formally referenced until published as RFC.
Start of 2nd changes
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc151529982][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
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Start of 3rd changes (all new text)
6.X	Solution #X: L4S in non-3GPP untrusted/trusted accesses
6.X.1	Key Issue mapping
Proposes solutions for KI#6:
· The mechanisms needed to support L4S on untrusted/trusted non-3GPP accesses in UL and DL directions, including how to support ECN marking for L4S in various network elements such as UE, UPF, N3IWF, TNGF, WLAN AP and TNAP.
6.X.2	Description
6.X.2.1	General
Untrusted and trusted non-3GPP accesses are able to connect 3GPP UEs to the 5GC via a N3IWF (in the case of un-trusted access) or a TNGF (in the case of trusted access) which interfaces directly to the 5GC’s CP and UP functions via N2 and N3 reference points, respectively. The N3IWF and TNGF support similar functionality and reference points as an NG-RAN towards the 5GC, specifically communicating to 5GC CP and UP functions over N2 and N3 interfaces.
 [image: ]
Figure 6.X.2.1-1 L4S support in non-3GPP (i.e., w/ WiFi AP+N3IWF or w/ TNAP+TNGF) accesses 
Figure 6.X.2.1-1 above is a high-level illustration of 3GPP devices (i.e., UEs) connecting to a 3GPP 5GS via non-3GPP accesses and where support for L4S is investigated.  3GPP R18 specifies dedicated user plan resources for carrying L4S-enabled IP traffic, which is realized in 3GPP access via QoS flows.  
Figure 6.X.2.1-2 below illustrates how 3GPP QoS flow is carried over non-3GPP accesses.  
[image: ]
Figure 6.X.2.1-2 non-3GPP (i.e., w/ WLAN+N3IWF or TNAP+TNGF) QoS Architecture (i.e., Rules, Profiles, SDF Template, & Flows, etc.) 
If congestion in a non-3GPP access (i.e., un-trusted and trusted) is experienced it will most probably occur at the wireless access point (i.e., AP), which is not in scope of 3GPP specifications, although the N3IWF and TNGF could also experience congestion independently within its internal managed traffic queues as well as the UE. 
How to provide congestion information (i.e., ECN marking and level of congestion) on behalf of the AP is an area to investigate, as well as:
· If it is possible, for the AP to provide percentage of congestion information similar to how NG-RAN provides.   
· If the wireless access point does not support L4S, it should not impact the IP header’s ECN field as specified in RFC 9330 [Z], is there any impact in N3IWF and TNGF for support of L4S.  
· If the N3IWF and TNGF can determine that the AP was congested based on internal means.  
The solutions provided propose that 3GPP-defined non-3GPP access nodes (i.e., N3IWF and TNGF) provide mechanisms to extend support for L4S in non-3GPP untrusted and trusted accesses. 
The proposed solutions have the following principles:
· Dedicated UP resources are used for carrying L4S-enabled IP traffic.
· N3IWF and/or TNGF maps the L4S-enabled QoS Flows to UP resources.
· N3IWF and/or TNGF relays ECN marking up the stack to the Inner most IP header, so the end-to-end applications are aware of the ECN marking.
· Option for the UE to perform ECN marking when UL congestion is experienced at the UE.
6.X.2.2	Supporting L4S in N3IWF
It is most probable that if congestion is experienced in the uplink, it is related to the wireless link (i.e., WiFi AP).  3GPP does not have responsibility for the AP specification but can relay any congestion notification that the WiFi AP provides to the inner most IP layer at the N3IWF.  This is accomplished by leveraging IETF draft RFC, draft-ietf-tsvwg-ecn-encap-guidelines-22 [X], which provides Guidelines for Adding Congestion Notification to Protocols that Encapsulate IP.
 [image: ]
Figure 6.X.2.2-1 Congestion in uplink detected at WLAN AP of non-3GPP untrusted access. 
Figure 6.X.2.2-1 illustrates how support for L4S is accomplished when congestion is detected at the WLAN AP in the uplink.
1. WLAN AP indicates via IP Header ECN field that congestion was experienced, assuming that the ECN field was set to ECT(1).
2. N3IWF detects outer IP header ECN field is set indicating congestion. 
3. N3IWF relays information to inner-most IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X]. 
4. N3IWF relays information to outer IP header to UPF as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and if the PSA UPF is responsible for performing the ECN marking in the UL, the N3IWF can provide congestion information related to congestion experienced by the N3IWF but may not be able to provide congestion information experienced by the WiFi AP. Based on implementation it may be possible for the N3IWF to estimate congestion information relative to the access point (i.e., level of congestion of WLAN AP) and provide via GTP-U header.
5. N3IWF provides GTP-U header with congestion information to UPF and UPF marks ECN field indicating congestion was experienced.
6. N3IWF relays information to UPF inner IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and UPF marks ECN field as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] indicating congestion was experienced.
If congestion is experienced in the uplink by the N3IWF, not illustrated, it is capable of setting the IP header ECN field of the inner IP as well as providing congestion information via GTP-U to PSA UPF in the case the PSA UPF is instructed to perform the ECN marking.
If congestion is experienced in the uplink by the N3IWF and the WiFi AP, the ECN marking provided by the WiFi AP (if supported) would take precedent and relayed to the inner most IP layer for use by the receiving application. If the congestion in the uplink at the N3IWF persists, it will eventually perform the ECN marking once the congestion from the WiFi AP is removed. 
Like uplink, it is most probably if congestion is experienced in the downlink it is related to the wireless link (i.e., WiFi AP) and 3GPP does not have responsibility for the AP specification but can relay any congestion notification that the WiFi AP provides to the inner most IP layer at the UE.  This is accomplished by leveraging IETF draft RFC, draft-ietf-tsvwg-ecn-encap-guidelines-22 [X], which provides Guidelines for Adding Congestion Notification to Protocols that Encapsulate IP.
 [image: ]
Figure 6.X.2.2-2 Congestion in downlink detected at WLAN AP of non-3GPP untrusted access. 
Figure 6.X.2.2-2 illustrates how support for L4S is accomplished when congestion is detected at the WLAN AP in the downlink.
1. WLAN AP indicates via IP Header ECN field that congestion was experienced, assuming that the ECN field was set to ECT(1).
2. UE detects outer IP header ECN field is set indicating congestion. UE relays information to inner IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X].  
3. N3IWF detects outer IP header ECN field is set indicating congestion. 
4. N3IWF relays information to inner-most IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X]. 
5. N3IWF relays information to outer IP header to UPF as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and if the PSA UPF is responsible for performing the ECN marking in the UL, the N3IWF can provide congestion information related to congestion experienced by the N3IWF but it may not be able to provide congestion information experienced at the WiFi AP. Based on implementation it may be possible for the N3IWF to estimate congestion information relative to the access point (i.e., level of congestion of WLAN AP) and provide via GTP-U header.
6. N3IWF provides GTP-U header with congestion information to UPF and UPF marks ECN field in the inner-most header indicating congestion was experienced.
7. N3IWF relays information to UPF outer IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and UPF marks ECN field of the inner-most IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] indicating congestion was experienced.
In summary, Figures 6.X.2.2-1 and 6.X.2.2-2 illustrates the following options for ECN marking when congestion is detected in the WLAN AP in an untrusted deployment:
1. UL
a. option 1 (Fig 6.x.2.2-1) N3IWF performs marking: steps 1, 2, 3.
b. option 2 (Fig 6.x.2.2-1) UPF performs marking: steps 1, 2, 4, 5 and/or 1, 2, 4, 6.
i. Note that if UPF is doing marking, it also provides config info.
2. DL
a. option 1 (Fig 6.x.2.2-2) UE performs marking: steps 1, 2.
b. option 2 (Fig 6.x.2.2-2) N3IWF performs marking: steps 1, 3, 4.
c. option 3 (Fig 6.x.2.2-2) UPF performs marking: steps 1, 3, 5, 6 and/or 1, 3, 5, 7.
i. Note that if UPF is doing marking, it also provides config info.
In the downlink the N3IWF supports the same reference point N3, as the NG-RAN and should be able to support similar L4S functionality as the NG-RAN.  Such as:
· Method 1: Performing ECN marking according to IETF RFC 9330 [Z]and RFC 9331 [Y] for downlink in IP layer of the received packets.  Also, dedicated QoS flow(s) can be used for carrying L4S enabled IP traffic.
· Method 2: If the PSA UPF performs the ECN marking in the downlink, the N3IWF can provide the congestion information via the GTP-U header.  The N3IWF shall also be able to receive an indication from the SMF to report congestion information (i.e., a percentage of packets that UPF uses for ECN marking for L4S) of the QoS flow on DL direction via GTP-U header extension to PSA UPF.  If there is no UL packet when report for DL needs to be provided the N3IWF may generate an UL Dummy GTP-U packet for such reporting. That is, if congestion is experienced in the downlink by the N3IWF, it can set the IP header ECN field of the inner IP as well as providing congestion information via GTP-U to PSA UPF in the case the PSA UPF is instructed to perform the ECN marking.
 [image: ]
Figure 6.X.2.2-3 Congestion in downlink detected at N3IWF of non-3GPP untrusted access. 
Figure 6.X.2.2-3 illustrates how support for L4S is accomplished when congestion is detected at the N3IWF in the downlink.
1. N3IWF indicates via IP Header ECN field that congestion was experienced, assuming that the ECN field was set to ECT(1).
2. If the PSA UPF is responsible for performing the ECN marking in the DL, the N3IWF can provide congestion information related to congestion experienced by the N3IWF via GTP-U header.
3. UPF receives congestion information from the GTP-U header and set the ECN field accordingly.
In summary, Figure 6.X.2.2-3 illustrates the following options for ECN marking when congestion is detected in the N3IWF in an untrusted deployment:
1. DL
a. option 1 (Fig 6.x.2.2-3) N3IWF performs marking: steps 1.
b. option 2 (Fig 6.x.2.2-3) UPF performs marking: steps 1, 2, 3.
i. Note that if UPF is doing marking, it also provides config info.
6.X.2.3	Supporting L4S in TNAN
Trusted (i.e. TNAN) access support for L4S is similar to un-trusted, although 3GPP has responsibility for specifying NWt with can leverage the draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] as described in clause 6.X.2.2 Supporting L4S in N3IWF.
 [image: ]
Figure 6.X.2.3-1 Congestion in uplink detected at TNAP of non-3GPP trusted access. 
Figure 6.X.2.3-1 illustrates how support for L4S is accomplished when congestion is detected in the uplink at the TNAP.
1. TNAP indicates via IP Header ECN field that congestion was experienced, assuming that the ECN field was set to ECT(1).
2. TNGF detects outer IP header ECN field is set indicating congestion. 
3. TNGF relays information to inner IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X]. 
4. TNGF relays information to outer IP header to UPF as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and if the PSA UPF is responsible for performing the ECN marking in the UL, the TNGF can provide congestion information related to congestion experienced by the TNGF but may not be able to provide congestion information experienced by the TNAP. Based on implementation it may be possible for the TNGF to estimate congestion information relative to the access point (i.e., level of congestion of TNAP) and provide via GTP-U header.
5. TNGF provides GTP-U header with congestion information to UPF and UPF marks ECN field indicating congestion was experienced.
6. TNGF relays information to UPF inner IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and UPF marks ECN field as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] indicating congestion was experienced.
If congestion is experienced in the uplink by the TNGF, not illustrated, it is capable of setting the IP header ECN field of the inner IP as well as providing congestion information via GTP-U to PSA UPF in the case the PSA UPF is instructed to perform the ECN marking.
If congestion is experienced in the uplink by the TNGF and the WiFi AP, the ECN marking provided by the WiFi AP (if supported) would take precedent and relayed to the inner most IP layer for use by the receiving application. If the congestion in the uplink at the TNGF persists, it will eventually perform the ECN marking once the congestion from the TNAP is removed. 
Like uplink, it is most probably if congestion is experienced in the downlink it is related to the wireless link (i.e., TNAP) and 3GPP does not have responsibility for the AP specification but can relay any congestion notification that the TNAP provides to the inner most IP layer at the UE.  This is accomplished by leveraging IETF draft RFC, draft-ietf-tsvwg-ecn-encap-guidelines-22 [X], which provides Guidelines for Adding Congestion Notification to Protocols that Encapsulate IP.
  [image: ]
Figure 6.X.2.3-2 Congestion in downlink detected at TNAP of non-3GPP trusted access. 
Figure 6.X.2.3-2 illustrates how support for L4S is accomplished when congestion is detected at the TNAP in the downlink.
1. TNAP indicates via IP Header ECN field that congestion was experienced, assuming that the ECN field was set to ECT(1).
2. UE detects outer IP header ECN field is set indicating congestion. UE relays information to inner IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X]. 
3. TNGF detects outer IP header ECN field is set indicating congestion. 
4. TNGF relays information to inner IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X]. 
5. TNGF relays information to outer IP header towards UPF as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and if the PSA UPF is responsible for performing the ECN marking in the DL, the TNGF can provide congestion information related to congestion experienced by the TNGF but may not be able to provide congestion information experienced by the TNAP. Based on implementation it may be possible for the TNGF to estimate congestion information relative to the access point (i.e., level of congestion of TNAP) and provide via GTP-U header.
6. TNGF provides GTP-U header with congestion information to UPF and UPF marks ECN field indicating congestion was experienced.
7. TNGF relays information to UPF outer IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] and UPF marks ECN field of inner-most IP header as specified in draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X] indicating congestion was experienced.
In summary, Figures 6.X.2.3-1 and 6.X.2.3-2 illustrates the following options for ECN marking when congestion is detected in the TNAP in a trusted deployment:
1. UL
a. option 1 (Fig 6.x.2.3-1) TNGF performs marking: steps 1, 2, 3.
b. option 2 (Fig 6.x.2.3-1) UPF performs marking: steps 1, 2, 4, 5 and/or 1, 2, 4, 6.
i. Note that if UPF is doing marking, it also provides config info.
2. DL
a. option 1 (Fig 6.x.2.3-2) UE performs marking: steps 1, 2.
b. option 2 (Fig 6.x.2.3-2) TNGF performs marking: steps 1, 3, 4.
c. option 3 (Fig 6.x.2.3-2) UPF performs marking: steps 1, 3, 5, 6 and/or 1, 3, 5, 7.
i. Note that if UPF is doing marking, it also provides config info.
In the downlink the TNGF supports the same reference point N3, as the NG-RAN and should be able to support similar L4S functionality as the NG-RAN.  Such as:
· Method 1: Performing ECN marking according to IETF RFC 9330 [Z]and RFC 9331 [Y] for downlink in IP layer of the received packets.  Also, dedicated QoS flow(s) can be used for carrying L4S enabled IP traffic.
· Method 2: If the PSA UPF performs the ECN marking in the downlink, the N3IWF can provide the congestion information via the GTP-U header.  The TNGF shall also be able to receive an indication from the SMF to report congestion information (i.e., a percentage of packets that UPF uses for ECN marking for L4S) of the QoS flow on DL direction via GTP-U header extension to PSA UPF.  If there is no UL packet when report for DL needs to be provided the TNGF may generate an UL Dummy GTP-U packet for such reporting. That is, if congestion is experienced in the downlink by the TNGF, it can set the IP header ECN field of the inner IP as well as providing congestion information via GTP-U to PSA UPF in the case the PSA UPF is instructed to perform the ECN marking.
  [image: ]
Figure 6.X.2.3-3 Congestion in downlink detected at TNGF of non-3GPP trusted access.
Figure 6.X.2.3-3 illustrates how support for L4S is accomplished when congestion is detected at the TNGF in the downlink.
1. TNGF indicates via IP Header ECN field that congestion was experienced, assuming that the ECN field was set to ECT(1).
2. If the PSA UPF is responsible for performing the ECN marking in the DL, the TNGF can provide congestion information related to congestion experienced by the N3IWF via GTP-U header.
3. UPF receives congestion information from the GTP-U header and set the ECN field accordingly.
In summary, Figure 6.X.2.3-3 illustrates the following option for ECN marking when congestion is detected in the TNGF in a trusted deployment:
1. DL
a. option 1 (Fig 6.x.2.3-3) TNGF performs marking: steps 1.
b. option 2 (Fig 6.x.2.3-3) UPF performs marking: steps 1, 2, 3.
i. Note that if UPF is doing marking, it also provides config info.
6.X.2.4	Supporting L4S in UE
A 3GPP UE may also provide uplink support for L4S when connecting to a 5GS via a non-3GPP access. 
 [image: ]
Figure 6.X.2.4-1 Congestion in uplink detected at UE via non-3GPP un-trusted access.
Figure 6.X.2.4-1 illustrates how support for L4S is accomplished when congestion is detected in the uplink at the UE when accessing a 5GS via a non-3GPP un-trusted access (i.e., WLAN AP + N3IWF).
1. UE indicates via inner-most IP Header ECN field that congestion was experienced, assuming that the ECN field was set to ECT(1).
2. If the PSA UPF is responsible for performing the ECN marking in the UL, the UE can provide congestion information related to congestion experienced by the UE via GRE to the N3IWF.
3. N3IWF detects GRE message and provides the UE’s congestion information on the GTP-U header to UPF.
4. N3IWF sends GTP-U message containing congestion information to UPF.
5. UPF receives congestion information from the GTP-U header and set the ECN field in the inner-most IP header accordingly.
In summary, Figure 6.X.2.4-1 illustrates the following option for ECN marking when congestion is detected in the UE in an untrusted deployment:
1. UL
a. option 1 (Fig 6.x.2.4-1) UE performs marking: step 1.
b. option 2 (Fig 6.x.2.4-1) UPF performs marking: steps 2, 3, 4, 5.
i. Note that if UPF is doing marking, it also provides config info.
6.X.3	Procedures
TBD
6.X.4	Impacts on services, entities and interfaces
· PCF enables the non-3GPP access (i.e. N3IWF and TNGF) to relay ECN marking from the WLAN AP IP header.
· UE, N3IWF, TNGF, & UPF support for draft RFC draft-ietf-tsvwg-ecn-encap-guidelines-22 [X]
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