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Abstract of the contribution: A new solution against KI #4 is proposed to support the secure delivery and present of third-party specific user identities  to the terminating UE based on enhancement to STIR/SHAKEN framework. 

1. Discussion
This paper proposed a solution against KI #4, which is proposed to support the secure delivery and present of third-party specific user identities  to the terminating UE based on enhancement to STIR/SHAKEN framework.

2.	Text proposal
It is proposed to agree the following changes vs. TS 23.700-77:
[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES<<<<
[bookmark: _Toc22214907][bookmark: _Toc22950][bookmark: _Toc148590871][bookmark: _Toc23254040][bookmark: _Toc151785982]6.0	Mapping of Solutions to Key Issues
Table6.0-1: Mapping of Solutions to Key Issues
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>>>>NEXT CHANGE<<<<
6.Z	Solution #Z: Enhancement of STIR/SHAKEN framework to support delivery of third party ID
[bookmark: _Toc8365][bookmark: _Toc500949099][bookmark: _Toc23254042][bookmark: _Toc22214909][bookmark: _Toc148590873]6.Z.1	Description
[bookmark: _Toc104216446][bookmark: _Toc125909282][bookmark: _Toc126299653]6.Z.1.1	Introduction
[bookmark: _Toc500949101][bookmark: _Toc22214910]SHAKEN (Signature-based Handling of Asserted Information Using toKENs) is defined as a framework that utilizes protocols defined in the IETF STIR Working Group that work together in an end-to-end architecture for the authentication and assertion of a Caller ID by an originating service provider and the verification of this identity by a terminating service provider.
STIR/SHAKEN framework has been adopted in 3GPP and related procedures are defined in TS 24.229 [10].


Figure 6.Z.1.1-1: Enhancement to SHAKEN Reference Architecture
This solution introduced an enhancement to existing STIR/SHAKEN framework to support the secure delivery and present of third-party specific user identities (e.g., enterprise name card) to the terminating UE. 
For the originating UE, subscription data for the usage of third party specific user identity and signing of third party specific user ID for secure delivery may be configured in the HSS. 
For the terminating UE, subscription data for the verification of third party specific user identity may be configured in the HSS.
6.Z.1.2	Third party ID related data storage and retrieval
The content of third-party specific user identities used in IMS should be aligned with the definitions in draft-ietf-sipcore-callinfo-rcd-08 [Y] and may include the calling person's name and job title, information related to the organization the caller is associated with and information related to the caller's location. 
Based on the service agreement between IMS operator and third party, following two options are applicable for the storage and retrieval of third-party specific user identities information:
1. [bookmark: _Hlk140225276]Third-party specific user identities information is provisioned by third part and stored in HSS as service data for the specific IMS Public User Identity. The creation, updating and deletion of Third-party specific user identities information is supported via OSS/BSS.

2. The third-party specific user identities information is stored in a repository either provided/managed by operator or third party. A URI associated with the user identities information in the repository is configured in HSS per IMS Public User Identity as service data. HSS or IMS AS can retrieve the third-party specific user identities information based on the URI. Third party or operator may dynamically update the content of third party user identities in the repository without impact to the URI  stored in the HSS.
NOTE 1:	How to manage the access control of the repository is out of the scope of SA2.
[bookmark: _Toc25864][bookmark: _Toc23254043][bookmark: _Toc148590874]6.Z.2	Procedures
[bookmark: _Toc326248711][bookmark: _Toc22214911][bookmark: _Toc510604409]


Figure 1: Procedure of third party specific user identity signing
1.	UE-A or third party PBX creates a SIP INVITE with the Public User Identity that has subscribed for the delivery of third party user identity information.
2.	CSCF matches the originating Public User Identity with filter criteria, and determines to forward the SIP INVITE to IMS AS for processing of third party user identity service.
3.	The IMS AS sends a request to HSS to retrieve the third party user ID information.
4.	HSS responses to IMS AS with third party user ID information or a URI.
5.	If HSS sends the URI, IMS_AS retrieves the third party user ID information from the repository linked to the URI.
6-7.	IMS AS sends the third party user ID information to the Signing Server and receives a Personal Assertion Token (PASSporT) in the response.
8-9.	The third party user ID information and associated PASSporT contained in SIP INVITE is forwarded to the terminating NW.



Figure 2: Procedure of third party specific user identity verification
10-11.	CSCF in the terminating network receives the SIP INVITE with PASSporT, and determines to forward the SIP INVITE to IMS AS based on UE subscription data and network policy.
12-13.	IMS AS in the terminating network sends the third party user ID information and associated PASSporT to the Verification Server, then receives the message of verification success in the response.
14-15.	The verified third party user ID information is sent to UE-B for rendering and presented to the user. The user can trust on the presented information and decides whether to accept the IMS call.

[bookmark: _Toc23254044][bookmark: _Toc16419][bookmark: _Toc148590875]6.Z.3	Impacts on Existing Nodes and Functionality
IMS AS is enhanced to support following functionalities:
-	Triggering the signing of third-party specific user ID with the Signing Server for originating call.
-	Triggering the Verification Server for the verification of the signature for terminating call.
-	Interworking with the repository to retrieve the third party user ID information if a URI is received from HSS.
HSS is enhanced to support following functionalities:
-	Managing the subscription of third party user ID service, e.g. singing and verification.
-	Managing the related service profile, service data or URI for third party user ID service.
UE is enhanced to support:
-	Rendering caller information (e.g., enterprise name card) in the terminating UE.

>>>>NEXT CHANGE<<<<
[bookmark: _Toc148590854][bookmark: _Toc17536][bookmark: _Toc22214898][bookmark: _Toc23254031][bookmark: _Toc151785959]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS)".
[6]	3GPP TS 26.114: "Media handling and interaction".
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[8]	3GPP TR 26.813: "Study of Avatars in Real-Time Communication Services".
[9]	3GPP TS 22.156: "Mobile Metaverse Services".
[10]	3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
[11]	3GPP TS 24.607: "Originating Identification Presentation (OIP) and Originating Identification Restriction (OIR) using IP Multimedia (IM) Core Network (CN) subsystem".
[Y]	draft-ietf-sipcore-callinfo-rcd-08: "SIP Call-Info Parameters for Rich Call Data".
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