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1 Introduction

The draft architectural feasibility study TR 23.873 discusses technical aspects of how the possible separation of the Control and Transport Bearer functions in the PS CN domain could be achieved. This contribution seeks to highlight issues concerning the implementation of Lawful Interception that would arise when employing one of the alternative approaches (split-SGSN), and especially that possibility that the SGSN Server and PS MGW could be supplied from separate vendors.

2 Discussion 

First, the operator network internal protocol interfaces for the Lawful Interception (LI) are not standardized and as such are proprietary. These proprietary LI interfaces will impose restrictions on the implementation of different vendors’ equipment connecting to the LEAs.
Secondly, the operator network internal LI parameter data formats in 3G were decided to be left out of the scope in standardisation when the 3G LI specification TS 33.107 was generated.

3 Proposal

It is proposed to amend the text to section 6.3.5.1 ‘Lawful Interception of Content of Communications’, 6.3.5.2 ‘Lawful Interception of Intercept Related Information’, 6.4.5.1 ‘Lawful Interception of Content of Communications’, 6.4.7 'Information storage in PS-MGW (GTP-C option) and 6.11 ‘Open Issues’.
Additionally it is proposed to add the following section 'General Lawful Interception Considerations'. 

3.1 Lawful Interception (H.248 option)

3.1.1 Lawful Interception of Content of Communications

To enable the PS-MGW to intercept Content of Communication (CC), or in other words user plane packets, and forward these to Delivery Function 3 (DF3), the SGSN server must order the PS-MGW to set up a one way connection towards DF3 for every applicable PDP Context. The SGSN server must give the PS-MGW the parameters that are necessary to set up these one way connections, and the parameters that the PS-MGW must insert into the intercepted packets.

In the current lawful interception specification (3GPP TS 33.107) it is an option to have the DF3 co-located with the SGSN. When the SGSN is split into an SGSN server and a PS-MGW, the DF3 should not be co-located with the PS-MGW. If this was an option, extra functionality would be required at the Administration Function (ADMF) and at the SGSN server in order to know which of the PS-MGWs have a co-located DF3 and which PS-MGWs are stand alone.

3.1.2 Lawful Interception of Intercept Related Information

The IRI (Intercept Related Information) is control layer signalling, and therefore this must be handled in the SGSN server.



3.2 Lawful Interception (GTP-C option)

3.2.1 Lawful Interception of Content of Communications 

To enable the PS-MGW to intercept Content of Communication (CC), or in other words user plane packets, and forward these to Delivery Function 3 (DF3), the SGSN server must order the PS-MGW to set up a connection towards DF3 for every applicable PDP Context. The SGSN server must give the PS-MGW the parameters that are necessary to set up these connections, and the parameters that the PS-MGW must insert into the intercepted packets.

In the current lawful interception specification (3GPP TS 33.107) it is an option to have the DF3 co-located with the SGSN. When the SGSN is split into an SGSN server and a PS-MGW, the DF3 should not be co-located with the PS-MGW. If this was an option, extra functionality would be required at the Administration Function (ADMF) and at the SGSN server in order to know which of the PS-MGWs have a co-located DF3 and which PS-MGWs are stand alone.

3.2.2 Lawful Interception of Intercept Related Information

The IRI (Intercept Related Information) signalling is handled by the SGSN server.

3.4 General Lawful Interception Considerations.

As the protocol interfaces and data formats between the ADMF/DF and GSN entities were omitted from the scope of standardisation, constraints on the interoperability of the split SGSN exist, if the entities are to be supplied from different vendors. The ADMF and DF entities in this case would have to inter-operate with multiple vendors’ proprietary interfaces. How the ADMF and DF entities would inter-operate with these proprietary interfaces is FFS.
When Rel99 SGSNs and SGSN servers from multiple vendors are deployed in the same network, further interoperability problems will become apparent as X1_1, X2 and X3 interface protocols and formats are not standardised.
3G TS 33.107 states, 'the correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one PDP context'. How this correlation number is derived is vendor specific and therefore cannot be guaranteed to be unique, when PS-MGWs and SGSN servers from different vendors are deployed in the same network. It is an open issue how the LI correlation issues could be handled properly in the SGSN Server - PS-MGW multivendor cases for the IRI and CC packet streams.
Additionally the security method used to encrypt the IRI and CC information, when the DF is remote, may differ, creating more inter-operability considerations.

As the IRI and CC information are now being delivered from separate entities, a failure of either entity would require additional signalling to be able to optimally handle the partial delivery of the LI data. 
Failure recovery could also present further difficulties, as the ADMF would now have to attain synchronisation with two, rather than one, SGSN network entities, for a single intercepted target.

It is a general requirement in lawful interception that the CC would never be delivered without the IRI information. Therefore, if the X2 link from SGSN Server to DF2 failed, it is FFS how the CC information is delivered for the case where SGSN Server and PS-MGW are supplied from separate vendors. 









Figure 1 Lawful Interception interfaces in the case that of Rel99 and Split SGSN Entities with ADMF/DFs would co-exist in a network.

6.11
Open Issues

· Investigation into how the ADMF and DF entities can inter-operate for Lawful Interception when SGSN Server/PS MGW entities and/or Rel99 SGSN/SGSN Servers from separate vendors are deployed.

· 
· 
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