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 1.  Introduction
During the last S2 meeting in Los Angeles and subsequent email approvals, it was agreed that ‘to support IP policy enforcement and QoS inter-working in the GGSN, the UE shall be able to include binding information in UMTS PDP Context Activation or Modification messages.   Binding information may be an IP specific information element known as an authorization token.’  (Approved Tdoc S2-010033 with Nokia-proposed modifications).

This contribution proposes a mechanism to carry the binding information in the PDP Context Activation or Modification messages. 

2.  Discussion

When choosing the mechanism for carrying the binding information in the PDP Context Activation or Modification messages, the following conditions are taken into account:

(a)  The mechanism carries the binding information from the UE to the GGSN. 

(b)  The mechanism supports possible indication from the GGSN back to the UE on success or failure of binding procedure at the GGSN.

(c)  The mechanism is transparent to GPRS, since the IM Subsystem is transparent to GPRS.

(d)  The mechanism is supported in both Primary and Secondary PDP Context Activations / Modifications.

(e)  The mechanism is flexible to accommodate potentially variable-length binding information.

In addition the following guideline can potentially save redundant standardization work:

(f)  The reuse or minor extensions of existing GPRS mechanisms where possible (the reuse however should be done in an explicit way and not create unnecessary dependency with the original functionality of the mechanism).  

A survey of TS23.060, TS29.060, TS24.008, and the list of parameters the UE employs during Activate PDP Context Request shows that there exists in GPRS a variable-length parameter called PDP Configuration Options, that is sent from the UE to the GGSN transparently through the SGSN.  The PDP Configuration Options is used by the UE to provide the GGSN with protocol configuration options for the external PDN, and may be used to request optional PDP parameters from the GGSN.  

On the Activate PDP Response message from the GGSN, the PDP Configuration Options contain optional PDP parameters that the GGSN may transfer to the UE. These optional PDP parameters may be requested by the UE in the Activate PDP Context Request message, or may be sent unsolicited by the GGSN.  The PDP Configuration Options is sent transparently through the SGSN.  Furthermore, in the case of PDP Context Activation rejection by GGSN, the PDP Configuration Options may also be included in the response.  

In current specification, only information elements for PPP access servers are defined (for PDP type IP) for the PDP Configuration Options parameter.  A subset of PPP protocol identifiers are supported.  Reference TS24.008. 

Thus, the PDP Configuration Options parameter as it is currently defined in the specification already satisfies conditions (a), (b), (c), (e), and also (f) which makes it a very good candidate for transport of the binding information.  However, as only Primary PDP Context Activation procedures support the parameter now, the following extensions to the parameter are needed to accommodate and satisfy condition (d) in whole:

-  Secondary PDP Context Activation procedure may carry the PDP Configuration Options parameter.

-  UE initiated PDP Context Modification procedure may carry the PDP Configuration Options parameter.

3.  Proposal
· The PDP Configurations Options parameter shall be used for transport of the binding information.

The following additions are proposed for Subsection 5.1.1.2.3 (Bearer Level / Application Level Binding Mechanism) of TS23.207 V.1.2.0. 

The attached Informative Annex highlights the possible changes to text in TS23.060.  Ericsson will provide the necessary CR’s to TS23.060 if the proposed concept is approved by S2.

Proposed changes to TS23.207 V.1.2.0
5.1.1.2
IP BS Manager Functionality in the GGSN and the UE

5.1.1.2.1  Policy Enforcement Point in the GGSN

5.1.1.2.2  Policy Control Interface

5.1.1.2.3
Bearer Level / Application Level Binding Mechanism
To support IP policy enforcement and QoS inter-working in the GGSN, the UE shall be able to include binding information in UMTS PDP Context Activation or Modification messages to associate the PDP context bearer to the SIP session.  The PDP Configuration Options parameter shall be used for this purpose.  The PDP Configuration Options parameter is one of the optional parameters signalled in PDP Context Activation/Modification.  Binding information may be an IP specific information element known as an authorization token. The authorization token shall be unique across all PDP Contexts associated with an APN.

The authorization token is used to reference QoS and policy decision information that is provided to the GGSN by a PCF.  The authorization token is provided to the UE by the P-CSCF during session establishment.

In order to allow QoS and policy information to be "pulled" by the GGSN from the PCF, the authorization token shall allow the GGSN to determine the address of the PCF to be used.  


Informative Annex:  possible changes to text in TS23.060

9.2.2
Activation Procedures

9.2.2.1
PDP Context Activation Procedure

The PDP Context Activation procedure is illustrated in figure 61 and figure 62.
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Figure 1: PDP Context Activation Procedure for GSM
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Figure 2: PDP Context Activation Procedure for UMTS

1)
The MS sends an Activate PDP Context Request (NSAPI, TI, PDP Type, PDP Address, Access Point Name, QoS Requested, PDP Configuration Options) message to the SGSN. The MS shall use PDP Address to indicate whether it requires the use of a static PDP address or whether it requires the use of a dynamic PDP address. The MS shall leave PDP Address empty to request a dynamic PDP address. The MS may use Access Point Name to select a reference point to a certain external network and/or to select a service. Access Point Name is a logical name referring to the external packet data network and/or to a service that the subscriber wishes to connect to. QoS Requested indicates the desired QoS profile. PDP Configuration Options may be used to request optional PDP parameters from the GGSN (see GSM 09.60).  PDP Configuration Options may also contain other optional PDP parameters that the MS may transfer to the GGSN.  PDP Configuration Options is sent transparently through the SGSN.

2)
In GSM, security functions may be executed. These procedures are defined in subclause "Security Function".

3)
In UMTS, RAB setup is done by the RAB Assignment procedure, see subclause "RAB Assignment Procedure".

4)
If BSS trace is activated, then the SGSN shall send an Invoke Trace (Trace Reference, Trace Type, Trigger Id, OMC Identity) message to the BSS or UTRAN. Trace Reference, and Trace Type are copied from the trace information received from the HLR or OMC.

5)
The SGSN validates the Activate PDP Context Request using PDP Type (optional), PDP Address (optional), and Access Point Name (optional) provided by the MS and the PDP context subscription records. The validation criteria, the APN selection criteria, and the mapping from APN to a GGSN are described in annex A.


If no GGSN address can be derived or if the SGSN has determined that the Activate PDP Context Request is not valid according to the rules described in annex A, then the SGSN rejects the PDP context activation request.


If a GGSN address can be derived, the SGSN creates a TEID for the requested PDP context. If the MS requests a dynamic address, then the SGSN lets a GGSN allocate the dynamic address. The SGSN may restrict the requested QoS attributes given its capabilities, the current load, and the subscribed QoS profile.


The SGSN sends a Create PDP Context Request (PDP Type, PDP Address, Access Point Name, QoS Negotiated, TEID, NSAPI, MSISDN, Selection Mode, Charging Characteristics, Trace Reference, Trace Type, Trigger Id, OMC Identity, PDP Configuration Options) message to the affected GGSN. Access Point Name shall be the APN Network Identifier of the APN selected according to the procedure described in annex A. PDP Address shall be empty if a dynamic address is requested. The GGSN may use Access Point Name to find an external network and optionally to activate a service for this APN. Selection Mode indicates whether a subscribed APN was selected, or whether a non-subscribed APN sent by MS or a non-subscribed APN chosen by SGSN was selected. Selection Mode is set according to annex A. The GGSN may use Selection Mode when deciding whether to accept or reject the PDP context activation. For example, if an APN requires subscription, then the GGSN is configured to accept only the PDP context activation that requests a subscribed APN as indicated by the SGSN with Selection Mode. Charging Characteristics indicates which kind of charging the PDP context is liable for. The SGSN shall derive Charging Characteristics from Subscribed Charging Characteristics and/or PDP context Charging Characteristics if received from the HLR as follows: if a "PDP context Charging Characteristics" is present for this PDP context, it shall be sent; otherwise if a "Subscribed Charging Characteristics" is present for this subscriber it shall be sent. If neither "PDP context Charging Characteristics" nor a "Subscribed Charging Characteristics" is present, the SGSN may choose a default Charging Characteristics which would be sent to the GGSN, and used there as well. The Charging Characteristics sent to the GGSN shall also include an indication whether it was retrieved from subscription data received from the HLR or is a default profile determined by the SGSN.The SGSN shall include Trace Reference, Trace Type, Trigger Id, and OMC Identity if GGSN trace is activated. The SGSN shall copy Trace Reference, Trace Type, and OMC Identity from the trace information received from the HLR or OMC.


The GGSN creates a new entry in its PDP context table and generates a Charging Id. The new entry allows the GGSN to route PDP PDUs between the SGSN and the external PDP network, and to start charging. When the Charging Characteristics sent by the SGSN have been determined by the SGSN (not retrieved from HLR subscription data), the GGSN may choose to ignore this.  The charging characteristics on the GPRS subscription and individually subscribed APNs are specified in 3G TS 32.015 [70].  The GGSN then returns a Create PDP Context Response (TEID, PDP Address, PDP Configuration Options, QoS Negotiated, Charging Id, Cause) message to the SGSN. PDP Address is included if the GGSN allocated a PDP address. If the GGSN has been configured by the operator to use External PDN Address Allocation for the requested APN, then PDP Address shall be set to 0.0.0.0, indicating that the PDP address shall be negotiated by the MS with the external PDN after completion of the PDP Context Activation procedure. The GGSN shall relay, modify and monitor these negotiations as long as the PDP context is in ACTIVE state, and use the GGSN-Initiated PDP Context Modification procedure to transfer the currently-used PDP address to the SGSN and the MS. PDP Configuration Options contain optional PDP parameters that the GGSN may transfer to the MS. These optional PDP parameters may be requested by the MS in the Activate PDP Context Request message, or may be sent unsolicited by the GGSN. PDP Configuration Options is sent transparently through the SGSN. The Create PDP Context messages are sent over the backbone network.


If QoS Negotiated received from the SGSN is incompatible with the PDP context being activated, then the GGSN rejects the Create PDP Context Request message. The compatible QoS profiles are configured by the GGSN operator.

6)
In GSM, BSS packet flow context procedures may be executed. These procedures are defined in subclause "BSS Context".

7)
The SGSN inserts the NSAPI along with the GGSN address in its PDP context. If the MS has requested a dynamic address, the PDP address received from the GGSN is inserted in the PDP context. The SGSN selects Radio Priority and Packet Flow Id based on QoS Negotiated, and returns an Activate PDP Context Accept (PDP Type, PDP Address, TI, QoS Negotiated, Radio Priority, Packet Flow Id, PDP Configuration Options) message to the MS. The SGSN is now able to route PDP PDUs between the GGSN and the MS, and to start charging.

For each PDP Address a different quality of service (QoS) profile may be requested. For example, some PDP addresses may be associated with E‑mail that can tolerate lengthy response times. Other applications cannot tolerate delay and demand a very high level of throughput, interactive applications being one example. These different requirements are reflected in the QoS profile. The QoS profile is defined in subclause "Quality of Service Profile". If a QoS requirement is beyond the capabilities of a PLMN, the PLMN negotiates the QoS profile as close as possible to the requested QoS profile. The MS either accepts the negotiated QoS profile, or deactivates the PDP context.

After an SGSN has successfully updated the GGSN, the PDP contexts associated with an MS is distributed as shown in clause "Information Storage".

If the PDP Context Activation Procedure fails or if the SGSN returns an Activate PDP Context Reject (Cause, PDP Configuration Options) message, then the MS may attempt another activation to the same APN up to a maximum number of attempts.

For an MS with GPRS‑CSI defined, CAMEL interaction may be performed, see referenced procedures in 3G TS 23.078:

C1)
CAMEL-GPRS-Activate-PDP-Context.

C2)
CAMEL-GPRS-SGSN-Create-PDP-Context.

9.2.2.1.1
Secondary PDP Context Activation Procedure

The Secondary PDP Context Activation procedure may be used to activate a PDP context while reusing the PDP address and other PDP context information from an already active PDP context, but with a different QoS profile. Procedures for APN selection and PDP address negotiation are not executed. Each PDP context sharing the same PDP address and APN shall be identified by a unique TI and a unique NSAPI.

The Secondary PDP Context Activation procedure may be executed without providing a Traffic Flow Template (TFT) to the newly activated PDP context if all other active PDP contexts for this PDP address and APN already have an associated TFT, otherwise a TFT shall be provided. The TFT contains attributes that specify an IP header filter that is used to direct data packets received from the interconnected external packet data network to the newly activated PDP context.

The Secondary PDP Context Activation procedure may only be initiated after a PDP context is already activated for the same PDP address and APN. The procedure is illustrated in figure 63 and figure 64.
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Figure 3: Secondary PDP Context Activation Procedure for GSM
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Figure 4: Secondary PDP Context Activation Procedure for UMTS

1)
The MS sends an Activate Secondary PDP Context Request (Linked TI, NSAPI, TI, QoS Requested, TFT, PDP Configuration Options) message to the SGSN. Linked TI indicates the TI value assigned to any one of the already activated PDP contexts for this PDP address and APN. QoS Requested indicates the desired QoS profile. TFT is sent transparently through the SGSN to the GGSN to enable packet classification for downlink data transfer. TI and NSAPI contain values not used by any other activated PDP context.  PDP Configuration Options may contain optional PDP parameters that the MS may transfer to the GGSN.  PDP Configuration Options is sent transparently through the SGSN.
2)
In GSM, security functions may be executed. These procedures are defined in subclause "Security Function".

3)
In UMTS, RAB setup is done by the RAB Assignment procedure.

4)
The SGSN validates the Activate Secondary PDP Context Request using the TI indicated by Linked TI. The same GGSN address is used by the SGSN as for the already-activated PDP context(s) for that TI and PDP address.


The SGSN and GGSN may restrict and negotiate the requested QoS as specified in subclause "PDP Context Activation Procedure". The SGSN sends a Create PDP Context Request (QoS Negotiated, TEID, NSAPI, Primary NSAPI, TFT, PDP Configuration Options) message to the affected GGSN. Primary NSAPI indicates the NSAPI value assigned to any one of the already activated PDP contexts for this PDP address and APN. TFT is included only if received in the Activate Secondary PDP Context Request message. The GGSN uses the same external network as used by the already-activated PDP context(s) for that PDP address, generates a new entry in its PDP context table, and stores the TFT. The new entry allows the GGSN to route PDP PDUs via different GTP tunnels between the SGSN and the external PDP network. The GGSN returns a Create PDP Context Response (TEID, QoS Negotiated, Cause, PDP Configuration Options,) message to the SGSN.  PDP Configuration Options contain optional PDP parameters that the GGSN may transfer to the MS.  PDP Configuration Options is sent transparently through the SGSN.
5)
In GSM, BSS packet flow context procedures may be executed. These procedures are defined in subclause "BSS Context".

6)
The SGSN selects Radio Priority and Packet Flow Id based on QoS Negotiated, and returns an Activate Secondary PDP Context Accept (TI, QoS Negotiated, Radio Priority, Packet Flow Id, PDP Configuration Options) message to the MS. The SGSN is now able to route PDP PDUs between the GGSN and the MS via different GTP tunnels and possibly different LLC links.

For each additionally activated PDP context a QoS profile and TFT may be requested.

If the secondary PDP context activation procedure fails or if the SGSN returns an Activate Secondary PDP Context Reject (Cause, PDP Configuration Options) message, then the MS may attempt another activation with a different TFT, depending on the cause.

For an MS with GPRS‑CSI defined, CAMEL interaction may be performed, see referenced procedures in 3G TS 23.078:

C1)
CAMEL-GPRS-Activate-PDP-Context.

C2)
CAMEL-GPRS-SGSN-Create-PDP-Context.

9.2.3
Modification Procedures

An MS or GGSN can request, an SGSN can decide, possibly triggered by the HLR as explained in subclause "Insert Subscriber Data Procedure" or triggered by a RAB Release procedure initiated by an RNC, or an MS and SGSN can decide after an RNC-initiated Iu release, to modify parameters that were negotiated during an activation procedure for one or several PDP contexts. The following parameters can be modified:

-
QoS Negotiated;

-
Radio Priority;

-
Packet Flow Id;

-
PDP Address (in case of the GGSN-initiated modification procedure); and

-
TFT (in case of MS-initiated modification procedure).

The SGSN can request the modification of parameters by sending a Modify PDP Context Request message to the MS.

A GGSN can request the modification of parameters by sending an Update PDP Context Request message to the SGSN.

An MS can request the modification of parameters by sending a Modify PDP Context Request message to the SGSN.

An RNC can request an Iu release by sending an Iu Release Request message to the SGSN. After Iu release the MS and SGSN shall modify the PDP contexts according to the rules defined in subclause "RNC-Initiated PDP Context Modification Procedure".

An RNC can request the release of a radio access bearer. After RAB release the MS and the SGSN shall locally modify the corresponding PDP context according to rules defined in the subclause "RAB Release-Initiated Local PDP Context Modification Procedure".

A trace may be activated while a PDP context is active. To enable trace activation in a GGSN, the SGSN shall send an Update PDP Context Request message to the GGSN. If PDP context modification is performed only to activate a trace, then the SGSN shall not send a Modify PDP Context Request message to the MS.

9.2.3.3
MS-Initiated PDP Context Modification Procedure

The MS-Initiated PDP Context Modification procedure is illustrated in figure 70.
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Figure 5: MS-Initiated PDP Context Modification Procedure

1)
The MS sends a Modify PDP Context Request (TI, QoS Requested, TFT, PDP Configuration Options) message to the SGSN. Either QoS Requested or TFT or both may be included. QoS Requested indicates the desired QoS profile, while TFT indicates the TFT that is to be added or modified or deleted from the PDP context.  PDP Configuration Options may contain optional PDP parameters that the MS may transfer to the GGSN.  PDP Configuration Options is sent transparently through the SGSN.
2)
The SGSN may restrict the desired QoS profile given its capabilities, the current load, and the subscribed QoS profile. The SGSN sends an Update PDP Context Request (TEID, NSAPI, QoS Negotiated, TFT, PDP Configuration Options) message to the GGSN. If QoS Negotiated and/or TFT received from the SGSN is incompatible with the PDP context being modified (e.g., TFT contains inconsistent packet filters), then the GGSN rejects the Update PDP Context Request. The compatible QoS profiles are configured by the GGSN operator.

3)
The GGSN may further restrict QoS Negotiated given its capabilities and the current load. The GGSN stores QoS Negotiated, stores, modifies, or deletes TFT of that PDP context as indicated in TFT, and returns an Update PDP Context Response (TEID, QoS Negotiated, PDP Configuration Options) message.  PDP Configuration Options contain optional PDP parameters that the GGSN may transfer to the MS.  PDP Configuration Options is sent transparently through the SGSN.
4)
In UMTS, radio access bearer modification may be performed by the RAB Assignment procedure.

5)
The SGSN selects Radio Priority and Packet Flow Id based on QoS Negotiated, and returns a Modify PDP Context Accept (TI, QoS Negotiated, Radio Priority, Packet Flow Id, PDP Configuration Options) message to the MS.

NOTE:
If the SGSN does not accept QoS Requested, then steps 2 and 3 of this procedure are skipped, and the existing QoS Negotiated is returned to the MS in step 4.

For an MS with GPRS‑CSI defined, CAMEL interaction may be performed, see referenced procedure in 3G TS 23.078:

C1)
CAMEL-GPRS-Modify-PDP-Context.
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