

SA WG2 Temporary Document
Page 2

[bookmark: _Hlk94287042]3GPP TSG-WG SA2 Meeting #159	S2- 2311455
Xiamen, P.R. China, October 9-13, 2023	
Source: 	Ericsson
Title: 	Key issue to Support PDU Set identification and QoS handling for end-to-end encrypted XRM traffic
Document for: 	Approval
Agenda Item: 	19.3
Work Item / Release:	FS_XRM_Ph2/ Rel-19
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5.X	Key Issue #X: Support PDU Set identification and QoS handling for end-to-end encrypted XRM traffic
5.X.1	Description
In Release 18, SA2 has specified the support of PDU Set identification and associated QoS handling for XRM traffic, covering the following cases:

a) XRM applications provide RTP extension headers with the required PDU Set identification information.
b) No extension headers are provided by the XRM applications and the UPF identifies PDU Sets based on a Protocol Description provided by the AF.
 
PDU Set identification is based on analysis of cleartext RTP/SRTP headers and optionally NALU payload.
Full PDU Set identification for SRTP requires deployment of the RTP extension headers in case a).
 
The usage of end-to-end encryption is broadly deployed in current networks to provide security and the same is expected for XRM applications. In addition to sending the payload without any security, the integrity of RTP extension headers used for PDU Set identification in Release 18 can be easily compromised. Therefore, a secure transmission is needed for a reliable handling of PDU Sets in 5G networks. The mechanisms supported in Release 18 are not applicable for performing PDU Set identification of XRM traffic with end-to-end encryption. Consequently, the corresponding QoS handling is not possible either.
 
This key issue proposes to study the enhancement of PDU Set identification and QoS control for encrypted XRM in 5G networks. 

The solutions should consider the following aspects:

· If and how applications should assist 5GS in performing PDU Set Identification in an end-to-end encryption scenario
· If and how applications can convey PDU Set identification information to the 5GS independently of the media and transport protocol
· When and how to ensure authentication, confidentiality and integrity protection of the PDU Set information being provided to 5GS
· How to guarantee that the added overhead and latency is minimized
· How to minimize processing impact in the 5GS

Solutions that rely on breaking end-to-end encryption are out of the scope of this key issue.
NOTE: SA2 may need to consult SA3 when neededThe work on this key issue may need coordination with SA4 and SA3.
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