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[bookmark: _Toc462478989][bookmark: _Hlk146818774]Abstract of the contribution: This paper proposes architectural assumptions for encrypted media in FS_XRM_Ph_2.
1	Discussion
The proposal below identifies some architectural assumptions for the XRM Ph2 study.
Many of the assumptions are self-explanatory and hence more discussions are not provided here.
Assumptions on the scenarios for WT#1.2 may be useful:
“WT#1.2 Support QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header). This is applicable for PDUs received at N6 for DL.” 
Media applications may use different protocols between the media server and UE for fully or partially encrypted transport from end-to-end including: 
· RTP cryptex (RFC 9335), 
· Media-over-QUIC (draft-ietf-moq-transport), 
· RTP over QUIC, or 
· SRTP with RTP header extensions that are encrypted (RFC 6904) 
In addition to different protocols, different business scenarios may exist in practice. For example, 
· the CDN or application network that provides the application may be able to deploy the media relay at the UPF or in proximity and the media relay is able to provide classification parameters. 
· But in many other cases, the application provider may not have agreements to share keys for application-level/content level metadata directly to the mobile network operator. 
· In yet other cases, the application and 5G providers are the same operator (e.g., a private network) that operate as a trusted domain or conversely are separated by untrusted networks in between. 
This discussion above is not intended to enumerate the different use cases for encrypted media packets that need to be classified. The aim is to outline that many different scenarios need to be supported and that may in turn use different protocols, extensions, and other mechanisms to derive classification information. For this study, the assumption should be that the UPF should be able to map and classify information using possibly multiple protocols and business scenarios corresponding to several application domains. 
Proposal for architectural assumption based on the above are in the 2nd change below.
2	Proposal
It is proposed to adopt the following changes into TR 23.700-70.
		* * * * 1st Change (revision marked) * * * *
[bookmark: _Toc93073651]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc93073652]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
Fully Encrypted Media Header: A media header that is encrypted end-to-end between the sender (e.g., media server) and decrypted by the receiver (e.g., UE). When the packet transits through the 5GS, none of the media header and payload are visible for inspection in the network. Examples of protocols with fully encrypted media headers include RTP cryptex [9], RTP over QUIC (RoQ) [10] and Media over QUIC (MoQ) [11].
Partially Encrypted Media Header: A media header where some portion of the headers (e.g., header extensions) are encrypted but other media headers (e.g., base header) are not encrypted end-to-end between the sender (e.g., media server) and receiver (e.g., UE). The encrypted parts of the headers are decrypted by the receiver (e.g., UE) and when the packet transits through the 5GS, the entire payload and portions of the headers that are encrypted end-to-end are not visible for inspection in the network. Examples of protocols with partially encrypted media headers include SRTP [6] with header extensions [8] [12].


[bookmark: _Toc510607461]		* * * * 2nd Change (revision marked) * * * *
[bookmark: _Toc93070679]4	Architectural Assumptions and Requirements
[bookmark: _Toc93073656]4.1	Architectural Assumptions
· [bookmark: _Toc93073657]The architecture, framework and the extended QoS model for XRM in Release 18 as specified in TS 23.501 [2], TS 23.502 [3], and TS 23.503 [4] are regarded as the baseline for this study.

· End-to-end media flows that are fully or partially encrypted may use different application protocols including RTP cryptex [9], RTP over QUIC (RoQ) [10], Media over QUIC (MoQ) [11] and SRTP [6] with encrypted header extensions [8] [12].

4.2	Architectural Requirements
· The requirements and work in this study use Release 18 5G System Architecture for XRM as a baseline. 



		* * * * 3rd Change (revision marked) * * * *
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