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1	Overall description
SA6 thanks SA3 for kindly discussing LS S6-230792/S3-231714 and providing the LS response.
SA6 provides the following guidance to SA3 to consider and develop appropriate security solutions addressing PINAPP.
Q1: 	“SA3 would like to request information regarding which interfaces in the PINAPP are in the scope of 3GPP ”
A1: 	PINAPP architecture and reference-point details are available in TS 23.542 clause 6.2 and 6.4. 
SA6 considers that the following reference points are in scope:
· PIN-2, PIN-3 and PIN-4 (communications between PINEs, in a PIN).
· PIN-6, PIN-7 and PIN-10 (communications between PINEs and the PIN server).
· PIN-9 (communication between application server and PIN server)
Further, SA6 indicates that CT1 is specifying protocol(s) for PIN-2, PIN-3, PIN-4, PIN-6, PIN-7 and PIN-10 reference points in TS 24.583, and that CT3 is specifying protocol(s) for PIN-9 reference point in TS 29.583.
Q2:	“What application layer protocol(s) (for both security and non-security purposes) will be used in the PINAPP architecture”
A2:	SA6 does not specify application layer protocol(s) in stage 2.
For non-security purposes, CT1 and CT3 have indicated in TS 24.583 and TS 29.583 respectively, that protocols are HTTP based.
For security purposes, SA6 expects that SA3 defines the security mechanisms needed to meet the requirements agreed upon by SA6 in clause 5.2.7 of TS 23.542. 


The security requirements defined in TS 23.542 are provided below for convenience:
[AR-5.2.7.2-a]	Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.7.2-b]	Access control mechanisms for authenticating functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-c]	Access control mechanisms for authorizing interactions between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-d]	Mutual authentication and authorization between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-e]	Mechanisms for replay protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-f]	Mechanisms for integrity protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-g]	Mechanisms for privacy protection of the user shall be provided.
[AR-5.2.7.2-h]	Mechanisms for confidentiality protection of the user’s sensitive information (e.g., identity, location) shall be provided.
2	Actions
To SA3
ACTION: 	SA6 asks SA3 to consider the provided information and consider developing the appropriate security mechanisms addressing PINAPP requirements.
3	Dates of next TSG SA WG 6 meetings
SA6#56                 21st August – 25th August 2023 	Gothenburg, Sweden
SA6#57                 9th October – 13th October 2023 	Xiamen, China

