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[bookmark: _Toc462478989]Abstract of the contribution: This paper proposes new KI#X for WT#1.2 Support QoS control and PDU Set identification for XR stream with e2e encryption for FS_XRM Ph 2.
1	Discussion
This PCR is proposed a new KI#X for WT#1.2 Support QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header). This is applicable for PDUs received at N6 for DL. 
2	Proposal
It is proposed to include proposed changes in TR 23.XXX-YY.
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[X1] 	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[X2]	IETF RFC 8285: " A General Mechanism for RTP Header Extensions".
[X3]	IETF RFC 6904: " Encryption of Header Extensions in the Secure Real-time Transport Protocol (SRTP)".
[X4]	IETF RFC 9335: "Completely Encrypting RTP Header Extensions and Contributing Sources".
		* * * * Next Changes (all new) * * * *
5.x	Key Issue #X: Support PDU Set based handling for e2e encrypted traffic
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Editor’s note: This clause provides a description of the key issue. It's recommended to provide Use cases/scenarios here to support the key issue.
This KI#X is related to WT#1.2 to study the enhancement of QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header). This is applicable for PDUs received at N6 for DL. 
Nowadays, XR/media (XRM) applications are most commonly streaming using RTP/SRTP (real-time transport protocol/secure RTP) based or HTTP based streaming application layer protocols. However, there exists security vulnerability for XRM applications using SRTP [X1], which only encrypts the payload of RTP packets, but not the RTP Extension headers [X2]. The sensitive information in the exposed media application header may results in the breach of privacy. The issue was addressed by the IETF RFC 6904 in 2013 [X3] and IETF RFC 9335 in Jan. 2023 [X4] to partially or fully encrypted media header information for XRM applications. The PDU Set based handling supported for XRM applications in TS23.501 [2] and TS 23.502 [3] would not work if partial or full media header information necessary for the identification of PDUs are encrypted.
This key issue proposes to study PDU Set based handling in 5G network, in which the media header is partially or fully encrypted and the required information for PDU Set Identification at PSA UPF is concealed from 5GC. The key issue includes the following aspects:
-	What information should be provided to the 5GS 
-	How the application provides necessary information to the 5GS 
-	How the 5GS identifies that a partially or fully e2e encrypted PDU belongs to a specific PDU Set in QoS flow for a transport connection
NOTE 1: the solution needs to specify the assumption of the application layer protocol, e2e encryption protocol, and transport layer protocol used by the XRM application.
NOTE 2: the key issue may take into account PDU Set Information as defined in TS 23.501 clause 6.37.5.2 and KI#Y for the enhancement of the PDU Set Information (WT#1.1) and KI#Z for enhancement of QoS flow mappings (WT#2.1).
NOTE 3:	Coordination with SA4 WG may be needed.
* * * * End of Changes * * * *
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