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[bookmark: _Toc462478989]Abstract of the contribution: This paper proposes description for KI#1.2 for encrypted media in FS_XRM_Ph_2.
1	Discussion
The proposal below describes text for KI#1.2 on PDU Set Identification of partially or fully encrypted packets for the XRM Ph2 study.
WT#1.2:
“WT#1.2 Support QoS control and PDU Set identification for XR stream with e2e encryption (e.g. fully encrypted header, partially encrypted header). This is applicable for PDUs received at N6 for DL.” 
2	Proposal
It is proposed to adopt the following changes into TR 23.700-70.


		* * * * 1st Change (all new) * * * *
[bookmark: _Toc22192646][bookmark: _Toc23402384][bookmark: _Toc23402414][bookmark: _Toc26386411][bookmark: _Toc26431217][bookmark: _Toc30694613][bookmark: _Toc43906635][bookmark: _Toc43906751][bookmark: _Toc44311877][bookmark: _Toc50536519][bookmark: _Toc54930291][bookmark: _Toc54968096][bookmark: _Toc57236418][bookmark: _Toc57236581][bookmark: _Toc57530222][bookmark: _Toc57532423][bookmark: _Toc93073658]5	Key Issues
[bookmark: _Toc26386412][bookmark: _Toc26431218][bookmark: _Toc30694614][bookmark: _Toc43906636][bookmark: _Toc43906752][bookmark: _Toc44311878][bookmark: _Toc50536520][bookmark: _Toc54930292][bookmark: _Toc54968097][bookmark: _Toc57236419][bookmark: _Toc57236582][bookmark: _Toc57530223][bookmark: _Toc57532424][bookmark: _Toc93073659]5.1	Key Issue #1: Enhancement for PDU Set based QoS Handling
5.1.1    Key Issue #1.1 PDU Set QoS Handling Enhancement
< TBD >
5.1.2	Key Issue #1.2 Support for PDU Set based QoS Identification of Packets with End-to-End Encryption 
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Editor’s note: This clause provides a description of the key issue. It's recommended to provide Use cases/scenarios here to support the key issue.
This key issue studies whether and how to support PDU Set based QoS handling when the media packet header is fully or partially encrypted. When the media payload is encrypted and some media headers (e.g., extended headers) are not encrypted it is considered as partially encrypted. For example, in SRTP [6] with extended headers [12], the payload and extended headers are encrypted while the base RTP header is only integrity protected and can be inspected in the network. In fully encrypted media packets on the other hand, both the media payload and media header are encrypted. Examples include RTP cryptex [9], RTP over QUIC (RoQ) [10] and Media over QUIC (MoQ) [11]. In both fully encrypted and partially encrypted media header cases, the media payload and at least some media headers are encrypted. Since the encrypted portions of media headers are not visible to 5GC, this key issue should study how to identify the PDU set for QoS handling in such cases.
The key issue should study the following aspects:
· How PDU set for QoS handling is identified for a packet when the media payload and all media headers are encrypted. 

· How PDU set for QoS handling is identified for a packet when the media payload and some media headers are encrypted.

* * * * End of Changes * * * *
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