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Background

The CR S2-2308743 from Ericsson was submitted to SA#158 but not handled. The CR’s reason for change is the following:

SA3 concluded in FS_SNAAPP (TR 33.884) that “General open issues: UE A accessing resource of UE B is out of scope of the present document” means this is an open issue not addressed in the study and has been concluded that it is out of scope. 

SNAAPP work item only considers CAPIF. 3GPP has not initiated any study about resource owner awareness and UE as invoker in NEF. NEF security is specified in 33.501 clause 12 and only considers regular application functions as API invoker. It doesn’t consider API invoker UEs. If existing NEF needs to be extended to consider UEs as API invokers, then the security and privacy requirements need to be identified and addressed by SA3. But there is no such a WI in SA3 yet. Without addressing that point in SA3, having such a solution in a feature may lead security/privacy vulnerabilities in 3GPP specified mechanisms.

Based on the above the CR suggests that Ranging/SL Positioning service exposure through 5GC U-plane will not be supported in Rel-18 and should therefore be VOID:ed. 
SA3 submitted TS 33.533 v1.0.0 to SA Plenary for approval. TS 33.533 includes the specific security aspects related to Ranging/Sidelink positioning and especially security solutions for Ranging/SL Positioning service exposure for UE and AF. 
SA2 specification TS 23.586 descripts four exposure methods in clause 5.6.

5.6.2.2
Ranging/SL Positioning service exposure through PC5
5.6.2.3
Ranging/SL Positioning service exposure through 5GC U-plane
5.6.2.4
Ranging/SL Positioning service exposure through 5GC C-plane
5.6.3
Service Exposure to the AF and 5GC NF
TS 33.533 only address three options exposure to Client UE through PC5, through C-plane and the exposure to AF and 5GC NF.

SA3 has not indicated to SA2 that the option specified in TS 23.586 clause 5.6.2.3 ‘Ranging/SL Positioning service exposure through 5GC U-plane’ will not be specified in Rel-18, and why this was not possible. TS 33.533 clause 6.3.6. (see below) only list two of the three options for exposure to a Client UE described in TS 23.586 clause 5.6.2.
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Figure 1: Extract from TS 33.533
This discussion paper intends to raise and discuss a few unclarities around the situation.
Discussion

Ranging/SL Positioning service exposure through 5GC C-plane 

According to TS 33.533 the security and privacy specified for SL Positioning Client UE using Ranging/SL Positioning service exposure through 5GC C-plane, the authorization reuses the authorization for MO-LR as specified in TS 23.273. MO-LR authorization is performed by the AMF by checking the subscriber information. 

Table 7.1-2: LCS Mobile Originated data for a UE Subscriber

	MO-LR Data
	Presence
	UDM data 

	Mobile Originated data
	M


	List of MO-LR services allowed for a UE subscriber:

-
Basic Self Location (UE can receive its own location)

-
Autonomous Self Location (UE can receive location assistance data)

-
Transfer to Third Party 

	List of Assistance Data Types for MO-LR
	O
	A list of one or more types of location assistance data that may be provided to the UE in the MO-LR procedure.


Observation 1: There is no information related to MO-LR that show that the SL Positioning Client UE is allowed to use the exposure service. 

According to TS 23.502 (clause 5.2.3.3 Nudm_SubscriberDataManagement (SDM) Service) the details of the Subscription data is found in TS 23.586.
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However, in TS 23.586 clause 5.8 that specifies the parameters that is part of the subscription information there is no mentioning of being authorized to use the exposure services through the CP, UP or PC5 acting as a SL Positioning Client UE. 
Observation 2: For MO-LR type of exposure the information should be added in the TS 23.273, but for PC5 and UP via NEF the authorization should be added in the Subscription Information in TS 23.586 clause 5.8.

Proposal 1: Add to the subscription info that a UE is authorized to use the exposure service over CP, UP and PC5. Both TS 23.273 and TS 23.586 should be updated.
Once the Client UE authorization is verified by the AMF, the AMF forwards the SL-MO-LR to the GMLC. TS 33.533 does not specify any specific privacy checking for this exposure service. However, when the service is invoked by AF/5G NF the GMLC interacts with the UDM to check the UE LCS privacy profile of the UEs. The AMF is a ‘5G NF’ in this case. 

The Content of UE LCS Privacy Profile is specified in TS 23.273 and is taken as baseline for Ranging/Sidelink Positioning according to TS 33.533.

Observation 3: The UE LCS privacy profile granularity is course, whether the LCS is allowed/not allowed/based on user interaction etc. It is NOT on UE/subscription level, i.e., which UEs/subscribers that are allowed to see other UE’s location information.

Observation 4: A specific Resource Owner (UE or subscriber) cannot provide consent or revoke consent for a specific Client UE, when exposure over control plane is used.

Subscriber-aware northbound API (SNA)
The Ericsson CR and reason for change refer to the Rel-18 feature Subscriber-aware northbound API (SNA), which is about specifying UE/subscription level authorization control of clients (AF, NF or UE) that invoke the Northbound API. The SA3 study result found in TR 33.884 relates to the requirements for SNA (TS 22.261 clause 6.10.2) and specifically the SA1 requirement how to allow UE to provide and revoke consent i.e., Obtaining/Revocation of authorization by the resource owner (the UE). 
The corresponding normative work in Rel-18 can be found in TS 33.122 clause 6.5.3 ‘Authentication and authorization for RNAA’. The abbreviation RNAA is short for Resource owner-aware northbound API access. Security methods are specified for when the API invoker is either an AF or UE accessing its own resources via NEF. The solution is token based and the API Invoker needs to have a unique token for using the Northbound API to access a specific resource of a resource owner.
Observation 5: The Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs in TS 33.122 v18.1.0 does not cover the case when an UE would like to use the Northbound API to get information about another UE (the resource owner).
Observation 6: For Ranging, two UEs shall control the access to the Northbound API. If the RNAA solution is used, then two tokens and two authorizations need to be performed by the SL Positioning Client UE or AF. RNAA as specified in Rel-18 is designed as a one-to-one solution.

Third UE invoking the Ranging/SL Positioning service exposure
According to TS 23.586 there are two options for a third UE either through the control plane or through the user plan. In both cases the GMLC will be involved. The GMLC is the NF that performs the LCS privacy check. SA3 has concluded and specified that the Ranging/SL Positioning service exposure through the control plan option reuses the GLMC privacy check. SA3 has not specified any method for privacy check when UE would use the user plane via the NEF.

Based on the Ericsson contribution it looks like Ericsson’s view is that token-based privacy check (according to NSAA) is required for when third UE invokes the Ranging/SL Positioning service exposure via the NEF. The SA1 requirements is not explicit on this assumption. The SA1 requirement states: ‘provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.’ It would be possible to interpret this requirement as if the UE is authorized by the network and provided with the onboarding credentials then the network would fulfil this requirement.
When an AF invokes the Northbound API to get access to ranging/sidelink positioning information, the GMLC would also perform the privacy check using the UE LCS Privacy Profile as baseline.
Observation 7: GLMC privacy check is enough for exposure through control plane.

Observation 8: GMLC privacy check is also be used for exposure to AF via NEF.

Observation 9: Combining legacy CAPIF onboarding/authorization with the GMLC privacy check would provide same level of resource owner consent as for the control plane option. A token-based consent method (used in RNAA) may not be needed.
Observation 10: Token-based consent does not scale when each UE needs to provide consent to all other specific UEs and the CAPIF Core Function (CCF) must store all permutations of these combination for millions of UEs.

Observation 11: If the RNAA solution is used, then two tokens and two authorizations need to be performed by the SL Positioning Client UE or AF. RNAA as specified in Rel-18 is designed as a one-to-one solution.

Proposal 2: Send an LS to ask SA3 about the LCS Privacy procedure reused for Ranging/SL positioning exposure through the control plane and feedback if the same privacy solution as specified for service exposure through the CP could be used for the service exposure through UP.
Proposal

The following propsals is suggested 

Proposal 1: Add to the subscription info that a UE is authorized to use the exposure service over CP, UP and PC5. Both TS 23.273 and TS 23.586 should be updated.

Proposal 2: Send an LS to ask SA3 about the LCS Privacy procedure reused for Ranging/SL positioning exposure through the control plane and feedback if the same privacy solution as specified for service exposure through the CP could be used for the service exposure through UP.
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