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1	Overall description
According to clause 4.15.6.7a of TS 23.501 v18.2.0, UDM needs to authorize the AF for the service specific parameter provisioning request. The UDM only checks if the S-NSSAI/DNN is subscribed by the UE/UE group and if AF can modify the URSP of a specific UE/UE group.

Some companies in SA2 think that the malicious AF can manipulate PIN belonging to the other AF as follows. If the malicious AF is authorized to modify the URSP of a specific UE/UE group, the malicious AF can provide the authorized S-NSSAI/DNN to the UDM via the NEF. And the malicious AF can provide NEF with the PIN ID that is not allowed to be managed by the AF. As a result, the PCF will generate the URSP rule based on the authorized S-NSSAI/DNN and the wrong PIN ID.

SA2 would like to ask SA3 to confirm if the above attack works, and if so, is any plan in SA3 to address it?
2	Actions
To SA3:
Action: SA WG2 asks SA WG3 to provide feedbacks on the question above.

3	Dates of next TSG-SA WG2 Meetings:
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