3GPP SA WG2 Meeting #158	S2-2308685
Goteborg, Aug 21 – 25 2023	(revision of )


Source:	Nokia, Nokia Shanghai Bell
Title:	URSP Update based on unsuccessful Secondary Authentication 
Document for:	Information
Agenda Item:	10.5

3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: URSP update based on unsuccessful Secondary Authentication
 
Acronym:	TEI19_URSP_UN_SA
 
Unique identifier:	
 
Potential target Release:	Rel-19
 
1	Impacts
 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	X

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies
	 Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	
	
	

	
	
	



3	Justification
In the current release of the specification, 5GS has an optional authentication & authorization mechanism before an UE is allowed to establish a PDU session successfully for a particular DNN. This concept is called “Secondary authentication/authorization by a DN-AAA server during PDU Session” and is defined in TS 23.501 section 5.6.6.
UE is provided with URSP rules from PCF e.g. during registration procedure. UE uses URSP to determine which PDU session to use to carry the traffic of an application and if needed to decide upon establishing a PDU Session.
The UE PCF may be different from the SM PCF.
The DN-AAA server may or may not have the AF function for providing application guidance for the URSP Rules.
With the above being the preface, let us consider the following situation:
· DN-AAA-Server is not configured with DN-Specific identity or EAP identify for the UE then the secondary authentication/authorization fails and  PDU session gets rejected. 

· As the URSP present in UE did not get updated by PCF, UE continues to use the same DNN repeatedly and as expected the PDU session gets rejected. 

· This singalling procedure gets repeated leading to inefficient usage of radio and core resources.
Therefore, it is seen important to introduce a mechanism that addresses such situations which shall enable the CSP to use radio and core resources efficiently.
Additional to the below mechanisms being proposed, through the OAM, the CSP may toggle the UE subscription for that specific DNN/S-NSSAI in the UDM/UDR.
4	Objective
The objective of this work item is to enhance the PDU session establishment procedures with respect to Secondary authentication/authorization, by 5GC carrying out dynamic decisions for updating the URSP Rules; thus enabling the UE to not to establish the PDU session accordingly for that specific DNN for that specific subscriber.
Operationally for example, the CSP may setup the URSP rules like below. And during the failure from the DN-AAA, the PCF shall remove URSP Rule 1 for the subscriber, which would make the UE to possibly point to a landing page.
URSP rule 1
 3rd party application - Point to DNN1 and DN-AAA would authorise and the DNS1 would resolve to the DN1
 
URSP rule 2
 3rd party application - Point to DNN2 and DNS2 would resolve to landing redirection page.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 23.502













	Solution is to trigger the PCF to update the URSP Rules after the UE has requested the establishment of a PDU Session towards a (DNN, S-NSSAI) that it is not allowed to access that specific DNN.

During secondary authentication/authorization with DN-AAA server, if the DN-AAA determines that the UE is not allowed to access this particular DNN, it indicates this with an approriate failure reason to the SMF. The SMF provides an indication that  the UE is not allowed (permanently) to access the DNN to AMF, which the AMF relays to the PCF.

The UE PCF may then update the URSP by removing the DNN for that corresponding DNN. In case of roaming the information from the AMF is relayed to the PCF in HPLMN (via the PCF in VPLMN).  

Section 4.3.2.3 would require change as per above.
	TBD
	This will be handled as “TEI19”.

	TS 23.501
	Potential updates to brief the use case scenario in section 5.6.6
	TBD
	This will be handled as “TEI19”.



This TEI19_WID requires 2 TUs
6	Work item Rapporteur(s)
Nokia, Nokia Shanghai Bell, Srinivas.Garikipati@Nokia.com
7	Work item leadership
SA2
8	Aspects that involve other WGs
None identified.
9	Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	

	

	

	

	

	

	

	

	



