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[bookmark: _Toc493487903]FIRST CHANGE

[bookmark: _Toc131154857][bookmark: _Toc138249282]6.13	MBS Security function
MBS Security function may be used to protect MBS related signalling/data. Detailed descriptions of security requirements, procedures and handling for 5G Multicast/Broadcast Service (MBS) are provided in TS 33.501 [20].
MBS security function is collocated implemented in with the MBSF/MBSTF so that it can be applied only when MBSF/MBSTF are used (i.e. Configuration option 2 and 3). For configuration option 1 how to support MBS security is out of scope of this specification.
The following additions to the MBS procedures for multicast Session in the present specification apply if the functionalities of MBS security for control plane procedure for multicast as defined in TS 33.501 [20] is used:
-	The multicast session security context, as defined in TS 33.501 [20], is used to protect MBS traffic of an MBS session. During the session establishment and when a UE joins, the multicast session security context contains MSK and MTK.
-	The UEs in the MBS session use the received multicast session security context to process the protected MBS traffic.
-	MBSF distributes the multicast session security context to the MB-SMF via the Nmbsmf_MBSSession_Create Request or Nmbsmf_MBSSession_Update Request message.
-	The SMF interacts with the MB-SMF to obtain the multicast session security context. The MB-SMF provides the security context in the Nmbsmf_MBSSession_ContextStatusSubscribe response message and in the Nmbsmf_MBSSession_ContextStatusNotify request message.
-	If the UE is authorized to join the Multicast MBS session, the SMF shall provide the multicast session security context to the UE in N1 SM container if it received the multicast session security context from the MB-SMF.
-	When the MSK needs to be updated, MBSF shall send the updated multicast session security context to the MB-SMF, and then the MB-SMF shall trigger the session update as specified in clause 7.2.6 to provide the updated multicast session security context to the UEs in the related MBS session. The updated multicast session security context shall contain an updated MSK and may contain an updated MTK in addition.
NOTE 1:	If no MSK but only the MTK is to be updated, the session update described in the previous bullet is not triggered and the MTK is updated as defined in TS 33.501 [20].
NOTE 2:	Interaction between MBSF and MBSTF will be defined in TS 33.501 [20] and TS 26.502 [18].
NOTE 23:	The additions to the user plane procedure to support the security function for multicast and broadcast can be used as defined in TS 33.501 [20].

Next CHANGES

[bookmark: _Toc131154867][bookmark: _Toc138249292]7.1.1.6	MBS Session Update without PCC
This procedure is used by the AF to update the MBS service area and/or MBS Service Information. Updating MBS Service Information may lead to addition of new MBS QoS Flow(s), removal of existing MBS QoS Flow(s) or update of existing MBS QoS Flow(s). The procedure applies to both multicast and broadcast communications unless otherwise stated.
If the MBS security function is collocated with MBSF acts as the MBS security function for multicast as defined in TS 33.501 [20], it may use this procedure to provide an MSK for the MBS session via the control plane. In this case the MBSF may initiate this procedure and steps 1, 2 and 10 do not apply.
NOTE:	The procedure is not applicable if no MSK but only the MTK is to be updated.
For local multicast services and location dependent multicast services, the AF may perform a Service Announcement towards UEs to update the MBS service area before the MBS Session Update procedure is started or after the MBS Session Update procedure is completed.


Figure 7.1.1.6-1: MBS Session Update without PCC
1.	AF of content provider initiates MBS Session Update to a NEF/MBSF, e.g. to update MBS service area and/or update MBS Service Information (as defined in clause 6.14), or to activate or deactivate an MBS session. AF may provide updated information for an MBS session (identified by MBS session ID) by sending an Nnef_MBSSession_Update Request (MBS Session ID, [MBS Service Information], [MBS service area], [MBS session state (active/inactive)]).
	If geographical area information or civic address information was provided by the AF as MBS service area, NEF/MBSF translates the MBS service area to Cell ID list or TAI list.
2.	NEF checks authorization of AF.
3.	NEF/MBSF sends Nmbsmf_MBSSession_Update Request to MB-SMF forwarding the updated information received from the AF in step 1. If the MBSF acts as the MBS security function for multicast as defined in TS 33.501 [20], it may provide an updated multicast session security context for the MBS session in the Nmbsmf_MBSSession_Update Request.
4.	The MB-SMF derives any updated QoS parameters locally under consideration of the updated MBS Service Information. This may lead to addition of new MBS QoS Flow(s), removal of existing MBS QoS Flow(s) or update of existing MBS QoS Flow(s).
5-6.	MB-SMF may need to update MB-UPF, e.g. if new MBS QoS Flow is to be created, or existing MBS QoS Flow is to be deleted.
7.	For broadcast communication, the MB-SMF continues the procedure towards the AMF and NG-RAN as specified in clause 7.3.3. For multicast communication, the MB-SMF continues the procedure towards the AMF and NG-RAN as specified in clause 7.2.5 (for service activation/deactivation), 7.2.6 (for QoS updates and service area updates).
8.	If an MBS service area is being updated, the MB-SMF stores the new service area in its profile at the NRF.
9.	MB-SMF responds to the NEF/MBSF with a Nmbsmf_MBSSession_Update Response.
10.	NEF/MBSF responds to the AF with a Nnef_MBSSession_Update Response.

Next CHANGES

[bookmark: _Toc131154914][bookmark: _Toc138249341]7.2.6	Multicast session update procedure
Multicast MBS session update procedure is invoked by the AF to update the service requirement (result in multicast QoS parameters update and/or multicast QoS flow addition/removal) and/or MBS Service Area for an ongoing Multicast MBS session.
If the MBS security function is collocated with MBSF acts as the MBS security function for multicast as defined in TS 33.501 [20], it may use this procedure to provide an updated MSK and optional updated MTK in addition for the MBS session via the control plane.
NOTE:	The procedure is not applicable if no MSK but only the MTK is to be updated.
For the interaction between AF or MBSF and MB-SMF, see clauses 7.1.1.6 and 7.1.1.7.


Figure 7.2.6-1: Multicast MBS Session update procedure
1.	This procedure is triggered by the MB-SMF receiving the updated service requirement, an updated multicast session security context from the MBSF and/or MBS Service Area for a multicast MBS Session, see clauses 7.1.1.6 and 7.1.1.7.
2.	The AF providing the updated service area may also inform UEs at application level about the new service area via a service announcement.
NOTE 1:	If a UE is located in a cell which was previously outside the service area and is now inside the updated service area, the UE can join the multicast service as specified in clause 7.2.1.3.
	For QoS updates steps 3 to 7 are performed.
	For MBS Service Area update steps 3 to 7 may be performed to allow NG-RAN to terminate data transmission in the area which is no longer in the MBS Service Area.
3.	The MB-SMF invokes Namf_MBSCommunication_N2MessageTransfer service operation (MBS Session ID, [Area Session ID], N2 SM message container (TMGI, [QoS profile(s) for multicast MBS session], [MBS Service Area], [Area Session Id])) to the AMF(s).
4.	The involved AMF sends N2 MBS session request (N2 SM message container) to NG-RAN nodes handling the multicast MBS session and possible Area Session ID based on the RAN node IDs stored in the AMF for the MBS session.
5.	The NG-RAN node updates the QoS profile and/or MBS Service Area for the multicast MBS session based on the N2 MBS session request. If only QoS parameters are updated without multicast QoS flows added/removed, the NG-RAN may also update the QoS parameters of the associating PDU Sessions.
	For MBS Service Area update, the NG-RAN updates the MBS Session Context with the updated MBS Service Area. The NG-RAN stops transmission of the related multicast data in the cell(s) which is within the old MBS Service Area but now outside the updated MBS Service Area. The NG-RAN also configures the UE not to receive the MBS data over the radio interface if the NG-RAN detects the UE(s) was in the previous MBS Service Area but is outside the updated MBS Service Area. If the NG-RAN node no longer serves any cells within the updated MBS service area, it requests to release shared delivery resource as defined in clause 7.2.2.4.
6.	The NG-RAN node(s) acknowledges N2 MBS session request by sending an N2 MBS session Response message to the AMF.
7.	The AMF invokes the Nmbsmf_MBSSession_ContextUpdate () to the MB-SMF.
8.	The MB-SMF sends Nmbsmf_MBSSession_ContextStatusNotify request (MBS Session ID, [QoS profiles for multicast for MBS session], [MBS Service Area], [Area Session ID], [updated multicast session security context]) to the SMFs. For MBS Service Area updates, if an Area Session ID exists, the MB-SMF provides the MBS Service Area corresponding to the Area Session ID to the SMFs involved in the multicast MBS session. For QoS updates, the MB-SMF notifies SMFs handling all MBS service areas.
9.	The SMF determines the affected UEs it serves based on the multicast MBS Session ID and Area Session ID (if provided) received in the step 8.
The subsequent steps 10 to 12 are executed for each affected UE. For QoS updates, steps 10 and 11 are skipped.
10.	[Conditional] For an MBS Service Area update, if the SMF previously subscribed at the AMF to notifications about the UE moving in or out of a subscribed "Area Of Interest", the SMF updates the subscription with the new MBS Service Area as area of interest.
11.	[Optional] When the MBS Service Area is updated, if the SMF does not have the latest UE location, the SMF queries AMF which then query the NG-RAN for the current location of the UE to determine whether the UE is within the updated MBS Service Area.
12.	[Conditional] For QoS Updates, if the 5GC Individual MBS traffic delivery is used, or if the associated QoS flows is to be added/removed, the SMF triggers PDU Session Modification procedure as defined in TS 23.502 [6]. If the 5GC Individual MBS traffic delivery is used, the SMF may also configure the UPF with the updated QoS and/or updated or removed QoS flows.
	For MSK updates, the SMF also triggers PDU Session Modification procedure and provides the updated multicast session security context in the N1 SM container.
	For MBS Service Area update, the SMF triggers the PDU Session Modification procedure as defined in TS 23.502 [6] with the following enhancement:
-	The SMF also updates the PDU session resources associated to the multicast MBS session with the new MBS service area in an N2 container. The RAN node serving the PDU session starts or terminates transmission of multicast content in cells which are added or removed in the updated service area, respectively, and if necessary, interacts with the MB-SMF to start or terminate the distribution of multicast data to the RAN node.
-	Towards the UE, the SMF provides the MBS service area in N1 SM container to the UE. For a UE previously inside the MBS service area but now outside the updated MBS service area of the multicast MBS session, the SMF may alternatively, based on operator policy, inform the UE in the N1 SM container that the UE has been removed from the multicast MBS session.
-	Towards the NG-RAN, the SMF provides the updated MBS service area in N2 SM information. For a NG-RAN node supporting MBS, it starts transmission of multicast content in cells which are added in the updated MBS service area if UEs within the Multicast MBS session are within those cells, and if necessary, the NG-RAN interacts with the MB-SMF to start the distribution of multicast data to the RAN node. The RAN node stops transmission of multicast content in cells which are removed from the updated MBS service area, and if necessary, the NG-RAN interacts with the MB-SMF to terminate the distribution of multicast data to the RAN node
-	For Individual delivery and a local Multicast MBS session the following applies: For a UE previously inside the service area but now outside the updated MBS service area, the SMF removes associated unicast QoS flows for the multicast MBS session. For a UE previously outside the service area but now inside the updated service area, the SMF adds associated unicast QoS flows for the multicast MBS session to the PDU session resources.

END OF CHANGES
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