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Overall Description
This LS describes a working solution assumption aiming to converge the needs of a service provider and the security architecture as put forward in the 5G SA roaming eco-system.

Background
In roaming, there are various situations where there is no direct, end-to-end relation between the visited and the home PLMN, and where an intermediate service provider is necessary in order to enable roaming service in an efficient way.
These situations are addressed, for example, by Roaming Hubs (refer to LS Doc41_37), Sponsored Roaming (refer to LS for RVAS requirements Doc41_39), regional breakout (refer to LS for IPX requirements Doc41_38). It is expected that these services will remain relevant in 5G.
The GSMA 5GMRR group has reached the conclusion that these services cannot be realized within the current 3GPP 5G SA security framework without adaptations.
GSMA 5GMRR kindly asks 3GPP to review the following proposals and service flows considered as working solution assumptions within 5GMRR and as enablers for the roaming service implementation.

A service provider, e.g., Roaming Hub, requires access to the control plane, in order to provide roaming services to its PLMN client. Service contracts allow the provider, e.g., the Roaming Hub, to represent its PLMN client in legal, technical and commercial matters. These service agreements include the ability of the provider to have the data session of its client’s subscribers terminated at the provider. In other words, from the PLMN perspective, its network is connected to the Roaming Hub.
This approach allows the Roaming Hub to ensure that its client PLMN can meet its financial obligations by having the ability to control the client’s subscriber data sessions and the ability to end services, e.g., when the client quota is exhausted. In addition, the Roaming Hub provider is financially liable to settle wholesale costs with the VPLMN, regardless of whether HPLMN pays its bills or not.  In order to have control over a client’s data sessions, the working assumption solution considered in 5GMRR assumes that the provider operates its own NRF, SMF and UPF. 
GSMA 5GMRR captures in this LS how roaming could be enabled via the services of a roaming service provider, e.g., the Roaming Hub, while being compliant to some degree to the 3GPP 5G SA architecture.
Please note the following two important aspects that GSMA 5GMRR would like to bring to the attention of 3GPP:
· The provider is contractually liable for its clients, bound by SLA and is typically considered highly trusted.
· GSMA considers the role of a Roaming Hub as essential for the 5G SA roaming eco-system.

L-PRINS
This section describes a potential solution that acts as a working assumption in order to fulfil GSMA requirements. 3GPP is requested to review this potential solution and to provide feedback.
It is important to note that this working assumption represents a compromise solution after years of deliberation, and which has several open questions for which 3GPP feedback is needed. It enables the required services offered by service providers, such as Roaming Hub, IPX, and RVAS providers, while at the same time offering a certain degree of security.
L-PRINS is a hop-by-hop solution which offers a digital signature protection for all N32-f messages between any two immediate hops over the N32 interface. GSMA 5GMRR considers L-PRINS to be a potential milestone towards a solution with end-to-end security between the VPLMN and the HPLMN.
The solution as described in the attached document (5GMRR Doc 41_11) can be used to provide a possible E2E attribution via cryptographical means using offline processing that can be used for convincing a third party.
GSMA 5GMRR anticipate the update to 3GPP specifications as follows:
1. [bookmark: OLE_LINK2]3GPP SA3 and CT4 to evaluate whether the existing PRINS modificationsBlock can be reused by SEPP for providing a digital signature protection (asymmetric) to the whole N32-f message or a new or similar procedure is required.
2. 3GPP SA3 and CT4 to define a new security capability of L-PRINS in addition to the two existing ones, i.e., in addition to TLS and PRINS. GSMA 5GMRR believes that this approach is best to avoid any backward compatibility issue and to provide a path forward to using PRINS for end-to-end security in the future.

Data Session Control
This section illustrates the control and user plane flows in the case of data session control, which is for example as essential capability for roaming hubs (i.e., intermediate service provider and referenced below as service provider) financially liable for wholesale settlements.
Figure 1: Roaming Hub facilitates NF discovery.
The following figure illustrates 2 operators O1 and O2, where O1 has the HPLMN role and O2 the VPLMN role, i.e., O1 subscriber is roaming in O2 network.
A service provider is involved in the roaming relation between O1 and O2, e.g., the provider acts as a roaming hub for both O1 and O2. O1 and O2 have no direct roaming agreement with each other, and no contract. There are only service contracts between O1 and the provider, and between O2 and the provider.


The provider hosts an NRF that takes care of the discovery requests: this is agreed as part of the service and proper configuration should allow for this setup in a roaming context. e.g., utilizing something similar to NRF hierarchy, O2 NRF is configured as per TS29.573 with provider NRF FQDN for all roaming services or more dynamically Provider NRF registers its profile with O2 NRF.
O2 AMF discovery request is ultimately resolved by the provider NRF, containing the provider NF as a result. The provider NF takes the role of hSMF as specified in the standards, as interface partner to the vSMF in O2. Further interactions of the provider NF taking the role of hSMF with NFs in O2 are not depicted in the figure.
The provider SEPP indicates N32 termination (of both n32f and n32c in L-PRINS) with verification of O2 as client and O1 as a valid, reachable destination. 

Figure 2: NF service request and O1 NF discovery 
Once the provider NF is discovered, O2 sends the NF service request (arrows 1-2-3).


The provider NF is now in a position to reject the request (4a), e.g., to prevent data revenue leakage or prevent fraudulent setup of data sessions.
When the request is allowed, in case of roaming hub, the provider NF would not break out the data session, but instead take up the role of an AMF and trigger a discovery request towards O1 (4b). Note that the provider NF internal implementation may be different from functional descriptions in 3GPP, however makes use of standard interfaces. The discovery request will reach O1 NRF and result in O1 NF (the hSMF). However, this requires the RH to issue signalling to both roaming partners.
Figure 3: Provider NF service options
The following figure illustrates various service options. In case of roaming hub with financial liability, there is a control channel with online charging (budget account control) systems that will trigger reductions in bandwidth parameters affecting ongoing and new data sessions. The same level of control is not feasible with e.g. traffic shapers and can only function with SMF and N4 control over UPF to prevent data (and hence revenue) leakage. Control may also include access policies, QoS settings, etc that can be different from the default settings in the home network.
In another example of data roaming control, the data session can be broken out to a self-service portal or regional break-out point, managed by the service provider on behalf of the PLMN.


It has to be noted that in all these situations, the service provider traditionally enjoys a high trust level by both the home and the visited PLMN. Moreover, service providers are liable for any damages caused by security leaks on their end.
Request to 3GPP
GSMA 5GMRR kindly requests 3GPP to consider the working solution assumptions for L-PRINS and the Service Provider Data Session Control call flow to provide feedback and voice any concerns on these working solution assumptions.
Actions
[bookmark: OLE_LINK3][bookmark: OLE_LINK1]Action to 3GPP SA3: 
1. GSMA 5GMRR kindly requests 3GPP SA3 to take the detailed feedback in this LS and provide their comments, evaluation, and whether SA3 has any concern on L-PRINS working solution assumption.
2. In the case SA3 agrees with GSMA 5GMRR compromise working solution assumption, 5GMRR kindly request SA3 to update its specifications as needed and define a new security capability along the lines of L-PRINS.
3. GSMA 5GMRR understand that SA3 decision is essential to allow 3GP CT4 to start working on respective stage 3 specification. 5GMRR kindly requests SA3 to handle this LS request as soon as it is possible.
Action to 3GPP CT4: 
1. GSMA 5GMRR kindly requests 3GPP CT4 to evaluate whether the existing PRINS modificationsBlock can be reused by SEPP for providing an asymmetric digital signature protection to the whole N32-f message or a new or similar procedure is required. Additionally, to look into defining a new security capability that meets L-PRINS working solution assumption.
2. If CT4 receives a positive confirmation on the security aspects of the working solution assumption presented in this LS, GSMA 5GMRR kindly request 3GPP CT4 update its respective specification as needed.
[bookmark: OLE_LINK4]Action to 3GPP SA2: 
1. GSMA 5GMRR kindly requests 3GPP SA2 to consider the Service Provider Data Session Control call flow in this LS and to provide feedback.
Next meetings
5GMRR#42:	3-4 April 2023
5GMRR#43:	… June 2023
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