

	
[bookmark: _Hlk91753531]SA WG2 Meeting #157	S2-2308170
Berlin, Germany, May 22 – 26, 2023	(revision of S2-2307936, 6690, 6214, 5014r01)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	23.548
	CR
	0137 
	rev
	4
	Current version:
	18.1.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	HR SBO and DNS security

	
	

	Source to WG:
	Qualcomm Incorporated, Nokia, Nokia Shanghai Bell

	Source to TSG:
	S2

	
	

	Work item code:
	EDGE_Ph2
	
	Date:
	[bookmark: _Hlk98854634]2023-04-04

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	The following ENs need to be resolved:
Editor's note:	It is FFS if and how DNS with security (i.e. DNSSEC, DoT and DoH) can be supported when using IP replacement (step 4C and step 1b of clause 6.7.2.3).
Editor's note:	It is FFS how the Local DNS server can detect which FQDN(s) are allowed for HR-SBO offloading. Usage of this configuration may not fit with HR-SBO.

	
	

	Summary of change:
	The procedure in clause 6.7.2.4 assumes that the UL/CL is able to detect FQDN(s) in traffic sent to the IP address of the EASDF or of the IP address of a local DNS Server. It is thus incompatible with usage of DoT (DNS over TLS)  or DoH to protect the DNS traffic exchanged between the UE and the PLMN.

	
	

	Consequences if not approved:
	The aspects related to the abovementioned EN are not resolved.

	
	

	Clauses affected:
	5.21, 6.2.1, 6.7.2.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	

	
	

	This CR's revision history:
	Rev. 2:
· Moved changes vs. clause 5.2.1 for EDC into different Rel-17 CR (see CR#0147 vs. TS 23.548) 
Rev. 3:
· Re-inserted changes vs. clause 5.2.1 and introduced new changes vs. clause 6.2.1 related to EDC functionality
Rev. 4:
· Removed changes in 6.7.2.3 and 6.7.3.4
· Added references to TS 24.501 and TS 33.501
· Ticked ME box




Page 1


[bookmark: _Toc20149769][bookmark: _Toc27846561][bookmark: _Toc36187686][bookmark: _Toc45183590][bookmark: _Toc47342432][bookmark: _Toc51769132][bookmark: _Toc59095482][bookmark: _Toc19106276][bookmark: _Toc27823089][bookmark: _Toc36126560][bookmark: _Toc131529445]>>>>BEGINNING OF CHANGES<<<<
[bookmark: _Toc66367625][bookmark: _Toc66367688][bookmark: _Toc69743745][bookmark: _Toc73524656][bookmark: _Toc73527560][bookmark: _Toc73950236][bookmark: _Toc81492167][bookmark: _Toc81492731][bookmark: _Toc81816492][bookmark: _Toc131529373][bookmark: _Toc122504247]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".
[5]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)".
[6]	IETF RFC 7871: "Client Subnet in DNS Queries".
[7]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[8]	3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
[9]	3GPP TS 29.500: "Technical Realization of Service Based Architecture; Stage 3".
[10]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[X]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[Y]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
>>>>NEXT CHANGE<<<<
5.2.1	Functional Description
The Edge DNS Client (EDC) functionality is a 3GPP functionality in the UE that ensures that DNS requests from applications are sent to the DNS Server's (e.g. EASDF/DNS resolver) IP address received from the SMF in the ePCO. The EDC functionality in the UE is a UE capability that ensures the usage of the EAS discovery and re-discovery functionalities defined in clause 6.2.
NOTE 1:	A UE without EDC functionality can use the EAS (re-)discovery functionalities provided by EASDF, but the usage of the EASDF cannot be ensured since it may use a different DNS server from the DNS server provided by the operator.
Figure 5.2-1 depicts the Edge DNS Client (EDC) functionality in the UE.


Figure 5.2-1: EDC functionality in the UE
NOTE 2:	Whether EDC functionality is provided to the consumer directly or via/by the UE's operating system is implementation specific. The APIs between EDC consumer and EDC functionality are out of scope of 3GPP.
A UE that hosts the EDC functionality indicates its capability in the PCO during the PDU Session Establishment and the PDU Session Modification procedures. The EDC functionality includes the following functionalities:
-	Configures the DNS Client server address with the DNS Server's configuration (e.g., IP address and, conditionally, DNS security information of the EASDF/DNS resolver; see TS 24.501 [X] and TS 33.501 [Y]) address received from the SMF in the ePCO according to TS 23.501 [2] clause 5.6.10.1.
-	DNS Client:
-	Provides the capability to the consumer in the UE to resolve FQDN using DNS Queries towards the DNS Server (e.g., EASDF/DNS resolver) indicated by the SMF.
-	Sends DNS Queries towards the DNS Server indicated by the SMF via the related PDU session.
-	Forwards EAS IP addresses and other relevant information included in the DNS responses received from the DNS Server to the consumer in the UE.
-	Provision of DNS settings (Optional):
-	Provides to the consumer in the UE the IP addressconfiguration of the DNS Server (e.g., IP address and, conditionally, DNS security information of the EASDF/DNS resolver; see TS 24.501 [X] and TS 33.501 [Y]) received from the SMF. The consumer in the UE can explicitly request the DNS Server's IP addressconfiguration and/or can subscribe/unsubscribe to receive updates of the DNS Server's IP addressconfiguration.
When the UE performs an FQDN resolution request for an application, the UE shall use the EDC functionality to perform the DNS resolution in one of the following cases:
-	the application mapped onto the PDU Session explicitly requests the use of the EDC functionality and the SMF indicated, at PDU Session Establishment or at PDU Session Modification, that the use of the EDC functionality is allowed for that PDU session; or
-	the SMF indicated, at PDU Session Establishment or at PDU Session Modification, that the use of the EDC functionality is required for the PDU Session for the specific DNN. In this case, the UE shall use the EDC functionality for all the applications mapped onto that PDU Session.
NOTE 3:	Whether the specific DNN(s) is applied is based on the agreement between the MNO and the application provider.
NOTE 4:	User preferences at OS level related to the use of DNS server do not apply when the EDC functionality is used.
NOTE 5:	It is subject to local regulatory requirements whether the MNO can force the UE to use EDC functionality.
>>>>NEXT CHANGE<<<<
[bookmark: _Toc131529390]6.2.1	General
In Edge Computing deployment, an application service may be served by multiple Edge Application Servers typically deployed in different sites. These multiple Edge Application Servers that host service may use a single IP address (anycast address) or different IP addresses. To start such a service, the UE needs to know the IP address(es) of the Application Server(s) serving the service. The UE may do a discovery to get the IP address(es) of a suitable Edge Application Server (e.g. the closest one), so that the traffic can be locally routed to the Edge Application Server and service latency, traffic routing path and user service experience can be optimized.
EAS discovery is the procedure by which a UE discovers the IP address(es) of a suitable Edge Application Server(s) using Domain Name System (DNS). EAS Re-discovery is the EAS Discovery procedure that takes place when the previously discovered Edge Application Server cannot be used or may have become non-optimal (e.g. at edge relocation).
The DNS server to be used for EAS (re-)discovery may be deployed in different locations in the network as Central DNS (C-DNS) server or as Local DNS (L-DNS) resolver/server.
NOTE 1:	The C-DNS servers and/or L-DNS resolvers/servers can use an anycast address.
NOTE 2:	The C-DNS servers or L-DNS resolvers/servers can contact any other DNS servers for recursive queries, which is out of scope of this specification.
NOTE 3:	This specification describes the discovery procedure based on 5GS NFs as to ensure the UE is served by the application service closest to the UE's point of attachment. However, this does not exclude other upper layer solution that can be adopted by operator or service provider, like the EAS Discovery procedure defined in TS 23.558 [5], or other alternatives shown in Annex A and Annex B. How those other solutions work, or whether they are able to guarantee the closest application service for the UE, is out of the scope of this specification.
In order to provide a translation of the FQDN of an EAS into the address of an EAS as topologically close as possible to the UE, the Domain Name System may use following information:
-	The source IP address of the incoming DNS Query; and/or,
-	an EDNS Client Subnet (ECS) option (as defined in RFC 7871 [6]).
NOTE 4:	UE IP address can be subject to privacy restrictions, which means that it is not to be sent to Authoritative DNS / DNS Resolvers outside the network operator within EDNS Client Subnet option or as Source IP address of the DNS Query. UE source IP address can be protected by using NAT mechanism.
EAS (re-)discovery procedures described in this specification should use the top level domains (TLDs) in the public namespace by default. 
If a private namespace is used, an Edge Computing Service Provider (ECSP) can provision DNS information in the EAS Deployment information via AF request with its Application Identifier, or DNN and NSSAI. Since private namespaces do not have a common root server or naming, the DNS information for each ECSP should be stored individually to prevent any overwriting of resolution entries.
NOTE 5:	The DNS information provided by ECSP in the EAS Deployment Information can be used to select the DNS settings for a PDU Session mainly if the PDU Session is specific for the ECSP services.
If the UE applications want to discover/access EAS by using the mechanisms defined in this TS, the UE shall support receiving DNS settings in PCO during PDU Session Establishment and PDU Session Modification, and the DNS Queries generated by the UE for these applications shall be sent to the DNS server/resolver (e.g. EASDF) indicated by the SMF. To ensure this, the application in the UE either requests the EDC functionality to send a DNS Query or, alternatively, uses the EDC functionality to get the IP addressconfiguration of the DNS Server (e.g.IP address and, conditionally, DNS security information of the EASDF/DNS resolver; see TS 24.501 [X] and TS 33.501 [Y]) indicated by the SMF (see clauses 5.2.1 and 6.2.4) then resolves the FQDN by its own DNS mechanism.
NOTE 6:	It is the decision of the application in the UE whether to use the EDC functionality or not to resolve the FQDN. If it does not use the EDC functionality, the usage of the EAS (re-)discovery procedures defined in clause 6.2 cannot be ensured.
The case of EAS (Re-)discovery over Distributed Anchor connectivity model is described in clause 6.2.2. For Multiple PDU Sessions connectivity model, the description in clause 6.2.2 also applies to the PDU Session(s) with Local PSA. The case of EAS (Re-)discovery over Session Breakout connectivity model is described in clause 6.2.3.
>>>>NEXT CHANGE<<<<
6.7.2.2	PDU Session establishment for supporting HR-SBO in VPLMN


Figure 6.7.2.2-1: Procedure for PDU Session establishment supporting HR-SBO in VPLMN
1.	During the registration procedure, the AMF receives the HR-SBO allowed indication per DNN/S-NSNAI from the UDM in the step 14b of the procedure in the clause 4.2.2.2.2 of TS 23.502 [3].
2.	During the PDU Session establishment procedure for Home-routed roaming as in clause 4.3.2.2.2 of TS 23.502 [3], if the AMF had received in SMF selection data from UDM the HR-SBO allowed indication for the DNN/S-NSSAI in the step 1, the AMF selects a V-SMF supporting HR-SBO and sends an HR-SBO allowed indication to the V-SMF in the step 2 and the step3a of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3].
Editor's note:	It is FFS how to route the DNS traffic between the UE and the V-EASDF where multiple DNN networks with the same IP address range are deployed in different HPLMNs or in the same HPLMN.
	If the V-SMF supporting the HR-SBO receives the HR-SBO allowed indication from AMF, the V-SMF may:
-	select UL-CL and PSA functionalities based on UE location information and this indication in the step 4 of the Figure 4.3.2.2.2-1 of TS 23.502 [3].
NOTE 1:	The UL-CL UPF and PSA UPF can be co-located in the single V-UPF.
-	select a V-EASDF,
-	obtain the V-EASDF IP address based on local configuration, or invoke Neasdf_DNSContext_Create Request including the DNN, S-NSSAI, HPLMN ID and the UE IP address set to unspecified address as specified in clause 7.1.2.2 to obtain the V-EASDF IP address, and
-	send to the H-SMF the request for the establishment of the PDU Session supporting HR-SBO in VPLMN and the V-EASDF IP address to in the Nsmf_PDUSession_Create Request in the step 6 of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3].
	The H-SMF authorizes the request for HR-SBO based on SM subscription data (i.e. HR-SBO authorization indication) in the step 7 of the procedure in the clause 4.3.2.2.2-1 of TS 23.502 [3].
	Once the HR-SBO is authorized, the H-SMF requests and retrieves the optional VPLMN Specific Offloading Policy from H-PCF.
	If HR-SBO is authorized for the PDU session, the H-SMF provides in the Nsmf_PDUSession_Create Response in the step 13 of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3] with the following information:
-	optional VPLMN Specific Offloading Information
-	the V-EASDF IP address (corresponding to clause 6.7.2.3) or DNS server IP address of HPLMN (corresponding to clause 6.7.2.5) as DNS server address to be sent to the UE via PCO and
-	the DNS server address of HPLMN (to be used for DNS requests related with traffic not to be subject to HR-SBO)
-	the HR-SBO authorization result (i.e. whether HR-SBO request is authorized or not).
	The H-SMF may indicate to the UE either that for the PDU Session the use of the EDC functionality is allowed or that for the PDU Session the use of the EDC functionality is required.
	If the request for HR-SBO is not authorized and DNS context has been created, the V-SMF delete the DNS context from the selected V-EASDF, and the subsequent steps related to the EASDF in this procedure are skipped.
	The detailed information of VPLMN Specific Offloading Policy is described in clause 6.4 of TS 23.503 [4].
NOTE:	The VPLMN Specific Offloading Policy can be prior configured in HPLMN based on the service level agreement between the VPLMN and HPLMN.
3.	The V-SMF configures the V-EASDF with the DNS handling rules using the received VPLMN specific offloading policy and may configure the V-EASDF with the DNS server address of HPLMN as default DNS server, after the step 13 of the procedure in figure 4.3.2.2.2-1 in clause 4.3.2.2.2 of TS 23.502 [3] if they are received from H-SMF in the step 2.
	If the V-SMF has interacted with the V-EASDF in step 2, then the V-SMF invokes Neasdf_DNSContext_Update Request including UE IP address to complete the configuration of the context in the V-EASDF.
	The V-SMF configures the V-UPF selected in the step 2 to forward DNS messages to V-EASDF.
4A.	EAS Discovery procedure with V-EASDF is performed as described in clause 6.7.2.3.
4B.	EAS Discovery procedure with Local DNS Server/Resolver is performed as described in clause 6.7.2.4.
4C.	EAS discovery procedure with V-EASDF using IP replacement mechanism as described in clause 6.7.2.5.
Editor's note:	It is FFS if and how DNS with security (i.e. DNSSEC, DoT and DoH) can be supported when using IP replacement (step 4C and step 1b of clause 6.7.2.3).
>>>>END OF CHANGES<<<<
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