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1.	Overall description
SA2 thanks SA3 for LS (S2-2306302, S3-232108). SA2 have discussed it and would like to provide following answers (part 1) and some question feedback to SA3 TEI18 WID S3-222366 (part 2).
Part1:
	SA3 Q1. The draft CR assumes that a DNN subject to ProSe Secondary Authentication and dedicated for UE-to-Network Relay service (i.e., associated with an RSC) shall be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. And a DNN that is not subject to ProSe Secondary Authentication may or may not need to be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. What are the architectural or procedural aspects from SA2 point of view regarding this assumption?


SA2 A1: 
For each Remote UE, based on Remote UE’s subscription data, PCF provides the allowed RSCs and associated PDU Ssession parameters as policy parameters. The associated PDU Ssession parameters may include the dedicated DNN information which is subject to ProSe secondary authentication.	Comment by Huawei SA2#157 Thursday: It is all just subscription data – it is not different subscription data.
SA2 did not reach any consensus on whether there is a need to does no expect to define additional SM subscription data specific for ProSe Secondary Authentication performed by of the L3 Remote UE..	Comment by Interdigital: Interdigital does not agree additional SM subscription is needed.


 

	SA3 Q2a. With assumption in Q1, can such DNN be used by the UE for both direct network connectivity when acting as a regular UE and L3 UE-to-network relay connectivity when acting as a Remote UE? 


SA2 A2a: 
DNN(s) dedicated for L3 UE-to-network relay connectivity are used.
The DNN used by the UE for direct network connectivity when acting as a regular UE and the DNN used for L3 UE-to-network relay connectivity when acting as a Remote UE are orthogonal.

	SA3 Q2b. With assumption in Q1, what is the architecture assumption on the DN and DN-AAA deployment (e.g. DN-AAA address can be configured in the subscription data or locally configured in SMF of relay UE or derived from EAP-ID provided by the Remote UE) for the relay traffic in case the Remote UE and the Relay UE are from different PLMNs? For DN-AAA address determination by SMF, the draft CR presently assumes the reuse of existing mechanisms (e.g., DN-specific identity in EAP Response/Identity message from Remote UE).


SA2 A2b: 
According to TS23.502, DN-AAA server address can be locally configured in SMF of Relay UE, can be identified based on DN-specific identity, or can be retrieved from UDM of the Remote UE. If the DNN-AAA server address is provided by the UDM, and if the Remote UE and the Relay UE are from different PLMNs, the Relay UE’s SMF may not be able to reach the Remote UE’s DN-AAA server, and in this case, SA2 would need to further study whether and how secondary authentication for Remote UE is feasibleSMF may fallback to other method.	Comment by Interdigital: We cannot agree it is not feasible. Therefore, I think we need further study on this small matter.	Comment by Ericsson: How to get the credentials in the UE is supposed to contact the DN-AAA in HPLMN but not a DN-AAA in another PLMN is to be invovled?	Comment by Interdigital: Why credentials to contact DN-AAA is plmn specific? Authentication between DN-AAA and UE are end to end.

	SA3 Q3. The draft CR assumes that the Relay UE is able to determine that a Prose secondary authentication is required by the DN for a Remote UE based on some configuration (e.g., based on prior PDU Session secondary authentication run). And after a successful PC5 security establishment the Relay UE sends a Direct Communication Accept message to the remote UE with an indication that the Remote UE shall not send any traffic over L3 UE-to-network relay connectivity until further notification from the relay UE. What are architectural or procedural aspects which SA2 sees in using this approach? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?


SA2 A3: 
A Relay UE can determine whether ProSe secondary authentication is required by a DN which is based on configuration or based on indication from SMF during PDU session establishment procedure. It is also assumed that SMF and PCF are configured with dedicated DNN which is subject to secondary authentication. 
	Comment by Interdigital: IT does not belonging to Q3. Why it is needed?
SMF and PCF are configured about dedicated DNN. Therefore it is quite clear SMF makes decision based on configuraiton.
Regarding the new indication from the Relay UE to the Remote UE, SA2 think further study would be needed for whether and how the IP address allocation and the QoS handling is delayed, and how to handle the situation that the network does not trigger secondary authentication.


	SA3 Q4a. The draft CR assumes the Remote UE report procedure is used by the relay UE to trigger SMF to initiate a secondary authentication of the Remote UE. What are the architectural or procedural aspects which SA2 sees in using this mechanism? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?


SA2 A4a: 
SA2 understand Remote UE Report may be reused to trigger SMF to initiate a secondary authentication of the Remote UE.SA2 discussed the mechanism in Q4a and could not reach consensus on it.	Comment by Interdigital: As I responded in separate email. If want to address this, it is also needed to address there is no specification preventing the usage.
So, for this circumstance, it will be better we declare SA2 could not reach an consensus on this matter.


	SA3 Q4b. The existing Remote UE report procedure allows a relay UE to include several Remote User IDs in the Remote UE report message. Is it possible for the Relay UE to trigger SMF to initiate a secondary authentication for one specific UE if multiple Remote User IDs are included in the same Remote UE report message? If not, based on assumption in Q3, is it possible to use a separate Remote UE report to trigger SMF to initiate a secondary authentication for a Remote UE if subject to secondary authentication?


SA2 A4b:
SA2 think further study would be is needed on how an SMF can determine whether one specific UE needs secondary authentication when multiple Remote User IDs are included in the same Remote UE report. SA2 think it is possible to use a separate Remote UE report to trigger SMF to initiate a secondary authentication for a Remote UE if subject to secondary authentication . SA2 discussed the use of separate Remote UE reports to trigger secondary authentication, could not reach consensus on it.	Comment by Interdigital: Reflected Qualcomm and OPPO's comment

	SA3 Q5a, When SMF needs to perform ProSe Secondary Authentication for a Remote UE, can the SMF use the same session established with DN-AAA for the secondary authentication of the Relay UE, or whether the SMF should establish a new session with DN-AAA for each Remote UE that is subject to DN level authorization? 


SA2 A5a:
SA2 cannot reach consensus whether same session or separate session will be used. 


	SA3 Q5b, If the SMF should establish a new session for each Remote UE that is subject to DN level authorization with DN-AAA, how would the interactions between SMF and DN-AAA be like for each remote UE, e.g. regarding UE IP address/MAC notifications, DN authorization information from DN-AAA, knowing that the GPSI of Remote UE is available to the SMF?


SA2 A5b:
See also A5a. SA2 think further study would be needed on this aspect. needs further study on .this matter. But, SA2 expects that the Remote UE should be identifiable to the DN-AAA for authentication.	Comment by Ericsson 2: There may be more aspects to study

Part 2 (feedback to SA3 TEI18 WID S3-222366): 	Comment by Interdigital: Ericsson's comments cannot be agreed as SA2 consented opinion. Therefore, I made it clear as an argument on the issue from some company. But, SA3 to review and provide feedback.
While SA2 discussed the above questions, a company raise comments relating to the use case and justification of SA3 TEI18 WID this as follows:(refer to S2-2306580) 
-	Per TS 23.304 clause 5.4.1.3, a separate DNN is used for L3 UE-to-Network Relay connectivity, which implies that the assumption in the WID that a DN is used for both direct network connectivity and L3 UE-to-Network Relay connectivity is not valid, see A2a above. 
-	The justification in the WID on the negative outcome “DN denies service to the Remote UE, as the DN may consider the Remote UE as an abnormal UE” is not valid either as the Remote UE is not visible in the DN.

-	While the main aspects of the proposal in the living document S3-232114 remain open it might be worth reconsidering the function from use case perspective, e.g. why an operator would like to delegate authorization to a (third party) DN-AAA for a DN dedicated for relay traffic considering there maybe additional (roaming) agreement/coordination with another PLMN on that PLMN's UE SM subscription data in some cases. 


SA2 kindly asks SA3 to consider the all the answers and observations above.
   Questions to SA3 : it is asked whether there is any security threat when Remote UE access relaying DNN based on authorization based on Relay UE’s subscription without secondary authentication.	Comment by Interdigital: This question shall be updated by Judy

2. Actions:
To SA3:
Action: SA2 kindly asks SA3 to take the above into accounttake the above information into account.
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