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Classification of the Work Item and linked work items
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Justification

Enterprises today use a variety of wireless technologies to provide constant connectivity within an office or campus. For example, cellular access can be used to provide comprehensive coverage in the campus inside and outside of the building, WLAN can be used to provide hotspot coverage in conference rooms or staff office. 
Today, mobile office and home office are becoming more and more popular, i.e. users do not have to be in the working place to access files, databases, or other office equipments, allowing the flexibility to work remotely, including from a customer premise or other off-site location. Therefore the secure and reliable connection between the employees’ office equipment including UE or non-5GC capable device should be established no matter where the user is. A number of challenges arise due to more flexible location changes of the user, not to mention the user may be in the high-speed movement, e.g. in train or in taxi. A solution is needed for the enterprise to be able to provide intranet access to all the devices used by its employees. 

In addition, as mentioned above, employees’ office equipment may include the 5GC capable UE or non-5GC capable devices. When the user is in some place with only cellular coverage, his non-5GC capable device may access his working equipment via the 5GC capable UE which provides WLAN AP function for his non-5GC capable devices. What's more complicated but possible, more than one non 5GC capable devices belonging to the different employees may connect via the same relay UE. The enterprise wants to identify and manage these equipment (e.g. laptop) to allow only authorized equipment to access to his own office network and block access from non-company equipment (e.g., a visitor’s laptop). The enhancement of the 5G system is needed to allow for the creation and utilization of user-specific identities for the non-5GC capable device to offer services, independent of the subscription that is used by the relay UE to establish the connection. 
To sum up, this study aims at investigating system enhancements required for 5G system to support 5GC capable UE accessing office network by using cellular access anywhere, and non-5GC capable devices accessing via relay UE with different user identities. All these cases are defined as 5G mobile VPN in this SID.
4
Objective

The objective of this study is to investigate how the 5G System can be enhanced to support the 5G mobile VPN in the 3GPP network. The following aspects will be studied:

· How 5GC identifies the user identifier of the device accessing the 5GC via the relay UE which has the 3GPP subscriptions.   

· How the 5GC can authenticate/authorize the user identities of the device behind the UE, what information is needed to identify the device, and whether this information is linked with the 3GPP subscriptions. 

· How to control the relay UE, e.g. whether the NAT is allowed in the relay UE, and which devices and how many devices are allowed to access via this relay UE. 

· Whether and how the 5GC establishes separate PDU sessions for the different devices, e.g. belonging to the different users. How to allocate the IP addresses for the devices, and how to control the traffic from the different devices, e.g. by using the different QoS or charging policy.
· How to establish the connection between the different devices via the different relay UE. Whether and how to support the device service to be isolated, controlled by the relay UE or 5GC.  
· Study how the remote UE, i.e. the UE outside the campus, can communicate with the devices behind the relay UE located in the campus via 5GC. 

· Whether and how to extend the 5G VN or PIN to support the per subscriber level group for personal office network.
· How to route the traffic between the remote UE and the devices belonging to the same personal office network crossing different UPFs.

·  How to discover the devices behind the relay UE if there is NAT existing in the network. 
Solutions that are developed as part of this study will reuse, as much as possible, Rel-18 features such as 5G VN, PIN, if applicable. 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	23.abc
	Study on the mobile VPN in the 5G System
	TSG#
	TSG#
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
TBD
7
Work item leadership

SA2
8
Aspects that involve other WGs

Security aspects will be covered by SA3.

Charging aspects will be covered by SA5.

9
Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	

	

	

	

	

	

	

	

	

	

	

	

	


