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1. Overall Description:
SA2 would like to thank SA3 regarding the L LS on ProSe Secondary Authentication. SA2 discussed SA3 draft CR and provides following feedback.

Q1. The draft CR assumes that a DNN subject to ProSe Secondary Authentication and dedicated for UE-to-Network Relay service (i.e., associated with an RSC) shall be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. And a DNN that is not subject to ProSe Secondary Authentication may or may not need to be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. What are the architectural or procedural aspects from SA2 point of view regarding this assumption?
SA2 Answer: Subscription data of a Remote UE that is configured to use an RSC associated with a DNN/S-NSSAI, should include the DNN/S-NSSAI as subscribed DNN/S-NSSAI for the UE. A Remote UE that does not have subscription for a DNN/S-NSSAI but configured to use the RSC associated with the unsubscribed DNN/S-NSSAI is considered as mis-configured UE or having outdated configuration.

Q2a. With assumption in Q1, can such DNN be used by the UE for both direct network connectivity when acting as a regular UE and L3 UE-to-network relay connectivity when acting as a Remote UE? 
SA2 Answer: SA2 assumes that dedicated DNN and S-NSSAI is used for Relay service as described in clause 5.4.1.3 of TS 23.501. Therefore, the DNN/S-NSSAI used for Relay service is not used by the UE when the UE directly connects to the network.
	[bookmark: _Toc131158928]5.4.1.3	Policy control and session binding to support 5G ProSe Layer-3 UE-to-Network Relay without N3IWF
To enable support for policy control for 5G ProSe Layer-3 Remote UEs accessing 5GC via a 5G ProSe Layer-3 UE-to-Network Relay without involving N3IWF, the policy control functionality specified in TS 23.503 [9] is applied with the following functionalities:
-	The 5G ProSe Layer-3 UE-to-Network Relay, the SMF and PCF shall be configured with DNN(s) dedicated for UE-to-Network Relay connectivity, as specified in clause 5.1.4.1.
NOTE 1:	If Local Breakout configuration is supported for relay connectivity, the dedicated DNN needs to be well-known DNN to allow seamless operation across various operators' networks.



Q2b. With assumption in Q1, what is the architecture assumption on the DN and DN-AAA deployment (e.g. DN-AAA address can be configured in the subscription data or locally configured in SMF of relay UE or derived from EAP-ID provided by the Remote UE) for the relay traffic in case the Remote UE and the Relay UE are from different PLMNs? For DN-AAA address determination by SMF, the draft CR presently assumes the reuse of existing mechanisms (e.g., DN-specific identity in EAP Response/Identity message from Remote UE).
SA2 Answer: The Remote UE and Relay UE should be configured to use RSC associated with specific DNN and S-NSSAI for relay service. This means that there should be proper service level agreement between Remote UE's PLMN and Relay UE's PLMN. DN-AAA address can be configured in the subscription data or locally configured in the SMF. Note that from Rel-15, secondary authentication supports roaming for both local breakout session and home routed session. Existing mechanism can be reused to supported secondary authentication of Remote UE.

Q3. The draft CR assumes that the Relay UE is able to determine that a Prose secondary authentication is required by the DN for a Remote UE based on some configuration (e.g., based on prior PDU Session secondary authentication run). And after a successful PC5 security establishment the Relay UE sends a Direct Communication Accept message to the remote UE with an indication that the Remote UE shall not send any traffic over L3 UE-to-network relay connectivity until further notification from the relay UE. What are architectural or procedural aspects which SA2 sees in using this approach? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?
SA2 Answer: SA2 has no concern on SA3 approach. Similar mechanism is supported for UAS and secondary authentication over EPC, i.e., the SMF+PGW-C can indicate "UpLink Data is NOT ALLOWED" in PCO so that uplink data is not transmitted by the UE until secondary authentication is completed. In addition, the SMF can configure the UPF to drop the traffic from the unauthenticated Remote UE.

Q4a. The draft CR assumes the Remote UE report procedure is used by the relay UE to trigger SMF to initiate a secondary authentication of the Remote UE. What are the architectural or procedural aspects which SA2 sees in using this mechanism? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?
SA2 Answer: SA2 is fine with SA3 approach.

Q4b. The existing Remote UE report procedure allows a relay UE to include several Remote User IDs in the Remote UE report message. Is it possible for the Relay UE to trigger SMF to initiate a secondary authentication for one specific UE if multiple Remote User IDs are included in the same Remote UE report message? If not, based on assumption in Q3, is it possible to use a separate Remote UE report to trigger SMF to initiate a secondary authentication for a Remote UE if subject to secondary authentication?
SA2 Answer: It is possible to include multiple Remote User IDs in the same Remote UE report message. Multiple SM NAS messages can be transferred in parallel to perform secondary authentication of multiple Remote UEs.

Q5a, When SMF needs to perform ProSe Secondary Authentication for a Remote UE, can the SMF use the same session established with DN-AAA for the secondary authentication of the Relay UE, or whether the SMF should establish a new session with DN-AAA for each Remote UE that is subject to DN level authorization?
SA2 Answer: The SMF should establish a new session with DN-AAA for each Remote UE.

Q5b, If the SMF should establish a new session for each Remote UE that is subject to DN level authorization with DN-AAA, how would the interactions between SMF and DN-AAA be like for each remote UE, e.g. regarding UE IP address/MAC notifications, DN authorization information from DN-AAA, knowing that the GPSI of Remote UE is available to the SMF?
SA2 Answer: The SMF reports UE IP address/MAC address of each Remote UE. The DN authorization information from the DN-AAA can be used by the SMF/PCF to determine e.g., allowed MAC addresses, Session AMBR, etc. of PDU Session for relaying.

2. Actions:
To SA3 group.
ACTION: 	SA2 kindly asks SA3 to take above information into consideration.

3. Date of Next TSG SA WG2 Meetings:
TSG-SA2 Meeting#158	Aug 21 – 25, 2023	Gothenburg, Sweden
TSG-SA2 Meeting#159	Oct 9 – 13, 2023	Xiamen, China
