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Abstract of the contribution: This paper discusses and proposes a way forward for secondary authentication & authorization for Layer-3 UE-to-Network relaying.
1 Discussion
1.1 Background 
[bookmark: S2-2306302]In LS S2-2306302 (S3-232108), SA3 sends a list of questions assuming there is a need to perform secondary authentication for L3 Remote UE via L3 UE-to-Network Relay without N3IWF (which is called “ProSe Secondary Authentication” in SA3 LS).
Below provided is some analysis from perspectives of requirement, architecture and procedure. 

1.2 [bookmark: _Ref134562222]Regarding the assumption on the need of secondary authentication for L3 Remote UE via L3 UE-to-Network Relay without N3IWF
1.2.1 Observations from SA3 TEI18 WID and clause 5.4.1.3 of TS 23.304
SA3 TEI18 WID S3-222366 includes the following:
3 Justification
…
Support for Prose Secondary Authentication is needed to enable a Remote UE to access a DN that requires a Secondary Authentication. A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC. Without the support for ProSe Secondary Authentication, when a Remote UE attempts to connect via a ProSe UE-to-Network Relay to a DN requiring the Secondary Authentication, it leads to one the following negative outcomes:
 -  the DN denies service to the Remote UE, as the DN may consider the Remote UE as an abnormal UE or 
 -  the Remote UE obtains unauthorized access to the DN and network resources without proper credentials/authorization. 
[Observation-1.2.1] The justification text “A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC” (in SA3 TEI18 WID S3-222366) assumes that a DN is used for both direct network connectivity and L3 UE-to-Network Relay connectivity.
[Observation-1.2.1a] The justification on the negative outcome “DN denies service to the Remote UE, as the DN may consider the Remote UE as an abnormal UE” is not valid as the Remote UE is not visible in the DN.

TS 23.304 v17.6.0 specifies the following:
[bookmark: _Toc122419942]5.4.1.3	Policy control and session binding to support 5G ProSe Layer-3 UE-to-Network Relay without N3IWF
To enable support for policy control for 5G ProSe Layer-3 Remote UEs accessing 5GC via a 5G ProSe Layer-3 UE-to-Network Relay without involving N3IWF, the policy control functionality specified in TS 23.503 [9] is applied with the following functionalities:
- The 5G ProSe Layer-3 UE-to-Network Relay, the SMF and PCF shall be configured with DNN(s) dedicated for UE-to-Network Relay connectivity as specified in clause 5.1.4.1).
[Observation-1.2.1b] Per clause 5.4.1.3 of TS 23.304, the SMF and PCF shall be configured with DNN(s) dedicated for L3 UE-to-Network Relay connectivity without N3IWF, which implies the assumption in [Observation-1.2.1] is not valid and the need of secondary authentication for L3 Remote UE is thus questionable.
1.2.2 Observations from clause 5.1.4 of TS 23.304 on Authorization and Provisioning for 5G ProSe UE-to-Network Relay and Remote UE
TS 23.304 clause 5.1.4 specifies the following:
5.1.4.1 Policy/Parameter provisioning for 5G ProSe UE-to-Network Relay
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-Network Relay:
…
2)	ProSe Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relay:
-	Includes the parameters that enable the UE to perform 5G ProSe UE-to-Network Relay Discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	…
-	For 5G ProSe Layer-3 UE-to-Network Relay, the PDU Session parameters (PDU Session type, DNN, SSC Mode, S-NSSAI, Access Type Preference) to be used for the relayed traffic for each ProSe Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-Network Relay, see TS 33.503 [29].
[Observation-1.2.2] Per TS 23.304 clause 5.1.4.1, for 5G ProSe Layer-3 UE-to-Network Relaying (without N3IWF), a Relay Service Code is associated with PDU Session parameters (e.g., PDU Session type, DNN, SSC Mode, S-NSSAI). 
[Observation-1. 2.2a] When a L3 Relay supporting a specific RSC attempts to establish a PDU Session for L3 UE-to-Network connectivity based on the PDU Session parameters associated with that RSC, if the PDU session parameters (e.g. PDU Session type, DNN, SSC Mode and S-NSSAI) are authorized by the L3 Relay’s subscription and serving network, and if the PDU Session is successfully established, it implies that L3 Remote UE is allowed to use the L3 UE-to-Network Relay connectivity. There is no need for the L3 Relay’s AMF and SMF to check the L3 Remote UE’s UDM whether those PDU Session parameters are authorized by the L3 Remote UE’s subscription data.
[View-1.2.2] By the same analogy as in [Observation-1.2.2a], if a L3 Relay is authenticated/authorized by an DN-AAA server (i.e. secondary authentication is performed successfully for the L3 Relay), it is our view that the L3 Remote UE’s traffic via the L3 UE-to-Network Relay is implicitly authorized and there is no need to perform secondary authentication/authorization for the L3 Remote UE.
[Observation-1.2.2b] The PDU Session parameters (e.g. PDU Session type, SSC mode, DNN(s), Secondary authentication indication & DN-AAA Server addressing information for the DNN(s)) used for L3 UE-to-Network Relay connectivity is relevant to the PDU Session established by the L3 Relay and is orthogonal to the L3 Remote UE’s subscription data.

1.3 [bookmark: _Ref134562230]Discussion on SA3 questions under the assumption that secondary authentication for L3 Remote UE is needed
1.3.1 Questions related to L3 Remote UE’s Session Management subscription data and L3 Relay’s SMF handling
SA3 Q1 is related to additional SM subscription data for Remote UE:
	Q1. The draft CR assumes that a DNN subject to ProSe Secondary Authentication and dedicated for UE-to-Network Relay service (i.e., associated with an RSC) shall be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. And a DNN that is not subject to ProSe Secondary Authentication may or may not need to be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. What are the architectural or procedural aspects from SA2 point of view regarding this assumption?


The assumption in Q1 implies the following:
[Implication-1.3.1] The assumption in Q1 is not aligned with the orthogonality as described in [Observation-1.2.2b]. The assumption in Q1 also implies that the UDM of a UE authorized to act as a L3 Remote UE needs to have additional SM subscription data specific for secondary authentication performed by the L3 Relay’s SMF for the L3 Remote UE. 
NOTE: The additional SM subscription data includes parameters such as DNN(s) (which are to be used by the L3 Relay to establish PDU Session for the L3 UE-to-Network connectivity), Secondary authentication indication and optionally DN-AAA Server addressing information associated with those DNN(s).
[Implication-1.3.1a] If a Remote UE and its Relay are from different PLMNs, the assumption in Q1 implies that SM subscription data of a UE in one PLMN (i.e. L3 Remote UE’s PLMN) needs to be dependent on SM subscription of another UE in another PLMN (i.e. L3 Relay’s PLMN), which is not desirable in our view and the implication to operators requires further discussion. 

SA3 Q2b is related to the interaction between SMF and DN-AAA server. 
	Q2b. With assumption in Q1, what is the architecture assumption on the DN and DN-AAA deployment (e.g. DN-AAA address can be configured in the subscription data or locally configured in SMF of relay UE or derived from EAP-ID provided by the Remote UE) for the relay traffic in case the Remote UE and the Relay UE are from different PLMNs? For DN-AAA address determination by SMF, the draft CR presently assumes the reuse of existing mechanisms (e.g., DN-specific identity in EAP Response/Identity message from Remote UE).


[Observation-1.3.1] Under the assumption in Q1, SA2 understands that the 3 existing mechanisms on how the SMF gets the DN-AAA server address (mentioned in Q2b) should continue to work. As a result, if the DNN-AAA server address is provided by the UDM, and if the Remote UE and the Relay are from different PLMNs, the Relay’s SMF may not be able to reach the Remote UE’s DN-AAA server, thus in this case secondary authentication for Remote UE is not feasible. 

1.3.2 Question related to DNN used for L3 UE-to-Network Relay connectivity, dedicated, or shared with direct connectivity?
SA3 question Q2a: 
	Q2a. With assumption in Q1, can such DNN be used by the UE for both direct network connectivity when acting as a regular UE and L3 UE-to-network relay connectivity when acting as a Remote UE? 


Per [Observation-1.2.1a], DNN(s) dedicated for L3 UE-to-network relay connectivity are used.
Per [Observation-1.2.2b]), the DNN used by the UE for direct network connectivity when acting as a regular UE and the DNN used for L3 UE-to-network relay connectivity for a Remote UE are orthogonal.
1.3.3 Questions related to assumption that L3 UE-to-Network Relay knows whether to perform secondary authentication for L3 Remote UE
TS 23.502, clause 4.3.2.3 specifies the following: 
4.3.2.3	Secondary authorization/authentication by an DN-AAA Server during the PDU Session establishment
The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment…
…
At any time after the PDU Session establishment, the DN-AAA Server or SMF may initiate Secondary Re-authentication procedure for the PDU Session as specified in clause 11.1.3 in TS 33.501 [15]. Step 3a to step 3f are performed to transfer the Secondary Re-authentication message between the UE and the DN-AAA Server…
[Observation-1.3.3] The secondary authentication procedure is triggered by the network, but not by a UE.

SA3 question Q3:
	Q3. The draft CR assumes that the Relay UE is able to determine that a Prose secondary authentication is required by the DN for a Remote UE based on some configuration (e.g., based on prior PDU Session secondary authentication run). And after a successful PC5 security establishment the Relay UE sends a Direct Communication Accept message to the remote UE with an indication that the Remote UE shall not send any traffic over L3 UE-to-network relay connectivity until further notification from the relay UE. What are architectural or procedural aspects which SA2 sees in using this approach? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?


[Observation-1.3.3a] For L3 Relay, it is unclear what “prior PDU Session secondary authentication run” mean thus unclear how a L3 Relay can determine that the secondary authentication is required by the DN for a Remote UE.  
[Observation-1.3.3b] For L3 Remote UE, it is unclear either whether the IP address allocation and the QoS handling currently performed at DCA needs to be delayed until the secondary authentication for the L3 Remote UE is successful. 
[Observation-1.3.3c] Regarding the new indication from the Relay to the Remote UE, how to handle the situation that the network does not trigger secondary authentication remains to be investigated.
SA3 questions:
	Q4a. The draft CR assumes the Remote UE report procedure is used by the relay UE to trigger SMF to initiate a secondary authentication of the Remote UE. What are the architectural or procedural aspects which SA2 sees in using this mechanism? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?
Q4b. The existing Remote UE report procedure allows a relay UE to include several Remote User IDs in the Remote UE report message. Is it possible for the Relay UE to trigger SMF to initiate a secondary authentication for one specific UE if multiple Remote User IDs are included in the same Remote UE report message? If not, based on assumption in Q3, is it possible to use a separate Remote UE report to trigger SMF to initiate a secondary authentication for a Remote UE if subject to secondary authentication?



Per TS 23.304 clause 6.5.1.1, Remote UE Report message is used by the L3 Relay to report the connected or disconnected Remote UEs to the SMF, and the message is sent after successful PDU Session establishment by the L3 Relay, which implies that the procedures over PC5 (e.g., secure PC5 link establishment, QoS handling, IP address allocation) are already performed.
In the attached living document S3-232114, new procedure (for L3 Remote UE’s secondary authentication) is embedded between the Remote UE Report request and response.
[Observation-1.3.3d] Remote UE Report request/response is intended for reporting the remote UE’s connected status. The proposal in the living document S3-232114 to embed the new procedure (for L3 Remote UE’s secondary authentication) within Remote UE Report request/response is not aligned with the intention of Remote UE Report request/response. How the procedure should look like (including QoS handling and IP address allocation over PC5) and how multiple Remote UEs should be handled require further investigation.


1.3.4 Question related to the procedure used to trigger L3 Remote UE’s secondary authentication if needed
SA3 questions:
	Q5a, When SMF needs to perform ProSe Secondary Authentication for a Remote UE, can the SMF use the same session established with DN-AAA for the secondary authentication of the Relay UE, or whether the SMF should establish a new session with DN-AAA for each Remote UE that is subject to DN level authorization? 
Q5b, If the SMF should establish a new session for each Remote UE that is subject to DN level authorization with DN-AAA, how would the interactions between SMF and DN-AAA be like for each remote UE, e.g. regarding UE IP address/MAC notifications, DN authorization information from DN-AAA, knowing that the GPSI of Remote UE is available to the SMF?


As discussed in section 1.3.1, the DN-AAA server for a Remote UE may be different from that of a Relay, therefore it may not be technically feasible to use the same session between SMF and DN-AAA server.
[Observation-1.3.4] Regardless of the same or different DN-AAA server being used for the Remote UE and the Relay, the impact to the existing secondary authentication procedure including the implication to the DN-AAA server to handle the Remote UE(s) requires further investigation.

1.4 Proposal on the way forward
To summarize the discussions in sections 1.2 and 1.3, 
- 	The need to perform secondary authentication for L3 Remote UE is questionable (see [Observation-1.2.1a/b], [Observation-1.2.2a] & [View-1.2.2]). 
-	Under the assumption that secondary authentication for L3 Remote UE is needed, the implications and impacts require further discussion/evaluation, e.g.   
-	The assumption implies UDM of a UE authorized to act as a L3 Remote UE needs to have additional SM subscription data specific for secondary authentication performed by the L3 Relay’s SMF for the L3 Remote UE. 
-	In the case that Remote UE and Relay are from different PLMNs, SM subscription data of a UE in one PLMN (i.e. L3 Remote UE’s PLMN) will be dependent with another PLMN (i.e. L3 Relay’s PLMN) (see [Implication-1.3.1&1.3.1a]).
-	The L3 Relay’s SMF may not be able to reach the Remote UE’s DN-AAA server (see [Observation-1.3.1])
-	It is not clear how the L3 Relay determine that secondary authentication for a Remote UE is needed, and the further handling in L3 Remote UE and L3 Relay require further investigation (see [Observation-1.3.3a &1.3.3b&1.3.3c]). 
-	How the procedure between UE and SMF would look like and how multiple Remote UEs can be handled require further investigation (see [Observation-1.3.3d])
-	Regardless of the same or different sessions between SMF and DN-AAA server being used, the impact to the existing secondary authentication procedure including the implication to the DN-AAA server to handle the Remote UE(s) requires further investigation (see [Observation-1.3.4]).
Considering that the need to have secondary authorisation for L3 Remote UE is questionable, and the main aspects of the proposal in living document S3-232114 are still open and may face operational/technical challenges, it is in our view that the support of the secondary authentication for L3 Remote UE requires re-evaluation. 
[Proposal-1] It is proposed that SA2 request SA3 to re-evaluate the need of secondary authentication for Remote UE. 
2 Proposal
[Proposal-1] It is proposed that SA2 request SA3 to re-evaluate the need of secondary authentication for Remote UE. 
See LS reply in S2-2306581. 
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