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1. [bookmark: _Toc327548005][bookmark: _Toc327548205][bookmark: _Toc330993688]Introduction
This LS lists Roaming Hubbing specific requirements and responds to 3GPP SA3 LS on 5GS roaming hubbing (S3-214456). 

2. 5G SA Roaming Hubbing Service Requirements 
Operators can choose per roaming relation whether to have a bilateral connection or to use a roaming hub service. In the latter case the operators can choose which roaming hub's service to use for a roaming relation.

The Roaming Hubbing service is based on the following Trust Model alternatives: 
· In Option 2 in clause 6.2 of AA.73 “Provider takes Financial Liability: where the VPMN has a business relationship only with RH and similarly HPMN has a business relationship only with the RH.”, i.e., both VPMN and HPMN have fully outsourced all or part of their roaming associations to their respective RH provider(s) and for these roaming associations there is no direct contact between VPMN and HPMN. The trust model assumes that an RH assumes full liability for the Roaming Hubbing services and all exchanged traffic (control and user plane) utilized in the execution of the Roaming Hubbing service. The RH is required to effectively apply all necessary security controls, as stated in requirement 12 below. The RH and the client PLMN operator are also required to respect applicable privacy regulation. This regulation may require them to only grant access to information the RH needs to be able to fulfil its tasks, but not to the entire traffic. This regulation may also mandate which jurisdictions the traffic may be directed to, or pass through.
NOTE:	This trust model is dependent on the liability clause being updated to reflect that liability is not limited only to proven negligence outside of billing, invoicing and payment of International Roaming charges.
· In Option 3 of the same clause 6.2 of AA.73, the RH provider assumes no such liability.

The list below reflects the set of service requirements for the Roaming Hubbing Service in the 5G SA roaming eco-system. The roaming hub shall be able to:
1. Provide services outside a PLMN’s domain, without the need for PLMNs to establish direct network relations with each other, and without impacting how the roaming partners of the Client Operators operate.
Note	Provide technical services to establish roaming on behalf of a PLMN (Client Operator), outside a PLMN's domain.  
A PLMN can support both bi-lateral direct relationships and RH services toward different roaming partners (exclusive relationships)
2. Provide Roaming Hubbing agreements management including financial, privacy and security liabilities.
Note	Provide visibility to and management (or control) of CP and UP traffic between PLMNs as the primary contracting and liable party.  
Related but different requirements are in #5 and #14.
Note 	A Roaming Hub provider acts as the primary contracting and liable party on behalf of a PLMN (including financial, privacy and security liabilities) by providing Roaming Hubbing agreements management, which has impact on how a roaming hub requires to manage CP and UP traffic (see #5 and #14)
3. Perform passive tracing for signalling messages & content, i.e. determine that a message or user plane data has passed through the RH. 
Note	This requirement is independent from lawful interception capabilities.
4. Provide CDR generation and storage for wholesale billing mediation, charging and dispute handling.
5. [bookmark: _Hlk100770071]Establish control plane connectivity with the Roaming Partners on behalf of the Client Operators.
6. Reject the N32 interface connectivity and any control plane traffic exchanged over the N32 interface with Roaming partners on behalf of the Client Operators. 
7. Centralise roaming inter-operability tests for RH-mediated relations.
8. Peer with another RH providers, each serving different Client Operators. A maximum of two RH providers shall be supported in a roaming path.
9. Identify visited and home PLMN in every message exchanged over the N32 interface
NOTE: 	It is preferred that the RH service is able to identify the home PLMN ID in every message. However, that depends on the feedback from 3GPP WGs and whether that is possible. 
10. Implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs). 
11. To be perceived as a roaming partner for its Client Operators in a similar manner as RH providers are defined and working in the mobile roaming eco-system for 2G/3G and LTE.
Note 1	A Roaming Hub is an intermediary that provides the technical and commercial means to facilitate the deployment and operation of International Roaming Services between the Client Operator and a set of selected Connected Operators.  The Roaming Hubs specific requirements, according to their role and responsibilities assumes financial and technical liability to apply all necessary controls and access to all CP and UP communications.
Note 2	Provide the ability for RH to support any Client PLMN applicable privacy and security regulations, which may limit access to specific information not required for RH to fulfil its obligations or may mandate jurisdiction where services can be provided.
12. [bookmark: _Ref102131989]Adhere to the same technical security guidelines as those applicable to mobile operators. In this regard, please be referred to FS.21 chapter 14 “Holistic Security approach for Mobile Roaming services” that need to be added as binding condition in the Roaming Hubbing Agreement Templates.
Note	This implies that all actors (PLMN, outsourced SEPP, RHUB, RVAS) must, among other things, comply with:
· Process and store identifiers and end-user information in a secure manner.
· Only be able to modify, add or delete information that is relevant to their role, respecting what is contractually agreed in service level agreements (SLAs) and service level objectives (SLOs) and enforced technically.
· Isolation of the individual operator signalling flows should be taken into account as well as the associated means for isolation breaches detection and mitigation.
13. Control the roaming subscriber user plane in order to protect RH business which is financially liable.
This control shall include the ability to prevent high data consumption as well as throttling or stopping ongoing data sessions on an individual user basis.
14. [bookmark: _Hlk117602872]To limit roaming to a set of test users during the test phase, as only test users are allowed to perform roaming registration via the roaming hub. 
To avoid impacts on business, the roaming hub shall be able to reject commercial user registration with an appropriate release cause in order for the UE to be able to reselect another roaming partner or technology.   
15. To automate or streamline the management of multiple connections and certificates by the RH for its operator customers, for reasons of service viability and operational efficiency.
16. To serve hundreds of roaming relations between its customer operators in an efficient manner. In a setting with n RH customers, up to n * (n – 1)/2 roaming relations need to be supported, each involving N32 connections for inbound and outbound roamers separately. It is anticipated that, without respective considerations in solution development, scalability issues are likely to occur and operational handling to be difficult. The solution should therefore scale accordingly.   

3. 5GMRR responses to SA3 Observations in S3-214456:
5GMRR thanks 3GPP SA3 for their LS on 5GS roaming hubbing (S3-214456). In response to the requests made by 3GPP SA3, 5GMRR responds as follows.
SA3 Observation 1: The deployment in Figure 1 of 5GJA's LS is not supported by 3GPP specifications, as there is no concept of SEPP chaining, i.e.5GJA’s LS assumes having a RH SEPP on the path between pSEPP and cSEPP.  If there is a requirement to have the RH to control the setup of N32-c between the home and visited network SEPPs, the roaming hub may use a proxy allowing or disallowing the HTTP "connect" method or use of a reverse proxy with SNI TLS-pass through. The roaming hub would take the role of "IPX" for N32-f, and, by using PRINS with appropriately chosen protection policies, can be in control of N32, being able to audit all requests and responses going across the connection marked as "B". SA3 would like to request GSMA to clarify whether the roaming hub could take for role of "IPX" for N32-f as above.
5GMRR response: An IPX provider is an IP connectivity provider between Operators which have established a bilateral direct commercial roaming agreement, including liabilities in relation to fraud and security. In PRINS, the N32 handshake procedure is used between two SEPPs which belong to Operators having a bilateral direct commercial agreement in place so they can mutually authenticate each other and negotiate the security mechanism to use over N32-f along with associated security configuration parameters.
A Roaming Hub is a roaming agreement provider, owning the commercial roaming agreements and establishing inter-PLMN connections between Operators through the Roaming Hub. In a Roaming Hubbing environment there is no bilateral direct commercial agreement between the Operators. A trusted relation exists only between the Operator and the Roaming Hub provider. The connection between Operators is indirect and mediated through the Roaming Hub. The Roaming Hubs are controlling the setup and auditing the use of the inter-PLMN connections, and are involved in the negotiation of the security parameters.  
Consequently, there are significant differences between IPX Providers and Roaming Hubs in terms of roaming agreement ownership, technical requirements, obligations and liabilities.

SA3 Observation 2: It is unclear why 5GJA assumes that a roaming hub would have full visibility of all agreements, as the routing of these N32 connections would be configured to go via the roaming hub only for agreements involving the roaming hub
5GMRR response: 5GMRR was referring to the deployment in which the PLMN1, opposed to what is shown in Figure 1 below, does not have a local SEPP but rather relies on the SEPP of the roaming hub for all the roaming connections including direct bilateral roaming between PLMN 1 and PLMN 2. In that case the Roaming Hub would have full visibility of any direct roaming agreements made, which is highly undesirable and hence this model is not recommended by 5GMRR. 
Instead, the roaming hub should have only visibility of roaming hubbing relations. In Figure 1 this is shown for PLMN-1, PLMN-3, PLMN-4 and PLMNN-5, with the RHUB SEPP handling these relations on behalf of PLMN-1.
[image: ]
Figure 1

SA3 Observation 3: SA3 would like to request GSMA to clarify whether the commercial agreement between network operator and roaming hub covers the RH liability for the visibility of subscriber sensitive information, e.g., privacy and visibility to subscriber specific secret information. 
5GMRR response: Yes, the existing GSMA Roaming Hubbing agreements for 2G/3G/4G include contractual obligations in relation to data privacy. As GSMA WAS develops the template agreement for 5G, the privacy information will be updated and the changes will also be considered for the Roaming Hubbing agreements.
The Roaming Hubbing agreement includes liability clauses such as:
· Neither Party shall be liable to the other Party under or in connection with the Agreement except to the extent of its negligence where such negligence results in proven damage or loss to the other Party, in which event the liability of the negligent Party shall be limited to and shall in no event exceed in respect of any one incident or series of incidents arising from the same cause.
· Limitation of liability as described in this Article shall not apply if damage or loss is caused by a Party's wilful misconduct (including fraud) or gross negligence.
The IPX agreement includes liability clauses such as:
· Nothing herein excludes or limits either Party’s liability (a) for fraud or death or personal injury caused by its negligence or (b) under applicable provisions on product liability. Also any obligation to pay unpaid invoices or to grant credits shall and shall in no way be limited by this clause.
· Save as provided otherwise herein the Parties' claims for any lost revenue, business, contracts or profits or for damages for any legal ground whatsoever - in particular for default, impossibility, positive breach of the contract, consequential damage, special, incidental, indirect or punitive damages, defects or for unlawful acts - are excluded, unless resulting out of the other Party’s at least gross negligence
· The Parties' liability for any claim, loss, expense, or damage shall be limited: 
· With regard to any damaging event this liability shall be limited to 30% of the agreed upon amount of recurring charges payable for one calendar month of the Service affected ("MRC"); 
· With regard to any series of damaging events concerning the same Service and happening within 12 consecutive calendar months this liability shall be limited to the agreed upon amount of recurring charges payable for these 12 consecutive calendar months.
· If binding deadlines are not met, a reasonable extended deadline must be set for delayed fulfilment of the contract requirements. This shall in no way reduce a Party's liability under this Agreement.
Regarding data privacy, both Roaming Hubbing and IPX agreements include clauses such as:
· Each Party’s obligations hereunder to transfer information to the other Party shall not apply to the extent that a Party is prohibited from doing so by the regulations and laws of its own country applicable to IR and/or data protection.
· The Parties confirm that they shall comply with the Data Privacy Regulations/Laws applicable in their respective countries.
  
SA3 Observation 4: 5GJA mentions that "regulation in some countries may require that the PLMN SEPP be deployed in the PLMN and located in the country where the PLMN operates". SA3 would like to ask 5GJA to clarify whether RH is considered to be a PLMN in its own right, with specific PLMN-IDs, and whether the same regulation is applicable to the RH.
5GMRR response: At the moment, the Roaming Hubs are not considered to be PLMNs. The Roaming Hubs may use their own PLMN-ID from a non-geographical range if the 5GS solution would require this. In that case, the regulation for non-geographical networks applies to Roaming Hubs while the regulation for geographical networks applies to PLMNs. 
As an option, the Roaming hub could use the N32 interface without PLMNid negotiated on the N32-c: only SEPP domain name would be used on the N32 interface to identify a SEPP of the roaming hub.
  
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]SA3 Observation 5: In the case of operator group roaming hub, it is unclear why visibility of direct roaming relations would be undesirable if the purpose is for the group to centrally scrutinize the traffic.
3GPP doesn't require that only one SEPP is used inside a PLMN. During discovery, the NRF can steer a cNF towards the correct SEPP. 
5GMRR response:  This topic is clear now, given that Group RH is defined in 3GPP, and SEPP discovery procedures are defined in GSMA.


4. Actions:
GSMA NRG 5GMRR kindly requests 3GPP to consider the above service requirements for roaming hubs and to provide advice on how these requirements can be supported using current specifications.  
Moreover, the group kindly requests SA1, SA2 and SA3, and CT4 to update their specifications in order to support requirements that are currently not covered to support the RH use cases that are established in roaming to date and that should be provided for 5G SA roaming and interconnect, too.
5GMRR would like to work together with 3GPP in order to develop solutions that meet these requirements while complying to the 5GS architecture and security specifications.

NEXT MEETINGS: 
5GMRR#42:	3-4 April 2023
5GMRR#43:	TBA June 2023
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