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1. Overall Description:
SA2 thanks SA3 for their LS on ProSe Secondary Authentication. SA2 discussed the questions in the LS and provides the following responses.

SA3 Q1:
	Question:
The [SA3] draft CR assumes that a DNN subject to ProSe Secondary Authentication and dedicated for UE-to-Network Relay service (i.e., associated with an RSC) shall be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. And a DNN that is not subject to ProSe Secondary Authentication may or may not need to be configured in the subscription data of a 5G ProSe capable UE when acting as a Remote UE. What are the architectural or procedural aspects from SA2 point of view regarding this assumption?

Answer:
The serving PLMN of the Relay UE will need access to the subscription data of a Remote UE from the Remote UEs PLMN. The serving PLMN will need to know the Remote UEs identify and be able to resolve the Remote UEs PLMN and contact it to obtain the subscription data. However, the DNN that the Remote UEs traffic will be sent to depends upon configuration of the Relay UE and serving PLMN. The serving PLMN can reuse the existing method to retrieve the subscription data of the Remote UE.

SA3 Q2a:
	Question:
With assumption in Q1, can such DNN be used by the UE for both direct network connectivity when acting as a regular UE and L3 UE-to-network relay connectivity when acting as a Remote UE? 

Answer:
A UE does not use its own DNN when acting as a Remote UE. As defined in clause 5.4.1.3 of TS 23.303 “The 5G ProSe Layer-3 UE-to-Network Relay, the SMF and PCF shall be configured with DNN(s) dedicated for UE-to-Network Relay connectivity, as specified in clause 5.1.4.1.”

SA3 Q2b:
	Question:
With assumption in Q1, what is the architecture assumption on the DN and DN-AAA deployment (e.g. DN-AAA address can be configured in the subscription data or locally configured in SMF of relay UE or derived from EAP-ID provided by the Remote UE) for the relay traffic in case the Remote UE and the Relay UE are from different PLMNs? For DN-AAA address determination by SMF, the draft CR presently assumes the reuse of existing mechanisms (e.g., DN-specific identity in EAP Response/Identity message from Remote UE).

Answer:
SA2 does not have any architecture assumptions specifically on this scenario.

SA3 Q3:
	Question:
The draft CR assumes that the Relay UE is able to determine that a Prose secondary authentication is required by the DN for a Remote UE based on some configuration (e.g., based on prior PDU Session secondary authentication run). And after a successful PC5 security establishment the Relay UE sends a Direct Communication Accept message to the remote UE with an indication that the Remote UE shall not send any traffic over L3 UE-to-network relay connectivity until further notification from the relay UE. What are architectural or procedural aspects which SA2 sees in using this approach? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?

Answer:
SA2 does not foresee issues with this approach.

SA3 Q4a:
	Question:
The draft CR assumes the Remote UE report procedure is used by the relay UE to trigger SMF to initiate a secondary authentication of the Remote UE. What are the architectural or procedural aspects which SA2 sees in using this mechanism? Is SA2 fine with such approach, or kindly inform of SA2 preferred approach?

Answer:
SA2 does not foresee issues with this approach.

SA3 Q4b:
	Question:
The existing Remote UE report procedure allows a relay UE to include several Remote User IDs in the Remote UE report message. Is it possible for the Relay UE to trigger SMF to initiate a secondary authentication for one specific UE if multiple Remote User IDs are included in the same Remote UE report message? If not, based on assumption in Q3, is it possible to use a separate Remote UE report to trigger SMF to initiate a secondary authentication for a Remote UE if subject to secondary authentication?

Answer:
SA2 does not foresee issues with the SMF initiating a secondary authentication for a single UE within the Remote UE report message.

SA3 Q5a:
	Question:
When SMF needs to perform ProSe Secondary Authentication for a Remote UE, can the SMF use the same session established with DN-AAA for the secondary authentication of the Relay UE, or whether the SMF should establish a new session with DN-AAA for each Remote UE that is subject to DN level authorization?

Answer:
SA2 does not know the stage 3 protocol design on whether a session established for authentication of one UE can be continued for authentication of additional UEs. But from what has been defined in SA2, all remote UEs with the same dedicated DNN as the Relay UE will use the same session.

SA3 Q5b:
	Question:
If the SMF should establish a new session for each Remote UE that is subject to DN level authorization with DN-AAA, how would the interactions between SMF and DN-AAA be like for each remote UE, e.g. regarding UE IP address/MAC notifications, DN authorization information from DN-AAA, knowing that the GPSI of Remote UE is available to the SMF?

Answer:
SA2 expects that the Remote UE should be identifiable to the DN-AAA for authentication.


2. Actions:
To SA3 group.
ACTION: 	SA2 asks SA3 to take the above answers into account.

3. Date of Next TSG SA WG2 Meetings:
TSG-SA2 Meeting #158		August 21 – 25, 2023			Goteborg, SE
TSG-SA2 Meeting #159		October 09 – 13, 2023			Xiamen, CN

