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Abstract of the contribution: This contribution discusses open issues related to the handling of AUN3 devices behind a 5G-RG. 
1. 
Introduction 

It has been agreed in the study conclusions to support Authenticatable Non-3GPP (AUN3) devices behind an RG. In the agreed solution, the 5G-RG supports NAS and manages all RM/CM related states and signalling on behalf of the AUN3 devices.

During the normative phase a potential requirement was brought up that AUN3 devices should only be allowed to register if the 5G-RG is itself registered to the network. Consequently, if the 5G-RG is deregistered, all AUN3 devices behind that 5G-RG needs to be de-registered. 

There is a related EN in the agreed SA2 CR (S2-2306261):

Editor’s Note: Whether and how it can be ensured that AUN3 devices are only allowed to be registered if the RG is registered is FFS
The above assumption is however not obvious, and one could argue in the other direction as well, i.e. a RG should be able to act as a “relay” for AUN3 devices even without itself being registered. The AUN3 devices have their own subscriptions and pay their own bills. They also have their own restriction data (RAT restrictions, area restrictions etc). Therefore, AUN3 devices are not the same as NAUN3 devices using the RG, which are “piggy-backing” on the RG services and rely on RG paying the bills. For AUN3 devices, the RG acts more as a “NAS modem” for the AUN3 device (maybe somewhat similar to TE-MT split but with the subscription related to “TE” instead of the “MT”). Therefore, it is not clear that AUN3 devices accessing their subscribed services needs to be dependent on their “NAS frontend” (the RG) simultaneously accessing its subscribed services. 
Observation: It is not clear that AUN3 devices accessing their subscribed services need to be dependent on the RG simultaneously accessing its subscribed services. A rel-18 solution for AUN3 devices is not dependent on this assumption.
In the below analysis, we anyway assume that there is an assumption that AUN3 devices can only access their services via an RG if the RG is at the same time registered to the network.

In section 2.1, it is discussed what “RG is registered” means in this context

In section 2.2 we look into different solutions for how to ensure that AUN3 devices are only allowed to be registered if the RG is registered.

In section 2.3, we look into the scenario of a AUN3 device acting as UE towards 3GPP access. 

2. 
Discussion 
2.1 
What is an “RG”?

The text “AUN3 devices are only allowed to be registered if the RG is registered” leads to a question:
· What is meant with “RG is registered”? 

Is it:

- 
Alt A: A UE which is a “RG device type” is registered, independent of subscription? This requires that the network needs to be able to differentiate RG devices from other device types (AUN3, N5GC) connecting via wireline access. 

- 
Alt B: A UE using a “RG subscription” needs to be registered? This requires that the network needs to be able to differentiate RG subscriptions from other subscriptions (AUN3, N5GC) when the UE connects via wireline access. 

For Alt A it is not clear how this is done. The RG itself could indicate whether a Registration Request is sent for a RG device type of AUN3 device type. However, is the 5G-RG considered a trusted UE? Could the 5G-RG indicate that it is a 5G-RG device even when registering a AUN3 device, allowing the AUN3 device to get services without the 5G-RG itself being registered?

For Alt B this could be done by using an existing subscription data parameter that is specific for RGs (e.g. RG-LWAC) or by adding a new parameter in the subscription data to e.g. indicate that the subscriber is allowed to serve as relay for AUN3 devices. 

Observation: It is not clear whether “RG is registered” refers to UE being an RG-type device, or the UE/RG registers using a subscription indicated to belong to an RG. 
The solution options in section 2.2 consider both alternatives A and B.
2.2 
Solution options for ensuring that AUN3 devices are only allowed to be registered if the RG is registered
There are different possibilities for ensuring that AUN3 devices are only allowed to be registered if the RG is registered. It could be RG-based, AMF-based, W-AGF-based or a combination. Below we analyse a few alternatives. 

2.2.1 
Alternative 1: RG-based enforcement

In this alternative the 5G-RG ensures that the AUN3 devices are only served if the 5G-RG is itself registered. If the RG is deregistered, the RG triggers a Deregistration Request for all AUN3 devices. 
It can be noted that there is already a requirement related to this alternative 1 in the agreed CR (S2-2306261) from SA2#156-E:

“the 5G-RG shall not issue a NAS register on behalf of an AUN3 device if it is itself not registered.”
Pros:

- 
Simple solution 
- 
No impacts to W-AGF or 5GC

- 
RG anyway needs to “coordinate” the AUN3 devices and the RG itself

Cons:

- 
There is a question if the 5G-RG can be trusted. 

Observation 2: An RG-based solution is a simple solution that could be reasonable in rel-18 considering that this topic was not studied in the study phase. 
2.2.2 
Alternative 2: AMF-based solution
An AMF-based solution was brought up at SA2#156-E but not agreed. In this solution the 5G-RG provides its own GUTI and a device type indication when it sends a NAS Registration Request on behalf of a AUN3 device. The W-AGF selects the same AMF as for the RG itself and forwards the information to AMF. The AMF checks whether the 5G-RG GUTI corresponds to an already registered UE (i.e. RG). A call flow is illustrated below:
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Figure 1. Registration for AMF-based solution alternative

If the 5G-RG is deregistered, the AMF needs to find the UE context of all related AUN3 devices and trigger a deregistration of those UEs (i.e. AUN3 devices). An example call flow is illustrated below that assumes that the 5G-RG locally deregisters the AUN3 devices when it is itself deregistered.
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Figure 2. Deregistration of RG and AUN3 devices in AMF-based solution alternative

Pros:
- 
Enforcement in the network

Cons:

- 
The solution introduces a coordination/dependency between RM state machines for different UEs in AMF (to AMF, the RG and AUN3 devices are basically all UEs). This is a completely new concept that does not exist so far and impacts fundamental logic in AMF, requires new data structures etc. The AMF is today operating per UE, without coordinating RM/CM states between UEs. This existing principle should be kept.
-
This coordination between UEs also causes other complexity in different procedures, e.g. GUTI re-allocation when not only a single UE context is impacted but also UE context for other UEs.
-
Not clear that we can trust 5G-RG to provide device type. An RG could cheat by indicating that the device is an RG even when the RG itself is not registered

-
Not clear that we can trust 5G-RG to provide its RG GUTI when sending NAS messages for AUN3 devices. An RG could cheat by providing some other UE/device/RG’s GUTI. AMF cannot check that the received RG GUTI really refers to the RG used by the AUN3 device. Possibly this drawback can be avoided if the W-AGF determines the RG GUTI and provides to W-AGF, but in that case the W-AGF based solutions (below) seems more suitable. 
Observation 3: An AMF-based solution introduces completely new concepts in AMF and couples multiple RM state machines. This should be avoided. Relying on the RG to provide device type and RG GUTI assumes that we trust the RG. If we trust the RG, an RG-based solution as in Alt 1 is much simpler.

2.2.3 
Alternative 3a: W-AGF-based solution 

Another approach is to rely on W-AGF to coordinate the RG and AUN3 devices connections. In this solution option the W-AGF ensures that the N2 connection of the AUN3 devices are released as soon as the N2 connection of the RG is released. This ensures that the AUN3 devices can use 5GC services only when the RG is connected to 5GC services. 

The W-AGF will be able to know which RG is used by the AUN3 device since the W-AGF will e.g. see the same MAC address for all of them (i.e. the RG’s MAC address). How the W-CP and W-UP protocols are impacted due to AUN3 devices is to be studied by BBF/Cablelabs, but there could e.g. be separate PPPoE sessions per RG and AUN3 device, or some sub-division within the RG’s PPPoE session. In any case there will be a need to treat multiple logical W-CP/W-UP sessions for a single RG. 

The solution can either rely on device type indications from 5G-RG, or by subscription data information provided by AMF via NGAP, i.e. both options A and B discussed in section 2.1. Below we illustrate the option where subscription data is used and where RG-WLAC is used as an indication for the RG.

This solution also allows different AMFs to serve RG and AUN3 devices. This can be useful if e.g. the AUN3 uses different S-NSSAI than the 5G-RG. 
An example call flow for the Registration procedure is shown below.
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Figure 3: Registration with W-AGF based solution alternative

A case where the RG is deregistered is shown in the call flow below
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Figure 4. Deregistration of RG, and subsequent deregistration of AUN3 devices

Pros

- 
No impacts to AMF. Relies on legacy functionality. 
-
Coordination between RG and AUN3 devices handled by W-AGF that anyway needs to do such coordination

-
No restrictions on AMF selection, i.e. different AMFs can serve RG and AUN3 devices (would e.g. be beneficial in case of slicing)

-
No risk for fraud since W-AGF can identify what AUN3 devices are behind a certain RG

Cons

- 
Registration of AUN3 device is completed even if the RG is not registered, and deregistration relies on implicit deregistration timers. This is a however a result of a misbehaving RG and is thus a corner/error case. 
Observation 4: A W-AGF based solution avoids impacts to AMF and limits impacts to W-AGF that anyway needs to handle the multiple registrations per RG

2.2.4 
Alternative 3b: W-AGF-based solution with AMF assistance

Alt 3b is a variant of the previous approach but that allows a more direct control of registrations and deregistrations. In this alternative, the W-AGF provides indications to AMF about the RG’s connectivity status. 

Similar to Alt 3a, the W-AGF keeps track of the AUN3 devices connected behind one RG. Whenever W-AGF receives a Registration Request (or UL NAS PDU in general), the W-AGF indicates whether there is an RG with active N2 connection on the same Line (or with same RG MAC address). The AMF uses this to decide whether to accept or reject the Registration. 

Similar to Alt 3a, the call flow example below assumes that subscription data is used to determine if a UE is an RG or another device (AUN3). It would however also be possible to rely on indications from the RG (assuming the RG is trusted)
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Figure 5. Registration for W-AGF based alternative with AMF assistance

A deregistration call flow is shown below. 
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Figure 6: Deregistration of AUN3 devices when RG is deregistered

A potential issue with this approach is that we trigger a deregistration of AUN3 devices also if the 5G-RG remains registered but goes to IDLE. However, the use of IDLE state for non-3GPP access is not the same as with 3GPP access. A 5G-RG would go to IDLE in case of Y4 connection failure, e.g. based on dead peer detection, and would not be reachable in that state. It is thus an exceptional case and deregistering AUN3 devices in that case would not be unreasonable. If that is considered a problem, the Deregistration approach in Sol 3a can be used, where deregistration is delayed based on implicit deregistration timers. 
Pros

- 
Avoids conceptual impacts to AMF to coordinate multiple UEs

-
No risk for fraud

-
No restrictions on AMF selection, i.e. different AMFs can serve RG and AUN3 devices (would e.g. be beneficial in case of slicing)

-
Allows a more direct rejection of registrations in AMF than Alt #3a. OTOH, this may not be required since such an attempt to register a AUN3 device from an RG that is itself not registered is a result of a misbehaving RG and thus a corner/error case. 

Cons

-
Risk for deregistering AUN3 devices when 5G-RG goes to IDLE (but can be avoided by instead using implicit deregistration timers)
Observation 5: A W-AGF based solution with AMF assistance avoids the conceptual impacts to AMF and allows a more direct rejection of registrations in AMF compared to Alt #3a. 
2.3 
An AUN3 device acting as UE towards 3GPP RAN 

It has been proposed that a AUN3 device can act as a UE towards 3GPP access, i.e. connect to 3GPP access using the existing procedures defined in 23.501 and 23.502. 

However, there are several unresolved issues around such a scenario, especially if the UE/AUN3 device would connect to 3GPP access at the same time as it acts as AUN3 device towards an RG, for the same SUPI/subscription. For example:
- 
The UE/AUN3 device is not aware of its 5G-GUTI assigned in wireline access and can thus not use the same GUTI in 3GPP access (and vice versa). This may result in that the UE ends up in two different AMFs in the same PLMN, which is not supported per existing specifications. Or, the UE/AUN3 ends up in the same AMF with two different GUTIs. The AMF will treat this as an error case (a misbehaving UE).

- 
The AS security context in the UE (for 3GPP access) and in RG (for wireline access) are different, while a AMF serving a UE in both 3GPP and non-3GPP access assumes a single NAS security context per SUPI.

- 
UDM may need to have the same UE registered in two AMFs in the same PLMN. This is not supported per existing 23.501/23.502. It is not clear that UDM will accept such a situation, or whether UDM will deregister one of the registrations. 

- 
Several NAS procedures will not work over wireline access since the information will not reach the UE/AUN3 device (unless the interface between UE/AUN3 and RG is updated). The AMF can e.g. not deliver SMS to the UE, the AMF cannot notify the UE about pending data if the UE is IDLE on 3GPP access, the AMF cannot provide new UE configuration updates, the AMF cannot deliver UE policies to the UE etc etc.  There is thus a risk that the UE will not receive notifications or updates unless there is some way for the RG to deliver these to the UE via the WiFi/Ethernet access. 

- 
The Deregistration procedure allows the AMF to indicate the access type where the UE is deregistered (3GPP, non-3GPP or both). However, this will not work in UE+AUN3 case unless there is a way to trigger a NAS deregistration also between UE/AUN3 and RG. 

- 
It is not clear how PCF can send URSP rules and other UE policies for this SUPI. Would they be delivered to the UE via 3GPP access and/or to the RG via wireline access? Should PCF set the URSP rules so that they are suitable for a AUN3 device on the RG or suitable for a UE connecting via NAS?

- 
Etc, etc…
All this have not been studied during the study phase and one would basically need to check every existing feature against this AUN3 scenario.

If the device on the other hand uses two different subscriptions/SUPIs per access, i.e. one for 3GPP access and one for non 3GPP access, they would be treated as independent in 5GC. 

Observation 6: A UE/AUN3 being simultaneously registered as UE over 3GPP access and as AUN3 device over non-3GPP access with the same SUPI cannot be properly handled in the network and will require substantial study and likely result in significant impacts. This scenario is not to be supported. If an operator wants to support this scenario, the UE/AUN3 device should be provisioned with separate subscriptions/SUPIs, one per access. 
Having a separate subscription for UE/AUN3 devices also has benefits. It allows the operator to ensure that not all features available for a UE over 3GPP access are provisioned for the case when the UE/AUN3 accesses as AUN3 device. E.g. the operator may provision such AUN3 subscription with a single DNN/S-NSSAI, without SMSF subscription parameters, without GPSI, without SoR info etc, basically without parameters that assumes that there is NAS support on the device. However, if the same subscription is used both for a UE/AUN3 connecting via NAS on 3GPP access, and as AUN3 device on non-3GPP, the handling of all these features in the network becomes unclear and complex. 
Proposal

It is proposed to go with solution Alt 1 and possibly Alt #3a or Alt #3b
A CR containing Alt#1 and Alt#3b is available in S2-2306570.
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