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Abstract of the contribution: This contribution discusses the remaining procedures that required to update to support NAT deployed use case. 

1. Discussion
1.1	General
As the conclusion in TR 23.700-62, UPF event exposure is enhanced in Rel-18 to support the NAT related API. A new UPF provided service operation Nupf_GetPriviateUEIPaddr_Get was approved in clause 5.2.26.3 in TS 23.502 and the AF specific UE ID retrieval in clause 4.1510 is already updated to support the NAT applied use case. 
If the UE IP address with the Port number is received by NEF from AF, based on configuration, NEF may recognize that the NAT is deployed in UPF and the UE IP address received from AF is the public UE IP address. NEF will trigger the Nupf_GetPriviateUEIPaddr_Get service to get the private UE IP address first and then send the request to 5GC with private UE IP address.
Actually, it is a common issue for UPF applied NAT functionality and it is not only impact the AF specific UE ID retrieval in clause 4.1510, but also have the impact to other procedures which AF sends request to NEF by identifying UE with UE IP address, for example, “the AF influence on traffic routing and service function chaining” in clause 4.3.6.1 in TS 23.502, “Setting up an AF session with required QoS procedure” in clause 4.15.6.6 in TS 23.502 and “Multi-member AF session with required QoS for a list of UEs” in clause 4.15.6.13 in TS 23.502. The same UPF service operation that defined in clause 5.2.26.3 in TS 23.502 can be reused for all these procedures to support NAT applied use case. It is unreasonable to only update the AF specific UE ID retrieval procedure to support NAT deployment but keep the restriction to other procedures.
There is also a NOTE regarding NAT exposure remaining in TS23.288 for eNA.
*********************excerpted from TS 23.388********************
NOTE 4:	An operator can deploy NAT functionality in the network; Data collection from the UE Application when NAT is deployed is not specified in this release of the specification.
*************************************************************
It is the Rel-17 feature to support data collection from UE Application to NWDAF via DCAF, the corresponding solution is described in clause 6.2.8 in TS 23.288. UE establishes the PDU session to DCAF used for data collection procedure. DCAF identifies UE by UE IP address which gets from the 5 tuple of data packet. When NWDAF sends request message to DCAF to request UE data, the UE ID included in the request message is GPSI if DCAF is in untrusted domain. DCAF can not link the NWDAF request to the UE established PDU session for data collection because the NWDAF request is sent for the GPSI while the UE established PDU session for data collection is identified by UE IP address.
The UE ID mapping procedure was discussed for a long time in Rel-17 and finally two different solutions are both supported in TS 23.288.
- AF in untrusted domain initiates the UE ID mapping procedure, which is described in clause 6.2.8.2.4.3 in TS 23.288. In this solution, NWDAF sends event exposure subscribe to AF in untrusted domain via NEF. The GPSI is included in the subscribe message to identify UE. If AF can not find the corresponding UE IP address for the UE data collection PDU session. AF in untrusted domain will initiate the procedure in clause 6.2.8.2.4.3 to request 5GC to provide the UE IP address for the GPSI.
-NWDAF initiates the UE ID mapping procedure, which is described in clause 6.2.8.2.4.4 in TS 23.288. In this solution, NWDAF trigger the procedure in clause 6.2.8.2.4.4 to get the UP IP address first, when NWDAF sends event exposure subscribe to AF, the UE ID is not GPSI / SUPI but sets as UE IP address.
Considering NAT is well supported since Rel-18, it is also proposed to remove the restriction for UE data collection procedure in TS 23.288.

2. Procedures
2.1	AF influence on traffic routing and service function chaining in TS 23.502
As described in clause 4.3.6.1 in TS 23.502, an Application Function may send requests targeting an individual UE by a UE address to influence SMF routeing decisions for User Plane traffic of PDU Sessions. The corresponding call flow is in clause 4.3.6.4 in TS 23.502.
****************************************excerpted from TS 23.502*********************************


Figure 4.3.6.4-1: Handling an AF request targeting an individual UE address to the relevant PCF
***********************************************************************************************
AF sends Nnef_TrafficInfluence_Creat request to NEF in step 1, currently AF provides only the UE IP address but not the Port num to NEF. If we consider the NAT deployed in UPF, AF should include both UE IP address and Port num to AF in step 1 and NEF should trigger the Nupf_GetPrivateUEIP_Get procedure to get the private UE IP address before step 2.
Proposal 1: It is proposed the following change to the Figure 4.3.6.4-1 in TS 23.502 to support NAT applied use case:
- AF may provide Port number in Nnef_TrafficInfluence_Creat request message to NEF;
- Based on configuration, NEF may determine the NAT is applied in UPF, NEF will initiate the Nupf_GetPrivateUEIP_Get procedure to get private UE IP address from UPF before step 2.

2.2	Setting up an AF session with required QoS procedure in TS 23.502
This procedure is defined in clause 4.15.6.6 in TS 23.502, AF may send a request to reserve resources for an AF session using Nnef_AFSessionWithQoS_Create request for a UE identified by a UE address. 
The similar issue with clause 2.1, If we consider the NAT deployed in UPF, AF should include both UE IP address and Port num to NEF, NEF will trigger the Nupf_GetPrivateUEIP_Get procedure to get the private UE IP address before sending request to PCF
Proposal 2: It is proposed the following change to the Figure 4.15.6.6 -1 in TS 23.502 to support NAT applied use case:
- AF may provide Port number in Nnef_AFsessionwithQoS_create_request to NEF.
- Based on configuration, NEF may determine the NAT is applied in UPF, NEF will initiate the Nupf_GetPrivateUEIP_Get procedure to get private UE IP address from UPF before step 3.

2.3	Multi-member AF session with required QoS for a list of UEs in TS 23.502 defined by AIMLsys
This procedure was approved in AIMLsys in Rel-18 to support AF requests QoS resource or QoS monitoring for a list of UE which identified by UE IP addresses. We did not consider the NAT deployed use case in the corresponding procedure either.
Although it is not final approved to reuse the Nnef_AFSessionWithQoS_Create API or use the other API when AF sends create request the NEF in step1, the AF may provide the port number(s) together with the list of UE IP address if NAT is applied. The Nupf_GetPrivateUEIP_Get will be used by NEF to get the corresponding private UE IP address from UPF before sending message to 5GC.
Proposal 4: It is proposed to consider the NAT applied use case in the Multi-member AF session with required QoS for a list of UEs defined in clause 4.15.6.13.2 in TS 23.502.

2.4	UE Data Collection in TS 23.288 defined by eNA
2.4.1	AF in untrusted domain correlates UE data collection and NWDAF request
*********************excerpted from TS 23.388********************



Figure 6.2.8.2.4.3-1 in TS 23.288: AF in untrusted domain correlates UE data collection and NWDAF request
**************************************************************
It is the AF in untrusted domain performs UE ID mapping procedure in Figure 6.2.8.2.4.3-1 in TS 23.288. 
AF sends Nnef_UEAddress_Get_reqeust to NEF with the UE ID is GPSI, it is expected that NEF will provide the UE IP address to AF in step 7. AF can compare the GPSI related UE IP address to the stored UE IP address for the PDU session to determine the user plane connection for data collection from UE application.
Step 2-3 is the SMF discovery procedure, NEF determines the served SMF for the PDU session established for data collection from UE application.
Step 4-5 is the UE IP address request procedure, NEF requests the served SMF to provide the UE IP address.
If NAT deployed by UPF, UE IP address that stored in AF in step 0 is the public UE IP address, the UE IP address that received in step 6 is required to be the public UE IP address as well. In order to support this, the call flow should be further updated as Figure 2.1.2-2 as below.



Figure 2.4.1-1: AF in untrusted domain correlates UE data collection and NWDAF request with NAT deployed
No update from step 1 to 3. Two options proposed to get the public UE IP address.
Option a:
Step 4a: NEF sends Nsmf_EventExposure_Subscribe to request the public UE IP address for SUPI.
Step 5a: If NAT is deployed, SMF sends Nupf_GetPublicUEIP_Get request to request the public UE IP address and port num for a UE identified by SUPI.
Step 6a: UPF sends the public UE IP address + port num to SMF.
NOTE: We proposed a new API for UPF to support the public UE IP address get procedure, we are also OK to use a N4 signalling procedure between SMF and UPF to get the public  UE IP address and Port number.
Step 7a: SMF forwards the public UE IP address + port num to NEF.

Option b:
Step 4b: NEF sends Nsmf_EventExposure_Subscribe to request the served UPF for the S-NSSAI / DNN for a UE.
Step 5b: SMF sends Nsmf_EventExposure_Notification to include the served UPF to NEF.
Step 6b: NEF sends Nupf_GetPublicUEIP_Get request to UPF to request the public UE IP address and port num for a UE identified by SUPI.
Step 7b: UPF sends the public UE IP address + port num to NEF.
NEF will further forward the public UE IP address + port num to AF and AF can map the NWDAF request to the corresponding PDU session in step 8 and 9.

 2.4.2	NWDAF correlates UE data collection and NWDAF request for trusted AF and untrusted AF
It is the NWDAF performs UE ID mapping procedure described in clause 6.2.8.2.4.4 in TS 23.288. It is expected NWDAF can receive the UE IP address in step 4, NWDAF will use UE IP address to identify UE in step 5 for AF in untrusted domain use case.
*******************excerpted from TS 23.388******************


Figure 6.2.8.2.4.4-1: NWDAF correlates UE data collection and NWDAF request
************************************************************
There are also two options to get the public UE IP address and the port number to NWDAF.


Figure 2.4.2-1 NWDAF correlates UE data collection and NWDAF request with NAT deployed
NWDAF determines the served SMF for the PDU session which established for UE data collection in step 1 and step 2.
Option a:
Step 3a: NWDAF sends subscribe message to SMF to request the public UE IP address and port num for a UE which identified by SUPI.
Step 4a: If NAT is deployed, SMF sends Nupf_GetpublicUEIP_Get request to UPF to request the public UE IP address and the Port num.
Step 5a: UPF sends the public UE IP address and the Port num to SMF.
NOTE: We proposed a new API for UPF to support the public UE IP address get procedure, we are also OK to use a N4 signalling procedure between SMF and UPF to get the public  UE IP address and Port number.
Step 6a: SMF forwards public UE IP address and the Port num to NWDAF.

Option b:
Step 3b: NWDAF sends subscribe message to SMF to request the served UPF for the PDU session with S-NSSAI / DNN for a specific UE.
Step 4b: SMF sends the served UPF to NWDAF.
Step 5b: NWDAF requests the public UE IP address and the Port num to UPF directly.
Step 6b: UPF sends the public UE IP address and the Port num to NWDAF.
We see some advantages for option A than option B for both procedures in clause 2.4.1 and 2.4.2. There is a single consumer SMF for the Nupf_GetPublicUEIP_Get service for both call flows, and there is no need to exposure NAT deployed information to NWDAF in clause 2.4.2.
We are also OK to not define new UPF API but use N4 signalling between SMF and UPF for public UE IP address get procedure.
Proposal 1: It is proposed to enhance the interaction between SMF and UPF to support public UE IP address get procedure, by either defining a new UPF service Nupf_GetPublicUEIP_Get or enhancing the N4 signalling.

3.	Text proposal
It is proposed to have a clean and completed update to support NAT issue in Rel-18, it is necessary to have some joint discussion cross different WID in Rel-18, e.g., UPEAS, eNA_Ph3 and AIMLsys. Considering there is no TU allocated for UPEAS in SA2#157 meeting, we propose the CRs S2-2306497 and S2-2306499 in AIMLsys for approval and seek a joint discussion for other procedures in next meeting.
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