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FIRST CHANGE
[bookmark: _Toc21087531][bookmark: _Toc23326064][bookmark: _Toc25934654][bookmark: _Toc26337034][bookmark: _Toc31114281][bookmark: _Toc43392556][bookmark: _Toc43475352][bookmark: _Toc50558956][bookmark: _Toc54940311][bookmark: _Toc54952026][bookmark: _Toc57233474][bookmark: _Toc122416958]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[3]	3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[4]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".
[5]	3GPP TS 22.125: "Unmanned Aerial System (UAS) support in 3GPP".
[6]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[7]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".
[8]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[9]	3GPP TS 23.503: "Policy and charging control framework for the 5G System (5GS); Stage 2".
[10]	3GPP TS 33.256: "Security aspects of Uncrewed Aerial Systems (UAS)".
[x]	3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".

NEXT CHANGE

[bookmark: _Toc122416959]3	Definitions and abbreviations
[bookmark: _Toc435670427][bookmark: _Toc64385447][bookmark: _Toc64529597][bookmark: _Toc122416960][bookmark: _Toc21087533][bookmark: _Toc23326066][bookmark: _Toc25934656][bookmark: _Toc26337036][bookmark: _Toc31114283][bookmark: _Toc43392558][bookmark: _Toc43475354][bookmark: _Toc50558958][bookmark: _Toc54940313][bookmark: _Toc54952028][bookmark: _Toc57233476]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] or TS 23.501 [2].
3GPP UAV ID: Identifier assigned by the 3GPP system and used by external AF (e.g. USS) to identify the UAV. GPSI is used as the 3GPP UAV ID.
Application Layer ID: An identifier identifying an entity, e.g. a UAV, a UAV-C, within the context of a specific A2X application. This identifier is used for Direct C2 Communication. The format of this identifier is outside the scope of 3GPP.
NOTE 1:	The Application Layer ID could be e.g. CAA-Level UAV ID for UAV defined by other SDOs e.g. ASTM, etc.
Broadcast Remote ID: The capability of providing Remote Identification and Tracking over broadcast radio links.
NOTE 21:	In the scope of this release, the radio link for Broadcast Remote ID is assumed to utilize radio technologies outside the scope of 3GPP.
CAA (Civil Aviation Administration)-Level UAV Identity: a UAV identity assigned by USS/UTM, and uniquely identifies a UAV at least within the scope of a USS.
Command and Control (C2) Communication: the user plane link to deliver messages with information of command and control for UAV operation from a UAV controller or a UTM to a UAV or to report telemetry data from a UAV to its UAV controller or a UTM. C2 communication may be over Uu reference point or PC5 reference point. 

C2 Aviation Payload: Contains application layer information sent by the UAS to the USS containing UAV pairing information and/or flight authorization information that is transparent to the 3GPP System.
C2 Authorization Payload: Contains application layer information sent by the USS to the UAV containing e.g. C2 pairing information and/or C2 security information that is transparent to the 3GPP System.
C2 Pairing Information: Contains UAV-C Addressing Information which may e.g. include the UAV-C IP Address.
Direct C2 Communication: the UAV controller and UAV establish a direct C2 link over PC5 reference point to communicate with each other. 
Networked UAV Controller: a UAV Controller connected to the 3GPP network and connected to the UAV via a 3GPP network.
Non-Networked UAV Controller: a UAV Controller not connected to the 3GPP network and connected to UAV via a transport outside the scope of 3GPP, e.g. internet connectivity or direct wireless communication over a technology outside the scope of 3GPP.
Networked Remote ID: The capability of providing Remote Identification and Tracking to a USS over 3GPP network.
Remote Identification (Remote ID) of UAS: The ability of a UAS in flight to provide identification and tracking information that can be received by other parties, to facilitate advanced operations for the UAS (such as Beyond Visual Line of Sight operations as well as operations over people), assist regulatory agencies, air traffic management agencies, law enforcement, and security agencies when a UAS appears to be flying in an unsafe manner or where the UAS is not allowed to fly. The Remote ID information payload may include Serial Number or Session ID assigned to the UAV, location of the ground-station controller, emergency status indication, etc.
Third Party Authorized Entity: is either a privileged Networked UAV Controller, or a privileged Non-Networked UAV Controller, or another entity which gets information on sets of UAV controllers and UAVs from the 3GPP network, and may be connected to the UAV via the Internet; it may be authorized by the UTM to interface with sets of UAV(s).
UAS NF: a 3GPP UAS Network Function for support of aerial functionality related to UAV identification, authentication/authorization and tracking, and to support Remote Identification.
UAS Service Supplier (USS): An entity that provides services to support the safe and efficient use of airspace by providing services to the operator / pilot of a UAS in meeting UTM operational requirements. A USS can provide any subset of functionality to meet the provider's business objectives (e.g. UTM, Remote Identification). In the scope of this specification, the term USS refers to both USS and USS/UTM.
UAS Traffic Management (UTM): a system that can safely and efficiently integrate the flying UAV along with other airspace users. It provides a set of functions and services for managing a range of autonomous vehicle operations (e.g. authenticating UAV, authorizing UAS services, managing UAS policies, and controlling UAV traffics in the airspace).
UAV controller: The UAV controller of a UAS enables a drone pilot to control an UAV.
UAV operator: the entity owning and operating a UAV.
UAS Container: A container to the 3GPP system that includes UUAA Aviation/Authorization Payload and/or C2 Aviation/Authorization Payload. The internal content of the individual payloads is transparent to the 3GPP system.
UAS Services: refers to establishment of connectivity for a UAS for communication with USS, for C2, for remote identification, and for UAV location and tracking.
USS communication: A communication between a UAV and a USS other than C2 communication, by means of user plane data transmission for some UAS Services.
NOTE 32:	The PDU session/PDN connection for C2 communication and the PDU session/PDN connection for USS communication can be common or separate.
UUAA Authorization Payload: Contains application layer information optionally including UUAA result for UAV consumption provided by the USS to the UAS which is transparent to the 3GPP System.
UUAA Aviation Payload: Contains application layer information provided by the UAS to USS and is transparent to the 3GPP System
Uncrewed Aerial System (UAS): Composed of Uncrewed Aerial Vehicle (UAV) and related functionality, including command and control (C2) links between the UAV and the control station, the UAV and the network, and for remote identification. An UAS may comprise of a UAV and a UAV controller.
Unknown UAVs: A list of the UAVs to be identified in the target area and served by the PLMN as the result of the UAV tracking requested by USS/UTM.
UUAA: UAV USS authentication and authorization procedure of the UAV to ensure that the UAV has successfully registered with a USS and has therefore been authorized for operations by the USS. An UAV is authenticated and authorized by USS via a UUAA procedure with the support of the 3GPP system before connectivity for UAS services is enabled.
UUAA-MM: the UUAA procedure optionally performed during registration to a 5GS.
UUAA-SM: the UUAA procedure performed during the establishment of a PDU session and performed during the establishment of a PDN connection.

NEXT CHANGE
[bookmark: _Toc122417015]5.2.5	Authorization for C2 over Uu
[bookmark: _Toc122417016]5.2.5.1	General
Authorization for C2 is required when a UAV establishes a user plane connection for C2 operations, i.e. to deliver messages with information of command and control for UAV operations from a UAV-C or USS to a UAV or to report telemetry data from a UAV to its UAV-C. Two sides of C2 communication, i.e. UAV and UAV-C, belong to the same UAS.
A UAV shall be authorized by the USS to use a PDU Session/PDN connection for C2. Authorization for C2 includes the following:
-	UAV to UAV-C pairing authorization: Authorization for pairing with a networked UAV-C or a UAV-C that connects to the UAV via Internet connectivity, before the UAV and the UAV-C can exchange C2 communication. One UAV can be paired with only one UAV-C at the any time. One UAV-C may be paired with one or more UAVs at the same time.
-	Flight Authorization: Authorization for flight when UAV also provides Flight Authorization information.
C2 authorization may be carried out:
-	During the UUAA procedure (if UUAA is carried out at PDU session/PDN connection establishment) as described in clause 5.2.3 when the UAV requests establishment of PDU Session/PDN connection for connectivity.
-	During PDU Session Modification/ UE requested bearer resource modification when the UAV requires to use an existing PDU session/PDN connection to exchange C2 communication related messages.
-	During a new PDU Session/PDN connection establishment, if the UAV requires to use a separate PDU Session/PDN connection for C2 communication.

NEXT CHANGE
[bookmark: _Toc122417020]5.2.5.2.3	UE initiated PDU Session Establishment for C2 Communication	Comment by LaeYoung v4 (LG Electronics): - proposed changes are moved to 5.x.3, so no change here any more.
- needs to take out from this CR.
If C2 authorization is requested during PDU session establishment to a PDU session used specifically for C2 communication to UAV-C the UAV requests C2 authorization as follows.


Figure 5.2.5.2.3-1: PDU Session establishment for C2 communication (separate PDU Sessions for UAS services)
0.	The UAV has performed a successful UUAA with the USS (UUAA-SM or UUAA-MM) and the USS has for the corresponding GPSI subscribed for PDU Session Status Event from the NEF.
1.	When the UAV needs to establish C2 communication the UAV determines that a new dedicated PDU session is required for connectivity to UAV-C. The UE initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. In the PDU Session establishment request CAA-Level UAV ID and a C2 Aviation Payload to be used for C2 authorization shall be included and forwarded to the SMF. The pairing information includes the CAA-Level UAV IDs of the requesting UAV and identification information for the UAV-C to pair may be included in C2 Aviation Payload. The UAV may also include other information such as Flight Authorization information. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which then takes precedence over UAV provided pairing information.
2.	The SMF determines that authorization is required based on that the requested DNN/S-NSSAI combination dedicated for aerial services (have aerial service indicator set), and that the Service Level Device Identity (CAA-Level UAV ID) is included in the request. The SMF then sends a Nnef_Authentication_AuthenticateAuthorize request, which is used to request authorization to pair the UAV with UAV-C, to the UAS NF/NEF that includes the GPSI, CAA-Level UAV ID and C2 Aviation Payload and optionally the UAV location (e.g. Cell ID) if provided by the AMF and the DNN and S-NSSAI of the PDU session.
	If the requested DNN/S-NSSAI is dedicated for aerial services but no Service Level Device ID (CAA-Level UAV ID) has been provided with the request, the SMF rejects the PDU session establishment with a cause indicating that USS authorization is required.
	The SMF also provides a Notification Endpoint to the UAS NF/NEF. By providing the Notification Endpoint, the SMF is implicitly subscribed to be notified of re-authorization, update authorization data or revocation of C2 connectivity from UAS NF/NEF, if the C2 authorization result is successful in step 5.
3.	The UAS NF/NEF checks that a valid UUAA is stored for the GPSI and forwards the received authorization request as a Naf_Authentication_AuthenticateAuthorize request to the USS. If not, the request is not forwarded to the USS and the PDU session is rejected.
	The UAS NF/NEF also provides a Notification Endpoint to the USS. By providing the Notification Endpoint, the UAS NF/NEF is implicitly subscribed to be notified of re-authorization, update authorization data or revocation of C2 connectivity from USS, if the UUAA result is successful in step 5.
NOTE:	The USS may trigger a UAV re-authentication/re-authorization in response to the query from the UAS NF/NEF.
4.	The USS performs C2 authorization based on the received information and sends the Naf_Authentication_AuthenticateAuthorize response to the UAS NF/NEF including the Service Level Device Identity (e.g. the CAA-Level UAV-ID) (potentially new), the C2 Authorization Result and the C2 Authorization Payload (e.g. C2 pairing information and C2 security information).

5.	The UAS-NF/NEF forwards the information received from the USS in the Nnef_Authentication_AuthenticateAuthorize response sent to the SMF.
6.	To inform the UE about the C2 Authorization Result the SMF includes the authorization result and, optionally, a new CAA-Level UAV ID if received from the USS, in the PDU Session Accept sent to the UE and let the PDU session establishment procedure continue until finalized.
	If a failed C2 Authorization Result is received from the USS, the SMF instead rejects the PDU establishment and include a reason code indicating not authorized.
7.	[Conditional] If the C2 authorization is successful the USS subscribes via the UAS-NF to a PDU Session Status event for the PDU session used for C2 including in the request the GPSI of the UAV. The UAS NF determines DNN, S-NSSAI corresponding to the PDU session used for C2 communication and uses this DNN, S-NSSAI to subscribe to SMF for PDU Session Status event. The SMF detects, as described in step 6-7 of figure 4.15.3.2.3-1 in TS 23.502 [3], when the PDU Session is established and send the PDU Session Status event report to the UAS NF/NEF by means of Nsmf_EventExposure_Notify message, including GPSI and UE IP Address. The UAS NF/NEF then forwards the event message to the USS.
8.	[Conditional] The USS stores the received UE IP address and invokes, with the received PDU Session IP address and the IP-address of the authorized paired UAV-C as input, the USS initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) to request corresponding traffic to be allowed on the PDU session by the UPF.
	Unless a dedicated QoS is requested for the C2 flows, this procedure does not invoke any interaction with the UE, AMF or RAN.

NEXT CHANGE
[bookmark: _Toc122417023]5.2.5.3.1	UE requested PDN connectivity for C2 authorization	Comment by LaeYoung v4 (LG Electronics): - proposed changes are moved to 5.x.3, so no change here any more.
- needs to take out from this CR.
When the UAV requests to establish connectivity to an additional PDN over E-UTRAN for C2, the procedure described in clause 5.10.2 of TS 23.401 [6] takes place with the following modifications:


Figure 5.2.5.3.1-1: UE requested PDN Connectivity for C2 authorization
0.	The UAV has performed a successful UUAA with the USS (UUAA-SM) and the USS has for the corresponding GPSI subscribed for PDN Connectivity Status Event reports from the NEF.
1.	Steps 1 - 3 performed as in Figure 5.10.2-1 of TS 23.401 [6].
	When the UAV needs to establish C2 communication, the UAV determines that a new PDN Connection is required for connectivity to UAV-C. The UE initiates a UE Requested PDN Connectivity procedure for connectivity to UAV-C. In the PCO in the PDN Connectivity Request, the Service Level Device Identity (e.g. the CAA-Level UAV ID) and a C2 Aviation Payload to be used for C2 authorization shall be included and forwarded to the MME. The pairing information includes the Service Level Device Identity (e.g. CAA-Level UAV IDs) of the requesting UAV and identification information for the UAV-C to pair may be included in C2 Aviation Payload. The UAV may also include other information such as Flight Authorization information. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which then takes precedence over UAV provided pairing information.
	If Service Level Device Identity (CAA-Level UAV ID) is provided with the request, the SMF+PGW-C retrieves (if not already available) the Session Management Subscription Data for the UE from the UDM+HSS using the Nudm_SDM_Get service operation.
2.	The SMF+PGW-C determines that authorization is required based on that the requested APN/DNN is dedicated for aerial services (have aerial service indicator set) and that the Service Level Device Identity (CAA-Level UAV ID) is included in the request. The SMF+PGW-C then sends a Nnef_Authentication_AuthenticateAuthorize request, which is used to request authorization to pair the UAV with UAV-C, to the UAS NF/NEF that includes the GPSI, Service Level Device Identity (e.g. the CAA-Level UAV ID) and C2 Aviation Payload and optionally the UAV location (e.g. Cell ID) if provided by the MME and the APN/DNN of the PDN Connection.
	If the SMF+PGW-C determines that the authorization procedure with the USS is required, but the UAV has not provided the Service Level Device Identity (e.g. the CAA-Level UAV ID), the SMF+PGW-C rejects the PDN Connectivity Request with a cause indicating that USS authorization is required.
3.	The UAS NF/NEF checks that a valid UUAA is stored for the GPSI and forwards the received authorization request as a Naf_Authentication_AuthenticateAuthorize request to the USS. If not, the request is not forwarded to the USS and the PDN connection is rejected.
4.	The USS performs C2 authorization based on the received information and sends the Naf_Authentication_AuthenticateAuthorize response to the UAS NF/NEF including the Service Level Device Identity (e.g. the CAA-Level UAV-ID) (potentially new), the C2 Authorization Result and the C2 Authorization Payload (e.g. C2 pairing information and C2 security information).

5.	The UAS NF/NEF forwards the information received from the USS in the Nnef_Authentication_AuthenticateAuthorize response sent to the SMF+PGW C.
6.	To inform the UE about the C2 authorization result the SMF+PGW-C includes the C2 Authorization Result and optionally, the Authorization Payload (e.g. C2 pairing information and C2 security information) and a new Service Level Device Identity (e.g. CAA-Level UAV ID) if received from the USS, in the PCO in the PDN Connectivity Accept sent to the UE and let the PDN Connectivity Request procedure continue until finalized.
	If a failed C2 authorization result is received from the USS, the SMF+PGW-C instead rejects the PDN Connectivity Request and includes a cause code indicating not authorized.
7.	If the C2 authorization is successful the USS subscribes via the UAS NF/NEF to a PDN Connection Status Event report for the PDN Connection used for C2 including in the request the GPSI of the UAV. The UAS NF/NEF determines the APN/DNN and uses this APN/DNN to subscribe to SMF+PGW-C for PDN Connection Status Event. The SMF+PGW-C detects, as described in step 6-7 of figure 4.15.3.2.3-1 in TS 23.502 [3], when the PDN Connection is established and sends the PDN Connection Status Event report to the UAS NF/NEF by means of Nsmf_EventExposure_Notify message, including GPSI and UE IP Address. The UAS NF/NEF then forwards the event message to the USS.
8.	The USS stores the received UE IP address and invokes, with the received PDN Connection IP address and the IP-address of the authorized paired UAV-C as input, the USS initiated C2 pairing policy configuration in EPS procedure (see figure 5.2.5.4.2-1) to request corresponding traffic to be allowed on the PDN Connection by the PGW-U.
	Unless a dedicated QoS is requested for the C2 flows, this procedure does not invoke any interaction with the UE, MME or RAN.

NEXT CHANGE
[bookmark: _Toc122417001]5.x	Direct C2 Communication
[bookmark: _Toc64385461][bookmark: _Toc64529611][bookmark: _Toc122417002]5.x.1	General
A UAV that supports Direct C2 Communication may establish direct PC5 link with a UAV-C. The UAV that is engaged in Direct C2 Communication may or may not be capable of connection with 3GPP network. The UAV is authorized by the USS for establishing Direct C2 Communication with the UAV-C. The UAV-C with which the UAV performs Direct C2 Communication may be pre-configured in the UAV or provided by the network as described in clause 5.x.3. The UAV may be preconfigured with the A2X service type for direct C2 Communication, direct C2 pairing information (e.g., Application Layer ID of the UAV-C), a default Destination Layer-2 ID for initial signalling to establish unicast connection, authorization policy for direct C2 Communication.

5.x.2	Authorization policy for Direct C2 Communication
The UAV that supports Direct C2 Communication may be provisioned with the following authorization policy:
-	When the UAV is "served by NG-RAN":
-	PLMNs in which the UAV is authorized to perform Direct C2 Communication over PC5 reference point when "served by NG-RAN".
-	When the UE is "not served by NG-RAN":
-	Indicates whether the UE is authorized to perform Direct C2 Communication over PC5 reference point when "not served by NG-RAN".

[bookmark: _Hlk124843465]5.x.3	Procedure for C2 authorization for Direct C2 Communication by the USS
If the UAV is capable of 3GPP network connection, the UAV performs the C2 authorization as described in clause 5.2.5. If the UAV supports Direct C2 Communication and the authorization policy for Direct C2 Communication is absent, it shall include an indication for Direct C2 Communication authorization in the authorization request.
In 5GS, the procedure for UE initiated PDU Session Establishment for C2 Communication as specified in clause 5.2.5.2.3 is used to request C2 authorization for Direct C2 Communication to the USS, with the following enhancements:
-	In step 1: When the UAV needs to establish a direct PC5 link required for connectivity to UAV-C (i.e. Direct C2 Communication), the C2 Aviation Payload sent by the UAV includes an indication that the authorization is also for Direct C2 Communication.
-	In step 4: If the authorization request for Direct C2 Communication was included in step 1 and the C2 authorization is successful, the USS may include direct C2 pairing information containing the UAV-C's Application Layer ID in the C2 Authorization Payload in the Naf_Authentication_AuthenticateAuthorize response.
-	In step 6: If received from the USS, the direct C2 pairing information included in the PDU Session Accept is sent by the SMF to the UAV.
In EPS, the procedure for UE requested PDN connectivity for C2 authorization as specified in clause 5.2.5.3.1 is used to request C2 authorization for Direct C2 Communication to the USS, with the following enhancements:
-	In step 1: When the UAV needs to establish a direct PC5 link required for connectivity to UAV-C (i.e. Direct C2 Communication), the C2 Aviation Payload sent by the UAV includes an indication that the authorization is also for Direct C2 Communication.
-	In step 4: If the authorization request for Direct C2 Communication was included in step 1 and the C2 authorization is successful, the USS may include direct C2 pairing information containing the UAV-C's Application Layer ID in the C2 Authorization Payload in the Naf_Authentication_AuthenticateAuthorize response.
-	In step 6: If received from the USS, the direct C2 pairing information included in the PDN Connectivity Accept is sent by the SMF+PGW-C to the UAV.
5.x.4	Procedure for Direct C2 Communication establishment
The procedure for Unicast mode V2X communication over PC5 reference point as defined in clause 6.3.3.1 of TS 23.287 [x] is used for establishing C2 communication over PC5 reference point, with the following enhancements:
-	In Step 3, 
-	the V2X Service Info is set to A2X service type for direct C2 Communication. The A2X service type for direct C2 Communication may be preconfigured in the UAV.
-	the Source User Info is set to the Application Layer ID of the UAV.
-	the Target User Info is set to the Application Layer ID of the UAV-C. If the Application Layer ID of the UAV-C is provided by the network as described in clause 5.x.3, that Application Layer ID is used. Otherwise, the preconfigured Application Layer ID of the UAV-C is used.
-	The destination Layer-2 ID is set to the Layer-2 ID of the UAV-C if known in the UAV. Otherwise, the destination Layer-2 ID is set to a default Destination Layer-2 ID for initial signalling to establish unicast connection as preconfigured in the UAV.

In this Release, only Unicast mode communication over PC5 reference pointis supported for Direct C2 Communication.
NOTE:	Security aspects of direct C2 Communication(e.g. including the privacy protection of UAV-C identifier)  will be defined by SA WG3.


[bookmark: _GoBack]END of CHANGES
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