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Abstract of the contribution: Proposes conclusion updates for KI#4 on authorization and credentials. 
1.
Discussion
1.1
Background

In SA2#153E some conclusions, including interim conclusions, were captured in TR 23.700-08, capturing in a series of alternatives or editor’s notes, many aspects and variants for which no conclusion was reached. 

The following subclauses provide an analysis of the conclusion sections containing authorization from home network and credentials handling. 

1.2
Analysis 
1.2.1
How the localized service information is used by UE
Editor's note 4-1:
It is FFS whether the home network authorization is needed before the UE performs manual selection of a hosting network.
Regarding this editor’s note, there are several comments to be made:

1. It is not the UE that performs the manual selection, it is the user, so the selection itself performed by the user cannot be controlled in any way by the home network. 

2. The selection itself is not authorized, even for automatic selection there is configuration that the UE needs to follow (i.e. prioritized list), even for PLMN selection there is no mention of authorization in current specifications. There is in a sense control by means of configuration, but this only applies in automatic selection mode.

3. The authorization has always been in the access itself. If the user selects a hosting network for which access is not authorized, the hosting network, with the home network owning the credentials provided by the UE, performs authorization. If the UE is not authorized access, the UE gets rejected with an appropriate cause code, that will prevent the UE from retrying registration. 

Therefore, the editor’s note can be removed, and a clarification on the authorization during registration procedure should be added.  

	Conclusion 1.4: Editor’s note 4-1 shall be removed, and a clarification that home network authorization occurs during access attempt, i.e. during registration procedure. 


It is also necessary to clarify that the automatic selection rules and configured by home network (authorized is incorrect terminology) and it is the access to the hosting network that is authorized by the home network during registration procedure.
1.2.2 
What credentials are used to access hosting network and how to obtain them

One aspect that is missing from the conclusions section 8.4.5 “Conclusion for what credentials are used to access hosting network and how to obtain them”, is that in the absence of configuration from the home network, and as last resort, the UE can select an SNPN if the SNPN broadcasts indication that it is allowed. Of course, even in this case, the home network is still able to authorize the access during registration procedure. This is already supported in Rel-17.

For automatic network selection the UE selects and attempts registration on available and allowable SNPNs in the following order:
-     the SNPN the UE was last registered with (if available);

-     the subscribed SNPN, which is identified by the PLMN ID and NID for which the UE has SUPI and credentials.;

-     If the UEs supports access to an SNPN using credentials from a Credentials Holder then the UE continues by selecting and attempting registration on available and allowable SNPNs which broadcast the indication that access using credentials from a Credentials Holder is supported in the following order:

-     SNPNs in the user controlled prioritized list of preferred SNPNs (in priority order);

-     SNPNs in the Credentials Holder controlled prioritized list of preferred SNPNs (in priority order);

-                 SNPNs, which additionally broadcast a GIN contained in the Credentials Holder controlled prioritized list of preferred GINs (in priority order);

NOTE 2:   If multiple SNPNs are available that broadcast the same GIN, the order in which the UE selects and attempts a registration with those SNPNs is implementation specific.

-     SNPNs, which additionally broadcast an indication that the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN, i.e. the broadcasted NID or GIN is not present in the Credentials Holder controlled prioritized lists of preferred SNPNs/GINs in the UE.
NOTE 3:   If multiple SNPNs are available that broadcast the indication that the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN, the order in which the UE selects and attempts a registration with those SNPNs is implementation specific.

When a UE performs Initial Registration to an SNPN, the UE shall indicate the PLMN ID and NID as broadcast by the selected SNPN to NG-RAN. NG-RAN shall inform the AMF of the selected PLMN ID and NID.
Therefore, the text needs to be slightly modified to not prevent this already supported scenario. 

Also, for onboarding, the rules and triggers are already defined in Rel-17, and therefore all is needed is to mention that onboarding as per Rel-17 can be used, and no need to include specific conditionals. 
2.
Text proposal
It is proposed to agree the following changes vs. TS 23.700-08: (TO BE COMPLETED)
>>>>BEGINNING OF CHANGES <<<<
8.4.4
Conclusion for how the localized service information is used by UE

The following principles based on the evaluation in clause 7.4.4 are recommended for the normative work:
1.
If UE uses home network credential to access a hosting network:

a.
When the end user intends to access localized service and the validity conditions of localized service are met, the UE initiates hosting network selection using the hosting network related information received as part of the localized service information as in principle 1 in clause 8.4.2, or using the lists as in principle 2 in clause 8.4.2.

i.
For SNPN as hosting network, the UE can switch between PLMN selection and hosting network selection following Rel-17 specification for SNPN selection. How the UE switches among the network selections is up to UE implementation.

ii.
For PNI-NPN as hosting network associated with CAG ID, the UE only considers an entry in the Allowed CAG list valid if and while all conditions (if there is any) for that entry are met. This may potentially initiate a new registration procedure to a PLMN.

NOTE 1:
Whether a new network selection mode is required for UE to initiate hosting network selection is to be determined by CT WG1.

NOTE 2:
Details regarding priority list for hosting network selection, including if a new selection mode is required, is up to CT WG1 to decide.

b.
Hosting network selection  is configured by the home network, via UE initiated SoR procedure with SoR information including certain authorized criteria e.g. time. 
The UE shall follow the home network configuration if present to initiate automatic hosting network selection,.

i.
For manual hosting network selection, the UE presents available localized service information it has received in clause 8.4.3 to the end user.


c.
When configured criteria of the hosting network selection are no longer met, the UE stops hosting network selection.
d. 
Access to a hosting network using home network credentials shall be authorized by home network during registration procedure.
2.
If the UE needs to obtain a new set of credentials/subscription to access the hosting network:

a.
It is up to UE implementation to decide how to switch to the new subscription profile for accessing hosting network.

3.
The UE determines SNPN access mode is activated/de-activated using implementation specific means as specified in existing Release 17, or using received localized service/hosting network assistance information as input.

8.4.5
Conclusion for what credentials are used to access hosting network and how to obtain them

The following principles based on the evaluation in clause 7.4.5 are recommended for the normative work in the case of SNPN as hosting network:
1.
The UE checks whether it is possible to re-use home network credentials to access the hosting network:

a.
If the hosting network related information indicates support of CH credentials, the UE determines that home network credential can be used if the SNPN ID of the hosting network is included in the SNPN priority lists associated with home network subscription.
b. For SNPNs acting as hosting network which additionally broadcast an indication that the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN, the UE may select the SNPN even if the broadcasted NID or GIN is not present in the Credentials Holder controlled prioritized lists of preferred SNPNs/GINs in the UE, as per Rel-17 specification. 
b.
The UE uses the credentials provided by the home network to access the hosting network as per Rel-17 in clause 5.30.2.4.2 of TS 23.501 [3].

2.
The UE may use the existing credential onboarding mechanism as per Rel-17.


NOTE:
The method of delivering credentials needs to be evaluated by SA WG3.

The following principles based on the evaluation in clause 7.4.5 are recommended for the normative work in the case of PNI-NPN as hosting network:

3.
Only UEs equipped with a USIM configured with PLMN credentials can access a hosting network which is a PNI-NPN. When the UE requests to access the hosting network, the home PLMN credential(s) are used during authentication procedure.

>>>>END OF CHANGES<<<<
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