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Abstract of the contribution: This paper proposes an update to KI#2 conclusion to add support for N5CW devices.
1	Discussion
TR 23.700-08 clause 8.2 includes the following NOTE related to N5CW devices:
NOTE 3:	Additional conclusions for wireline access related to UE behind 5G-RG depends on the progress on the FS_5WWC_Ph2 study.
While N5CW is not explicitly mentioned in the NOTE, our understanding is that this NOTE was added in relation to candidate solution #6, which explicitly refers to both UE and N5GC (sic) devices:
[bookmark: _Toc117258185]6.6.1	Introduction
This solution addresses KI#2.
The solution defines how the 5G-RG, FN-RG, and devices behind the RG (UE or N5GC devices behind an FN-RG or 5G-RG) can access SNPN services via a wireline access network. It is based on clause 4.2.1 of TS 23.316 [8], where the SNPN is implicitly selected by wired physical connectivity between 5G-RG or FN-RG and W-AGF. The only additional requirement is that the NID is included as part of the registration procedure for wireline access system.
We also note that both UE and N5CW devices are in scope of the FS_5WWC_Ph2 study in TR 23.700-17. The figure below illustrates an example solution for N5CW device behind a 5G-RG copied from TR 23.700-17:


TR 23.700-17 Figure 6.3.1-1: N5CW device behind 5G-RG using trusted WLAN access for N5CW device
The FS_5WWC_Ph2 study is still ongoing and there is no conclusion yet for the specific use case of N5CW device behind a 5G-RG.
However, we would like to point out here that support for even basic N5CW device access to SNPN services has somehow been omitted from the TR 23.700-08 study. By “basic” we refer to direct connection of N5CW device to a TWIF that is owned by an SNPN, as illustrated in the figure below (copied from TS 23.501):


TS 23.501 Figure 4.2.8.5.2-1: Non-roaming and LBO Roaming Architecture for supporting 5GC access from N5CW devices
In our view it will be difficult or impossible to provide support for N5CW devices behind a 5G-RG if there is no support for basic/direct connection of N5CW to a TWIF, as illustrated in TS 23.501 Figure 4.2.8.5.2-1.
Observation 1: There is a need to support basic/direct N5CW access to SNPN services first, in order to support the case of N5CW device behind a 5G-RG.
While acknowledging that basic/direct N5CW access to SNPN services has not been studied in TR 23.700-08, we think that it can be supported with minimum impact on the existing specifications under SA2 responsibility. Specifically, the following needs to be defined:
-	The TWAP needs to be able to advertise a list of SNPNs with which "5G connectivity-without-NAS" is supported, equivalent to the PLMN list-4 defined in TS 23.501 clause 6.3.12a.2 (refer to Annex A of this paper).  
-	The N5CW device authentication during the Initial Registration procedure in TS 33.501 (refer to Annex B of this paper) would need to be extended to include methods other than EAP-AKA’. This is anyway a topic for the SA3 WG.
Observation 2: The specification impact for support of basic/direct N5CW device access to SNPN services is minimal.
Based on the discussion it is proposed to update the conclusion in clause 8.2 to include support for basic/direct access to SNPN services for N5CW devices.
Proposal: it is proposed to update the conclusion in clause 8.2 to include support for basic/direct access to SNPN services for N5CW devices.
2	Proposal
It is proposed to agree the proposed text for inclusion in TR 23.700-08.

*** BEGIN CHANGES ***
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The following conclusions are agreed for normative work:
-	Access to SNPN services via Untrusted non-3GPP access network includes support for Credential Holder, UE Onboarding and Emergency services. Specifically:
-	When UE registers to SNPN with credentials owned by the SNPN, UE uses the same N3IWF selection procedure as specified for access to stand-alone non-public network services via PLMN in clause 6.3.6.2a of TS 23.501 [3].
-	UE initiates N3IWF selection for emergency services when the UE detects a user request for emergency session and determines that Untrusted non-3GPP access is to be used for the emergency access. The UE with SNPN subscription performs the following:
-	If the UE determines that it is located in the same country as the subscribed SNPN, the UE uses the configured N3IWF FQDN for N3IWF selection.
-	Otherwise, the UE follows the N3IWF selection procedure for Emergency services for UE not equipped with UICC, as defined in clause 6.3.6.4.2 of TS 23.501 [3].
-	When the UE is registering to SNPN over Untrusted N3GPP access for UE Onboarding, UE may select a N3IWF in the SNPN which supports UE Onboarding by using the pre-configured N3IWF FQDN used for onboarding.
NOTE 1:	The GIN is not used to construct a N3IWF FQDN if a UE is registering to SNPN over Untrusted N3GPP access.
NOTE 2:	The format of FQDN will be specified by CT WG4.
-	If the PVS is reachable from the local Untrusted non-3GPP access network (e.g. via the Internet) using the local IP connectivity, UE may connect directly (i.e. without connected to a N3WIF) with a PVS to obtain the SNPN credentials.
-	Access to SNPN services via Trusted non-3GPP access network is to be specified according to the principles described in Solution #3, including support for credential Holder, Emergency services and UE onboarding. Specifically:
-	ANQP is to be extended to support advertising of:
-	SNPN IDs and GINs corresponding to SNPNs with which 5G connectivity is supported and related parameters as described in clause 6.3.3.1.
-	Support for Emergency services.
-	Onboarding enabled indication.
NOTE 3:	The work on additional parameters in ANQP is to be kept internal to 3GPP.
NOTE 4:	If the UE tries to register with an SNPN via TNAN X in the case of SNPN ID with self-assigned NID, and the UE is rejected by the AMF with a cause code that temporarily prevents the UE from registering with this SNPN, the UE does temporarily not attempt to register with the same SNPN, even if the same SNPN ID is advertised via another TNAN Y.
-	When accessing SNPN services via Trusted or Untrusted non-3GPP access the UE needs to be able to construct a prioritized list of WLAN access networks by using enhanced WLAN Selection Policy (WLANSP) rules from ANDSP (currently supported only for PLMN in TS 23.402 [9]) or based on local configuration.
-	N3IWF and TNGF needs to be able to include the "selected NID" in the [NGAP] INITIAL UE MESSAGE, which is up to RAN3 to define.
-	Access to SNPN services via wireline access network and use of Credential Holder is to be supported by defining a new GCI including a "NID"
-	The NSWO procedure is to be extended to support UE authentication using SNPN credentials (applies both to SIM-based and non-SIM based credentials). It is expected that the impact is limited to the use of a SUCI format whose "realm" part enables routing of SWa requests from the WLAN AN to the NSWO in the SNPN's 5GC, which is already supported.
-	To support N5CW device access to SNPN services, the TWAP needs to be able to advertise a list of SNPNs with which "5G connectivity-without-NAS" is supported, equivalent to the PLMN list-4 defined in TS 23.501 clause 6.3.12a.2. The Initial Registration for N5CW devices is to be extended (by SA3 WG) to support UE authentication using SNPN credentials (applies both to SIM-based and non-SIM based credentials).
NOTE 3:	Additional conclusions for wireline access related to UE behind 5G-RG depends on the progress on the FS_5WWC_Ph2 study.
Editor's note:	Additional conclusions related to the use of the same credentials for access to SNPN with NG-RAN and to WLAN Access Network as proposed in Solution #16 can be considered after progress in SA WG3.
*** END CHANGES ***
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As specified in clause 4.2.8.5, devices that do not support 5GC NAS signalling over WLAN access (referred to as "Non-5G-Capable over WLAN" devices, or N5CW devices for short), may access 5GC in a PLMN via a trusted WLAN access network that supports a TWIF function. The following clause specifies (a) how a N5CW device selects a PLMN and (b) how it selects a trusted WLAN access network that can provide "5G connectivity-without-NAS" to the selected PLMN. This selection procedure is called access network selection.
Each WLAN access network that provides "5G connectivity-without-NAS" advertises with ANQP a list of PLMNs with which "5G connectivity-without-NAS" is supported. This list is called PLMN List-4, and is different from the PLMN List-1, PLMN List-2 and PLMN List-3 defined in clause 6.3.12. A WLAN advertises the PLMN List-4, when the WLAN supports a TWIF function.
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The steps executed by a N5CW device for access network selection are specified below and are very similar with the corresponding steps executed by a UE that supports NAS; see clause 6.3.12.2.
Step 1:	The N5CW device constructs a list of available PLMNs. This list contains the PLMNs included in the PLMN List-4 advertised by all discovered WLAN access networks.
a.	The N5CW device discovers the PLMN List-4 advertised by all discovered WLAN access networks by sending an ANQP query to each discovered WLAN access network. The ANQP query shall request "3GPP Cellular Network" information. If a WLAN access network supports interworking with one or more PLMNs, the ANQP response received by the N5CW device includes a "3GPP Cellular Network" information element containing one or more of the following lists: PLMN List-1, PLMN List-2, PLMN List-3 and PLMN List-4. The PLMN List-1, PLMN List-2 and PLMN List-3 are defined in clause 6.3.12. The PLMN List-4 includes the PLMNs with which "5G connectivity-without-NAS" is supported.
Step 2:	The N5CW device selects a PLMN that is included in the list of available PLMNs as follows.
a.	If the N5CW device is connected to a PLMN via 3GPP access and this PLMN is included in the list of available PLMNs, then the N5CW device selects this PLMN.
b.	Otherwise (the N5CW device is not connected to a PLMN via 3GPP access, or the N5CW device is connected to a PLMN via 3GPP access but this PLMN is not in the list of available PLMNs):
i)	If the N5CW device determines to be located in its home country, then:
-	The N5CW device selects the HPLMN if the N5CW device has a USIM or is pre-configured with an HPLMN, if the HPLMN is included in the list of available PLMNs. Otherwise, the N5CW device selects an E-HPLMN (Equivalent HPLMN), if an E-HPLMN is included in the list of available PLMNs. If the list of available PLMNs does not include the HPLMN and does not include an E-HPLMN, the N5CW device stops the access network selection procedure.
ii)	If the N5CW device determines to be located in its visited country, then:
-	The N5CW device determines if it is mandatory to select a PLMN in the visited country, as follows:
-	If the N5CW device has IP connectivity (e.g. it is connected via 3GPP access), the N5CW device sends a DNS query and receives a DNS response that indicates if a PLMN must be selected in the visited country. The DNS response includes a lifetime that denotes how long the DNS response can be cached.
-	If the N5CW device has no IP connectivity (e.g. it is not connected via 3GPP access), then the N5CW device may use a cached DNS response that was received in the past, or may use local configuration that indicates which visited countries mandate a PLMN selection in the visited country.
-	If the N5CW device determines that it is not mandatory to select a PLMN in the visited country, and the HPLMN or an E-HPLMN is included in the list of available PLMNs, then the N5CW device selects the HPLMN or an E-HPLMN, whichever is included in the list of available PLMNs.
-	Otherwise, the N5CW device selects a PLMN in the visited country as follows:
-	If the N5CW device has a USIM, the UE selects a PLMN in the visited country by considering, in priority order, the PLMNs, first, in the User Controlled PLMN Selector list and, next, in the Operator Controlled PLMN Selector list (see TS 23.122 [17]).
-	If the N5CW device does not have a USIM, the N5CW device selects the highest priority PLMN in a pre-configured list, which is also included in the list of available PLMNs.
-	If the list of available PLMNs does not include a PLMN that is also included in the pre-configured list(s), the N5CW device either stops the access network selection procedure, or may select a PLMN based on its own implementation.
Step 3:	Finally, the N5CW device selects a WLAN access network (e.g. an SSID) to connect to, as follows:
a.	The N5CW device puts the available WLAN access networks in priority order. The N5CW device constructs this prioritized list by using the WLANSP rules (if they have been received via 3GPP access), or any other implementation specific means.
b.	From the prioritized list of WLAN access networks, the N5CW device selects the highest priority WLAN access network that supports "5G connectivity-without-NAS" to the PLMN selected in step 2.
After the N5CW device completes the above access network selection procedure, the N5CW device initiates the "Initial Registration and PDU Session Establishment" procedure specified in clause 4.12b.2 of TS 23.502.
Annex	B	Excerpt from TS 33.501 related to Initial 			Registration for N5CW devices
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A N5CW device is capable to register to 5GC with 3GPP credentials and to establish 5GC connectivity via a trusted WLAN access network. The reference architecture is captured in clause 4.2.8.5.2 of TS 23.501[2]. The 3GPP credentials are stored as defined in clause 6.1.1.1. The Trusted WLAN Interworking Function (TWIF) provides interworking functionality that enables connectivity with 5GC and implements the NAS protocol stack and exchanges NAS messages with the AMF on behalf of the N5CW device. A single EAP-AKA’ authentication procedure is executed for connecting the N5CW device both to the trusted WLAN access network and to the 5G core network.


Figure 7A.2.4-1: Authentication Procedure for N5CW
0.	The N5CW device selects a PLMN and a trusted WLAN that supports "5G connectivity-without-NAS" to this PLMN by using the procedure specified in TS 23.501 [2] clause 6.3.12a, "Access Network selection for devices that do not support 5GC NAS over WLAN".
Steps 1-10:	Initial registration to 5GC.
1.	The N5CW device associates with the trusted WLAN network and the EAP-AKA’ authentication procedure is initiated.
2.	The N5CW device shall provide its Network Access Identity (NAI) The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm, and sends an AAA request to the selected TWIF.
If the N5CW device registers to 5GC over 3GPP access for the first time when the above procedure is initiated, then the NAI shall include the SUCI. The SUCI shall be constructed as specified in clause 6.12.2.
If the N5CW device has registered to 5GC over 3GPP access when the above procedure is initiated, then the NAI includes the 5G-GUTI assigned to the N5CW device over 3GPP access. This enables the TWIF in step 4a below to select the same AMF as the one serving the N5CW device over 3GPP access.
3.	The TWIF shall create a 5GC Registration Request message on behalf of the N5CW device. The TWIF shall use default values to populate the parameters in the Registration Request message, which are the same for all N5CW device that do not support 5G NAS. The Registration type indicates "Initial Registration".
4.	The TWIF shall select an AMF (e.g. by using the 5G-GUTI in the NAI, if provided by the N5CW device) and shall send an N2 message to the AMF including the Registration Request, the User Location and an AN Type.
5.	In case the AMF triggers an authentication procedure, it sends a request to AUSF by sending Nausf_UEAuthentication_Authenticate Request message. The Nausf_UEAuthentication_Authenticate Request message contains SUCI or SUPI (in case of a valid 5G-GUTI is received by the AMF). The request message contains also an indication that the request is from a N5CW device.
6. The AUSF shall send Nudm_UEAuthentication_Get Request to the UDM including SUCI or SUPI and the N5CW indication.
7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request. The UDM may select an authentication method based on the "realm" part of the SUPI, the N5CW device indicator, a combination of the "realm" part and the N5CW device indicator, or the UDM local policy.
8. The EAP-AKA’ procedure will be trigged to perform mutual authentication between the N5CW device and the home network as specified in clause 6.1.3.1.
 EAP-AKA' takes place between the N5CW device and AUSF. Over the N2 interface, the EAP messages are encapsulated within NAS Authentication messages. The EAP-AKA’ messages exchanged between the N5CW Device and the TWIF shall be encapsulated into the layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc.
9.	The NAS security context is not be required in this scenario. The AMF shall derive an KTWIF key from the received KAMF key as specified in Annex A.9. NAS security between AMF and TWIF is established similar to unauthenticated emergency calls, i.e. with NULL encryption and NULL integrity protection.
10a.	The AMF shall send NAS Security Mode Command to the TWIF. The NAS Security Mode Command shall contain the EAP-Success message and the NULL security algorithms.
10b. The TWIF shall not forward the EAP-Success to the N5CW directly, instead, it shall store the EAP-Success message and wait for KTWIF.
10c. The TWIF shall send the NAS Security Mode Complete message to the AMF.
11.	The AMF sends an N2 Initial Context Setup Request and provides the KTWIF key to TWIF. 
12.		The TWIF shall derive a TNAP key, KTNAP, from the KTNGF key as specified in Appendix A.22 and send the TNAP key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the N5CW device. The TNAP key corresponds to the PMK (Pairwise Master Key) which is  used to secure the WLAN air-interface communication according to IEEE 802.11 [80]. A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the N5CW device to TWIF. This connection is later bound to an N3 connection that is created for this N5CW device.
13. The TWIF shall send N2 Initial Context Setup Response message to the AMF.
14. The following steps are captured in clause 4.12b.2 of TS 23.502[8].
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