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Background 
GSMA UPG IMS Data Channel Task Force (IDCTF) is currently developing GSMA PRD “NG.134 – IMS Data Channel”, and has some security related questions which require 3GPP SA3 answers. IMS data channel is the data channel as defined in section 6.2.10 of 3GPP TS 26.114 and described by the data media defined in section 5.1 of 3GPP TS 26.114.
The IMS data channel application service logic and the media content MAY be either provided by the Data Channel Server deployed within the operator’s administrative domain, or by an external server deployed outside the operator’s administrative domain.
During the discussion on the ways to access data channel media from an external server and within SIP session, two potential communication models were analysed (see attached GSMA PRD NG.134 Annex):
Model A, where the external server is an HTTP server without IETF RFC 8831 WebRTC data channel protocol support. In this model, the IMS data channel is established between the data channel capable MTSI client (i.e. DCMTSI) and the IMS network, in this case with the Data Channel Server node. The Data Channel Server may further interact with the external server (e.g. to retrieve application specific content) via application specific protocols. Model A does not allow by the definition to use the end-to-end (e2e) security mode defined by IETF RFC 8831 and the only option available is the end-to-access-edge (e2ae) security mode defined in 3GPP TS 33.328. Therefore only the Mb interface is encrypted i.e. DCMTSI to IMS-AGW part of the data channel path.
Model B, the external server is a HTTP server with IETF RFC 8831 WebRTC data channel protocol support. In this model, the IMS data channel MAY be established directly between the DCMTSI and the external server therefore 3GPP TS 33.328 defined end-to-end (e2e) security mode could be used by the data channels. In that case the entire communication path would be encrypted. This is aligned with the end-to-end security mode recommended by IETF RFC 8831.
3GPP TS 33.238 and TS 23.334 (see section 5.20.1) require that e2ae security mode should be used for IMS data channel. It means that an SCTP over DTLS connection should be established between the DCMTSI and the IMS-AGW (see section 5.20.2 of 3GPP TS 23.334). The text is void of any references to e2e security mode for the IMS data channels.
However, according to IETF RFC 8831 (see section 6.2), it requires end-to-end (e2e) security mode between two endpoints supporting WebRTC data channel protocol. It means that the SCTP over DTLS connection should be established between the DCMTSI and the external server, for the above communication model B.
	IETF RFC 8831, section 6.2:
In the WebRTC context, the SCTP association will be set up when the two endpoints of the WebRTC PeerConnection agree on opening it, as negotiated by the JavaScript Session Establishment Protocol (JSEP), which is typically an exchange of the Session Description Protocol (SDP) [RFC8829]. It will use the DTLS connection selected via ICE, and typically this will be shared via BUNDLE or equivalent with DTLS connections used to key the SRTP media streams.
……



GSMA NG/UPG has reviewed the relevant 3GPP security sections and IETF text and the member companies has not been able to conclude which security mode should be actually used for the described scenarios. Specifically it is not known whether IMS data channels might be operated in the e2e security mode.
Requests
GSMA NG/UPG kindly requests 3GPP SA3 to provide feedback on the following security related questions:
Q1: Is end-to-end (e2e) security mode described in IETF RFC 8831 allowed for IMS data channel? What’s the reason for 3GPP SA3 just specifying the end-to-access-edge (e2ae) security mode for IMS data channel and leaving out e2e security mode?
Q2: If end-to-access-edge (e2ae) security mode is required by 3GPP, then whether the IMS-AGW will setup another DTLS association to the remote peer (e.g. IMS-AGW, Data Channel Server) to transmit IMS data channel contents and in that process IMS-AGW will play the role of DTLS client and the remote end as DTLS server?
Q3: Whether the 3GPP Rel-17 IMS-AGW supporting Mb interface defined in 3GPP TS 23.002 would allow the data media pass-through to the next network element. That is whether IMS-AGW lacking support for e2ae security mode or having it disabled would permit the IMS data channel transport to the next IMS element on the path or rather this should fail according the current standard.
Q4: Whether DTLS encryption can be applied at Network to Network reference points in the case when e2ae security mode is used on User to Network reference point? That is whether the Izi media plane interface defined in 3GPP TS 29.165 or Mb media plane interface defined in 3GPP TS 23.002 can enable media plane encryption over NNI when e2ae security mode is used over UNI? 
[bookmark: _Hlk68772839][bookmark: _Hlk68772826]Actions to 3GPP SA3
GSMA NG/UPG kindly requests 3GPP SA3 to answer the IMS data channel security mode related questions.
NEXT NG/UPG MEETINGS: 
UPG#5	January 10, 2023
UPG#6	April 5, 2023
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- NG.134, Annex, Communication Models for Accessing External Server:
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The data channel enriches the VoIMS session with an arbitrary content that can be served during the call (i.e. in in-call fashion) and may come from the server hosted by the network where UE has registered or from any other external source. This section describes the scenario that an External Server is deployed outside the operator’s administrative domain and provides service logic and/or media content for the data channel application. Depending whether or not the external server supports WebRTC protocol stack specified in IETF RFC 8831 [x1] two models are listed in the following sections.


Model A: HTTP Server without IETF 8831 Data Channel Support


The external server supports only HTTP protocol and responds to DCMTSI service requests for the data channel content. This content invokes the designed business logic on the device and drives the interaction between the user and server.


The model A uses end-to-access edge (e2ae) encryption, therefore all data channel traffic is anchored in IMS network and it is transported unencrypted from IMS-AGW towards the external entities.


The use cases for this model might include


1. two people playing a game hosted on the internet, or A-Party sharing in the real time the browser screen when looking up the stock prices and discussing it with B-Party.


2. call to enterprise customer care where during the call an agent pushes a login page for one of its customers to have an access to the current status of the order.


In those examples, the service would offer the best effort 5QI=9.








Figure X‑1: Model A – IMS data channel access to external HTTP Server


In this model, the following principles are applied:


· The data channel is established between the DCMTSI and the IMS.  An SCTP connection over DTLS over UDP is established between the DCMTSI and the IMS-AGW, as described in 3GPP TS 23.334 [x2]. Based on "a=setup" SDP attribute the IMS-AGW might act as DTLS client or DTLS server (i.e. "a=active" indicates that IMS-AGW acts as DTLS server and it acts as DTLS client when value "a=passive" is received).


· It shall be noted that the data channel termination (i.e. DTLS and SCTP termination) and the data channel content termination (i.e. endpoints of application data channel content exchanges) are different in this case since that data channel terminates in IMS network but the data channel content is provided from outside of IMS network, i.e. the data channel transport layer is applied on Mb interface but data channel content layer is served between the external server and UE.


· The data channel is encrypted over Mb interface (i.e. UNI) but it is unencrypted over other interfaces. 


· NAT/NAPT can be applied on the egress IMS-AGW interface as per Annex G of 3GPP TS 23.228 [x6].


· The Data Channel Server MAY interwork with the External Server via application specific protocol (e.g. TCP/HTTP based), e.g. exchange the data channel content from/to the external server.


· The data channel content that is HTML, JavaScript and CSS is served from external server and controls the DCMTSI UI and the interaction with the user.


Model A is fully supported by 3GPP Release 16 and section 5.20.1 of 3GPP TS 23.334 [x2] recommends end-to-access-edge (e2ae) security for data channel.





Model B: HTTP Server with IETF RFC 8831 Data Channel Support


The external server supports both HTTP and IETF RFC 8831 [x1] WebRTC data channel protocols. The server responds to DCMTSI service requests for the data channel content but the content driving the interaction with the server is delivered over the data channel. The external server appears as WebRTC data channel compatible end point i.e. it is able to successfully communicate with other entities supporting WebRTC data channel protocol but may fail to meet any other requirements e.g. does not have to support WebRTC API.


In order to establish the WebRTC data channel a signaling channel is required e.g. to exchange fingerprints binding the certificates. In that case websockets (i.e. IETF RFC 6455 [x3]) or HTTPS (i.e. IETF RFC 2818 [x5]) may be used.


This model uses end-to-end (e2e) encryption for the data channel as specified in IETF RFC 8831 [x1] and IETF RFC 8827 [x4] therefore IMS network needs to support this mode.


The use cases for this model could include XR and MEC use cases where media needs to be rendered, delivered in secure manner over high throughput links with e.g. 5QI=71. A XR game provider could use wholesale agreement with IMS network provider to offer the security and throughput on the end to end basis. The two typical scenarios could include


1. Communication service provider including 3rd party application in its business product catalogue and the application referring to the external content when required i.e. the application could open an application data channel towards an external content


2. Communication service provider serving both the bootstrap and the application content from an external server.








Figure X‑2: Model B, IMS data channel access to external HTTP Server with Data Channel Support


In this model, the following principles are applied:


· The application data channel is established between the DCMTSI and the External Server. An SCTP connection over DTLS over UDP is established directly between the DCMTSI and the external server.


· NAT/NAPT can be applied on the egress IMS-AGW interface as per Annex G of 3GPP TS 23.228 [x6].


· IMS-AGW MAY remain in the media plane path e.g. for the purpose of media plane optimization specified in section U.2.4 of 3GPP TS 23.228 [x6] and section 5.20.3 of 3GPP TS 23.334 [x2]. In this case, the IMS-AGW is transparent to the DCMTSI and it tunnels through the SCTP over DTLS and the associated signalling. Therefore, IMS-AGW needs to support the transparent media plane transport and the transparent forwarding of SDP attributes related to data channel to the next node.


· The data channel content is provided directly from the External Server to the UE. The data channel termination (i.e. DTLS and SCTP termination) and the data channel content termination (i.e. endpoints of application data channel content exchanges) are the same for model B as opposed to Model A.


· The originating DCMTSI establishes two application data channels one to the terminating party and the second to the external server (i.e. 2 in total), or both UEs establish application channels between themselves and also each has dedicated application data channel to the external server (i.e. 3 in total), or each UE only establishes application data channel to the external server (i.e. 2 in total).


· An external signaling channel e.g. XMPP is required to establish the WebRTC data channel.





Model B is not supported by 3GPP Release 16 / 17 compliant IMS-AGW but is required to comply to IETF RFC 8831 [x1] which mandates the use of end-to-end (e2e) security for WebRTC applications.


********End of changes********
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