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Abstract of the contribution: This contribution evaluates the alternative solutions for PDU Set identification based on sending metadata over N6 and proposes to include support for MASQUE in the conclusions.
1. Introduction
[bookmark: _Toc352077766]In relation with KI#4 and KI#5, in one approach currently documented in the conclusions the UPF may identify the PDU Set based on instruction from SMF and analysis of packet header and payload of N6 protocols.

Another approach, that is currently documented in the Editor’s notes in the related conclusions section, is based on that UPF gets that information as direct assistance from the AS through in-band signaling on N6.

This contribution evaluates the GTP-U based solution and MASQUE based solution alternatives for PDU Set identification through N6 in-band signaling.

2. N6 protocol alternative comparison
2.1 N6 in-band signaling through GTP-U header extension
The N6 GTP-U tunnel in solution 22 is based on a pre-defined configuration of GTP-U tunnels towards AS for the different applications (between UPF and AS), since otherwise the tunnels should be managed by the CP, which entails further impacts on the 5GS. 
There are several problems with this approach:
1) Any solution based on pre-configured tunnels lacks scalability and requires additional OPEX for the operator to add, delete and maintain GTP-U tunnels and associated resources at the UPF.
2) In current specifications, one GTP-U tunnel is established per session and direction between UPF and peer nodes on N3/N9. It is not possible to use pre-configuration to establish tunnels for each user session, which are dynamic and unbounded by nature.
3) If the mechanism is redesigned to use a pair of pre-configured GTP-U tunnels between UPF and a given AS, that changes the meaning of the outer headers, which are currently used to identify the user PFCP session and then removed. The mechanisms in UPF need to be modified in a way that has not been specified in the solution.
4) At the same time, if a single GTP-U tunnel pair is used between UPF and a given AS for all subscribers in the UP, the ingress traffic on that tunnel needs to be forwarded to the suitable data plane worker, which requires east-west traffic within UPF and increases latency. The solution does not address this aspect either.
5) The extensions on GTP-U client are sent in the clear and therefore could be manipulated through a man-in-the-middle attack: e.g. the PDU Set identifiers or the PDU set size could be changed and the RAN resource management could be harshly affected, not only for the modified packets.
6) In addition, GTP is a 3GPP specified protocols and it is uncertain this use case alone can drive adoption by applications.
2.2. N6 in-band signaling based on MASQUE
Solution 8 includes a variant based on establishing a MASQUE tunnel between the UPF and the Application Server, based on ref [54]. 
At reception of the first UL packet, the UPF sends an HTTP/3 request to a MASQUE proxy on the Application Server side, which may be co-located or not with the Application Server, to create a MASQUE tunnel in the N6 interface. The tunnel can then be secured using QUIC.
Packets are sent within the MASQUE tunnel as HTTP Datagrams using the capsule protocol and are decapsulated by the MASQUE proxy on the Application Server side and forwarded to the Application.
Packets sent from the application to the UE go through the Application Server side MASQUE proxy, which encapsulates them as HTTP datagrams using the capsule protocol and sends them to the UPF through the MASQUE tunnel. The MASQUE client at the UPF then decapsulates the HTTP Datagrams before further processing and extracts the PDU Set information in the metadata.
This variant has the following advantages:
· It does not require CP involvement for tunnel management. The tunnels are dynamically managed by the proxies
· It works regardless of the protocol used for real-time media (i.e. can be different from RTP) and the level of encryption
· It provides integrity protection and encryption of both the payload and the metadata
· It provides the means to insert metadata once per PDU Set, by means of registering the metadata for a MASQUE context and referencing the context for subsequent PDUs in the set, therefore optimizing signaling. Additional headers sent with each packet are also possible
It is more efficient compared to the already concluded method requiring RTP header and payload inspection, due to that method requiring continuous inspection and matching of packets of the associated media, instead of identifying flows. The more complex and varied the matching rules, the more CPU and memory requirements are placed on the UPF.MASQUE is an IETF specified protocol that has been defined considering a wide variey of use cases which enhances adoption value for applications. Even if a fairly new technology with still limited adoption, RFCs provide a good base for implementation. With work ongoing in IETF we can expect MASQUE extensions and optimizations the 3GPP use cases could benefit from in the future.
2.3 Conclusion and way forward
Based on the description above MASQUE is better in aspects like tunnel management and security. GTP may be more mature and be widely used in 3GPP but blocking issues for the solution have been identified above and it is less likely to get adoption by applications. Therefore, MASQUE is recommended.


2	Proposal
Update TR 23700-60 as follows:


********** Start Changes*************
[bookmark: _Toc117496843]8.4.2.2	PDU Set Information identification on UPF and supported N6 protocols
The detection and marking of the DL PDU Sets sent to the NG-RAN shall be done by the PSA UPF.
PSA UPF may identify the PDU Set based on instruction from SMF and packet header of N6 protocols:
-	by matching RTP/SRTP header and payload (RFC 3550/3711/6184/7798/draft-ietf-avtcore-rtp-vvc/draft-ietf-avtext-framemarking are supported).
Editor's note:	Whether support PDU Set identification information in new RTP is pending to SA WG4 5G_RTP WI.
NOTE:	In above cases, it is assumed that the RTP/SRTP header and/or payload necessary for the identification of PDU Set Information is not encrypted.
-	by UPF implementation, e.g. PDU Set detection based on traffic characteristics. IP header parameters DSCP/TOS, IP port, IPv6 flow label may be used to detect PDU set, however detailed mechanisms in UPF for PDU Set information identification will not be standardized.
-	by HTTP/MASQUE carrying PDU Set information as direct assistance by AS.

Editor's note:	Other N6 protocols, i.e. HTTP/MASQUE, GTP-U, IP/TCP/UDP/QUIC options, carrying PDU Set information are FFS. (Potential SoH).


********** End Changes*************
