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Discussion
This is a discussion paper which identifies a gap and proposes solutions. In this meeting, no accompanying CRs are submitted. Instead, we are looking for an agreeable path forward. (The 4 CRs that are submitted to this meeting are not related/not on this topic).
For MPS via WLAN, the main gap is for the case of IMS MPS, where the MT side may be invited into an MPS call, and where the MT side is a normal user without an MPS subscription in the 3GPP system. When this UE is connected to an MPS enabled WLAN, this WLAN will need an authorization from the 3GPP network before it will apply specific MPS handling. Without this authorization, this UE will not obtain MPS treatment in the WLAN.

To accommodate this gap, this (updated) discussion paper describes potential solutions that are based on an approach where the 3GPP network (for both 4G and 5G) sends an instruction(s) for QoS treatment (e.g., priority and/or QoS) to the Untrusted WLAN via SWa indicating that the 3GPP network authorizes the WLAN to treat certain UE traffic with a type of WLAN QoS treatment, where the WLAN QoS and execution is at the discretion of the WLAN operator. These solutions use SWa as this is the only interface between the Untrusted WLAN and the 3GPP network. These solutions were submitted to SA2#153-e, but are not submitted to this meeting.
The solutions offer an alternative to the use of DSCP for QoS differentiation for 4G and Additional QoS Information for 5G in the case of Untrusted WLAN, as neither of these can be used to address the identified gap. Although we describe solutions for MPS for WLAN, there may be other services that can use this alternative approach. The proposed solution(s) are designed to not be limited to MPS.

In 4G, 3GPP primarily relies on DSCP for QoS differentiation and as the means for a WLAN to apply WLAN QoS. Yet, DSCP is not a reliable QoS differentiation technique in case communications go over the public Internet as DSCP may be changed and/or not honoured (there are no SLAs over the Internet). More importantly, DSCP indicates service types, and there are cases where it is not desirable or not allowed based on national/regional regulations to indicate service types over the public Internet and/or roaming interfaces. For example, as per 3GPP TS 22.153, clause 7.4 Confidentiality/Privacy:

“The 3GPP system shall be capable of providing confidentiality protection to MPS signalling and media bearers for voice, video, and data as appropriate. “

In addition, for 5G, 3GPP specified Additional QoS Information to provide 3GPP QoS information to the UE and the UE may use this as it requests QoS resources from the WLAN. This is an optional mechanism for Untrusted Non-3GPP networks. However, in some scenarios, including MPS, the WLAN will not accept/trust such requests from the UE; instead the WLAN requires an authorization from the 3GPP network. 
Thus, solutions are sought for both 4G and 5G that do not rely on DSCP or the existing 5G only Additional QoS Information approach.
As one type or set of solutions, we describe an alternative to the two existing 3GPP approaches. We call this alternative User plane QoS differentiation via control plane. This alternative enables the 3GPP network to send an authorization to the WLAN via SWa. The 3GPP network sends traffic profiles of a particular UE (flows between UE and 3GPP network) and instructions for QoS treatment to the WLAN, invisible to the Internet. The traffic profile can indicate all traffic between a UE and an ePDG/N3IWF based on their respective IP addresses, or even per IPSec Security Association (SA) specific traffic flows. The instruction(s) can be an indication of the authorized type of QoS treatment. For example, in the case of MPS, this is an indication to turn on priority or to turn off priority. The instruction may require a specific trigger such as a specific QoS. The mapping between trigger and instruction is in the network and the location depends on the chosen solution.
We discuss an EPC-based solution using Diameter, and a 5GC-based solution using SBI. The 5GC-based solution can have a variation resulting in two solutions that look almost the same, albeit with one difference, described in section 1.2. This variation is newly mentioned, high-level, in this updated discussion paper. 

1.1 EPC Diameter-based solution

For the EPC, Figure 1 gives a high-level depiction of the proposal. SWa provides the means by which the 3GPP system can control the authentication and authorization for the UE to access air interface resources to the WLAN, an optional capability supported by the applicable IEEE standard. The ePDG provides the AAA Server a traffic profile(s) and instruction(s) for a UE by using SWm Authorization. The traffic profile indicates specific packets that the WLAN should look for, not based on DSCP, but based on the IP address of the UE and the ePDG and optionally also the IPsec SAs (using the SPIs) that the specific UE and ePDG have chosen for their secure communication between each other. The AAA Server relays the traffic profile and instruction(s) to the WLAN via the SWa Re-Authentication and Re-Authorization procedure. In the case of roaming, this would also include SWd between the AAA proxy and the AAA server. SWm, SWa, and SWd would be extended to support an additional Diameter AVP indicating the traffic profile and instruction(s).
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Figure 1. EPC Diameter-Based Solution
Figure 2 shows the details of the proposed solution. In this solution, the ePDG initiates the procedure based on a specific trigger such as a specific QoS. In the MPS specific example provided in Figure 2, it is shown as the receipt of MPS ARP/QCI in the Create Session Response, and successful establishment of the IPSec SAs with the UE. Once the IPSec SAs have been successfully established, the ePDG sends a new payload to the AAA, which includes a traffic profile and instruction(s) for a specific UE. In Figure 2, the indication for MPS is to turn on/off priority. The AAA server transfers this new payload to the WLAN over SWa using the SWa Re-authentication and Re-authorization. The WLAN can interpret this new information to select an appropriate WLAN QoS mechanism to treat the UE traffic with priority at the discretion of the WLAN operator. This WLAN QoS mechanism is outside the scope of 3GPP.
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Figure 2. Attach and PDN Connection Establishment Flow
1.2 5GC SBI based solution

In 5G there is also a secure path between the 3GPP network and the WLAN, using the SWa interface between the WLAN and the NSWOF. Similar to the EPC solution this path may be used to signal the WLAN to look at specific packets, not based on DSCP, but based on the IP address of the UE and the N3IWF and optionally also the IPsec SAs (using the SPIs) that the specific UE and N3IWF have chosen for their secure communication between each other. The N3IWF has this information and can convey this securely with the WLAN, without telling the Internet or anyone else. This information is specific to the particular UE and is not applicable to IPSec tunnels from another UE.
For 5G, we look at two paths that allow secure conveyance of the payload, which just like the EPC solution, includes a traffic profile and instruction(s) for a specific UE. The traffic profile consist of the UE IP address, the N3IWF IP address, and optionally also the SPIs, and the instruction is an indication of specific QoS treatment (for example priority) from the N3IWF to the WLAN.
The WLAN can identify traffic which requires specific QoS treatment based on the provided payload.  The WLAN mechanism to achieve this is not in scope of 3GPP.

The two paths are:

· Solution 1: A new interface between the N3IWF and NSWOF.

· Solution 2: A new interface between the AMF and the NSWOF. 
Solution 1:

Figure 3 shows a high-level depiction of the proposal with solution 1. The solution consists of the following sequential steps (and separate procedures):

1. The existing SWa authentication procedure between the WLAN and the NSWOF is enhanced to ensure delivery of the UE SUPI from the UDM to the NSWOF, and to support the registration of the NSWOF that handles the UE SUPI with the UDM. This is for the case that the operator supports multiple NSWOFs. This is the red flow in Figure 3.
2. At the time of UE registration over untrusted WLAN to the N3IWF, the registered NSWOF address is downloaded from the UDM via the AMF to the N3IWF. The SUPI, provided to the AMF during the existing authentication procedure, is also downloaded from the AMF to the N3IWF. This is the green flow in Figure 3.
3. At the time of PDU Session Establishment, the N3IWF can provide the SUPI and information triplets (UE IP address, the N3IWF IP address, and optionally the SPIs) for which a specific QoS treatment (e.g., priority) is required via the NSWOF to the WLAN. The WLAN provides QoS using mechanisms not in scope of 3GPP.

4. At the time of network-initiated PDU Session Modification, when a QoS Flow is established/modified to provide MPS priority, e.g., in the case of MPS, MPS-specific QoS is signalled by the PCF to the N3IWF using existing capabilities in the 3GPP specification. If the operator decides to indicate specific IPSec traffic flows, when the N3IWF receives QoS Flow information associated with MPS, the N3IWF provides the SUPI and information triplets (UE IP address, the N3IWF IP address, and the SPIs) for which QoS treatment is required via the NSWOF to the WLAN. The SUPI can be used by the NSWOF to identify the WLAN it needs to send the payload to; the SUPI does not get shared with the WLAN. The WLAN provides QoS using mechanisms not in scope of 3GPP.
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Figure 3. 5GC SBI-Based Solution

This solution was described in S2-2209057 and S2-2209059 in SA2#153-e.
Solution 2: 
In this solution, not depicted, at the time that the N3IWF has successfully set up an IPSec SA(s), it signals the AMF with the traffic profile information (UE and N3IWF IP addresses and optionally the SPIs). The AMF then signals the NSWOF via a new interface with the traffic profile. The rest is similar as in solution 1. This potential solution requires further discussion.
In summary, in each of these has the 3GPP network sends information to the WLAN via SWa, for both 4G and 5G. 
2
Proposal

No CRs have been submitted to this meeting, but we look for discussion to solve the problem described in section 1 of this discussion paper.
For historical/tracking purposes, the EPC Diameter based solution was submitted to SA2#153-e:
	TS
	Impacted clauses
	Tdoc

	23.401
	§ 4.18.3 indicate that for MPS the operator may opt to use this feature with the instruction to turn on or off priority.
	S2-2209055

	23.402
	§ 4.10.X new section to describe this feature under QoS concepts for Untrusted WLAN.
§ 7.X under Untrusted non-3GPP access networks add how existing procedures are enhanced to support this feature.
§ 2, add a new reference to TS 29.273.
	S2-2209056


The SBI-based 5G solution, for solution 1, was also submitted to SA2#153-e:
	23.501
	§ 5.7.X, new section to describe this feature under QoS model for Untrusted WLAN.

7.2.X, introduction of a Nnswof service operation, Nnswof_N3AN_Communication_MessageTransfer

6.2.7 UDM, 6.2.9 N3IWF, and 6.2.33 NSWOF, adding support for this feature.

§ 2, add a new reference to TS 29.273.

§ 4.2.7, introduce 2 new reference points Nxx between NSWOF and UDM, and Nyy between N3IWF and NSWOF.

5.16.5, indicate that for MPS the operator may opt to use this feature with the instruction to turn on or off priority.
	S2-2209057

	23.502
	§ 4.12.X, new section to describe this feature and the procedures that are used/enhanced.

5.2.3.3.1, add UE context for NSWOF in UDM.

5.2.X, NSWOF Services, specifying Nnswof_N3AN_Communication_MessageTransfer

2, adding a reference to a stage 3 document.
	S2-2209059


The SBI-based 5G solution, for solution 2, may require further discussion. No CRs have yet been created for this variation.
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