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Discussion 
Evaluation and conclusions for this KI.
This pCR is based on S2-2209957. It addresses issues that were raised during SA2#153E and incorporates feedback from additional offline discussions.
It aims at reaching an agreeable outcome for KI#2 by using Connection Capability instead of Application Identifier. A detailed explanation of the changes compared to S2-2209957 is provided in the paragraphs below.
Observation D1: No agreement can be reached regarding sending Application Descriptor(s) towards the network. Concerns were raised regarding including new identifiers in the policy container containing the URSP rule(s). 
Connection Capabilities can already be part of the TD and are matched against the information provided by a UE application when it requests a network connection with certain capabilities (see TS 23.503, clause 6.6.2.1). It currently allows for standardized values, as well as operator-defined ones. Currently, TS 24.526,clause 5.2 defines the following values (more than one connection capabilities value can be provided in the TD):
· 1: IMS
· 2: MMS
· 4: SUPL
· 8: Internet
· 32 to 63: Operator specific connection capabilities
If the operator deploys operator-specific Connection Capabilities, Connection Capabilities are included in specific URSP rules on specific UEs, and Connection Capabilities are signalled back to the network, then the network can, for specific deployments, map this information to the enforcement of a URSP rule in the device.
While the Connection Capabilities are neither a unique identifier for the URSP rule nor the Application Descriptor of the triggering application, it is possible to achieve a similar objective if the operator uses operator-specific Connection Capabilities for services where the network requires assurance of URSP rule enforcement (e.g. non-overlapping identifiers in the URSP rules deployed in the UE).
This approach is compatible with the agreed conclusions for KI#4, i.e. clause 8.4 bullet h). The principle of using information included in the TD for identifying a URSP rule is also part of solutions included in the TR.
One additional alternative that has been proposed, which was already part of the discussion in the TR phase is to signal the TD except the Application Descriptor information, which would be a superset of the option described above. However, some concerns were raised as to whether all the information the TD is necessary.
Proposal D1: After offline discussions, it is proposed to not use Application ID. It is proposed to signal back Connection Capabilities towards the network instead of the original proposal of including Application Descriptor.
Since the match-all URSP rule cannot contain a TD, this approach also implicitly excludes the match-all rule (see TS 24. 24.526, clause 5.2: “For "match-all type", the traffic descriptor component shall not include the traffic descriptor component value field”).
During offline discussions, concerns were raised regarding backwards compatibility and possible load, which are kept in this pCR as already captured in the original text in S2-2209957.
Offline discussions also covered the issue of network load, which was added in SA2#153E in a NOTE. Some companies proposed that adding an indicator whether UE feedback is required and enabling said feedback for only some URSP rules would be preferred. Also, several companies raised the issue that adding additional parameter(s) would have backwards-compatibility issues.
Based on current behavior, the UE will ignore URSP rules containing IEs it does not recognize. This would apply to a Rel’17 UE receiving a URSP rule containing Rel’18 IEs it does not recognize. Additionally, it is already possible (and recommended in the specification in some cases) to provision a UE with “fallback” URSP rules. That is, one or more alternatives to a given URSP rule, which are configure with lower precedence (see TS 23.501, clause 6.6.2.1).
Based on the received offline comments, it has been proposed that the simplest option is not to have an indication whether Connection Capabilities should be signalled to the network. Regarding network load, and based on D3, it could be realized so that for the lifetime of a PDU session, one PDU session modification message is generated for each additional enforced URSP rule containing Connection Capabilities mapped to the PDU session besides the one that triggered the PDU session establishment. Whether more than one URSP rules are expected to map to one PDU session is based on the URSP rules the operator chooses to deploy, and can hence be considered a deployment choice.
Proposal D2: Do not add an indication to the URSP rules the network requests the UE to signal Connection Capabilities when the URSP rule is enforced.
The KI description details “Whether and how the 5GC can be made aware whether or when the UE enforces a URSP rule”, as well as “whether the UE enforces a URSP rule for specific application traffic or not”. Hence, there exists the interpretation that KI#2 relates to identifying a specific application, while another interpretation exists that KI#2 relates to identifying a specific URSP rule.
Proposal D3: Based on D1, it is proposed to compromise that KI#2 is to be interpreted as “for a URSP rule”, and that the information being sent to the network has the goal aiding the network in identifying a URSP rule. It is considered that this covered by the existing text “(i.e. when the URSP rule is matched)” in the conclusion
Proposal D4: Since S2-2210163 was noted in SA2#153E and this is the last meeting (i.e. no time to ask CT1), it is proposed to remove NOTE 1.
There has been a discussion regarding whether a proposed addition of no normative impact for existing procedures in the last paragraph would apply to other parts of the proposed conclusions.
Proposal D5: It is proposed to clarify the normative impact of the section in the last paragraph of the proposed conclusions.

Proposal
[bookmark: _Hlk109827575]It is proposed to updated TR 23.700-85 as follows: 

**** First Change ****
[bookmark: _Toc113453610]7.2	Evaluation on Solutions for KI#2
[bookmark: _Toc113453618]Table 7.2-1: Summary of solutions for KI#2
	Solution #7
	PDU Session establish/mod includes the URSP Rule ID.
PCF-SM sends URSP ID and PDU Session Parameters to UE-PCF. UE-PCF checks that the PDU Session Parameters comply with the URSP Rule.

	Solution #9
	PDU Session establ./mod. includes the URSP Rule Precedence.

SMF gets the URSP Rule and RSD from the PCF. SMF checks the PDU Session parameters are according to the RSD(s) in the URSP Rule, otherwise it rejects the PDU Session Establishment.

UPF reports “incorrect application traffic” to SMF and then to PCF. The PCF decides if the UE should be updated to route the application traffic to the “correct” PDU Session.

	Solution #10
	(with UE assistance)
UE notifies PCF-UE the URSP Rules in use and its PDU Session ID(s). 
The PCF-UE uses the PDU Session to find the SMF for the PDU Session, then asks SMF or the PCF-SM (depending on the option) to check that the PDU Session parameters are the same as in the RSD. The SMF derives the N4 rules to detect the traffic in the TD of the URSP Rule. If no packet is detected, the SMF notifies the PCF-UE via PCF-SM, the PCF-AM sends URSP Rules to the UE to route traffic. 
SMF maps Application Descriptor, DNN, Domain Descriptor or Connection Capabilities in Traffic Descriptor to IP descriptor to construct 3-IP-tuple in PDR.
(without UE assistance)
The PCF decides to monitor some URSP Rules provided to a UE, then finds the PDU Sessions established for this UE (DNN, S-NSSAI) contacting UDM, then provides the Traffic Descriptors to be monitored to the SMF.

	Solution #11
	UE reports the URSP Rules that contain unsupported values to the PCF, then the PCF can adjust URSP Rules including only supported values.

	Solution #12
	The URSP Rule is extended with URSP ID, the UE includes the URSP Rule ID in the PDU Session Establishment, the PCF generates PCC Rules based on the content of the URSP Rule ID. 
The UPF reports unmatched traffic to the PCF, the PCF generates URSP Rules for this unmatched traffic.

	Solution #13
	The UE provides the application identity, that triggers a secondary authentication/authorization to the DN-AAA. Then, once the DN-AAA authorizes the UE to use this application, the SMF establishes the SM Policy Association, provides the URSP Rule precedence to the PCF, then PCC Rules according to the traffic descriptor and the RSD are provided to the SMF.

	Solution #14
	URSP Rules are extended with an indication of application registration and the identity of the AF is needed. The UE registers to the AF, if the indication is set, the AF authorizes the UE to use this PDU Session. Then if the AF authorizes the use of this PDU Session for this application traffic, then the AF provides an application identity to the UE that sends it in the PDU Session establishment for the SMF to verify. 
There are still Editor´s Notes on the procedure for application registration.

	Solution #15
	The UE gets the the App_ID from the ASP, the UE provides the App_ID at PDU Session Est/mod. The SMF forwards the App_ID to the PCF that checks if the UE route the App_ID over the correct PDU Session, and if not informs the UE that e.g. S-NSSAI selection rule or Time window was not followed. The PDU Session Est/mod. Is rejected.

	Solution #30
	The NWDAF requests the UPF to report “unmatched traffic”, then the NWDAF identifies the “unmatched traffic” per S-NSSAI and DNN, compares with the list of allowed services per DNN,S-NSSAI provided by the PCF, then  determines which UEs routed the traffic incorrectly, i.e. no according to the URSP Rules sent to the UE and informs the PCF. The PCF updates URSP Rules or provides PCC Rules to e.g., block this traffic.

	Solution #31
	URSP Rule is extended with the URSP Notification Component that indicates the conditions that trigger reporting to the PCF, such as a) First use of the URSP rule, b) Data sent over given period of time (i.e. periodic reporting) or c) If a certain amount of data has been sent over a specific period of time (i.e. Bandwidth threshold). The reporting to PCF-UE is performed over NAS signalling. 
The URSP Notification Component applies to both URSP Rules preconfigured in the UE and those provided by the PCF. Possible actions are to reject the UE, if the service requires a SLA such a slice offering GBR services or to trigger SM Policies to accommodate the traffic into the PDU Session at reporting of start of service and ends of service by the UE.

	Solution #32
	When the TD in the URSP includes a domain description, then the PCC Rules also includes a FQDN in the SDF template to identify the application traffic matching the domain descriptor of the target UE. The SMF generates DNS message handling rules using FQDN-based SDF template. The SMF sends the DNS message handling rule for the EASDF , when detecting the DNS Response, the EASDF notifies the FQDN and resolved address for the FQDN to the SMF. The SMF generates the corresponding N4 rules, e.g. PDR and URR in order for the UPF to report the traffic identified by IP address.




Some of the solutions, Sol#12, #13, #31 states that the network ensures that the application traffic sent by the UE in a PDU Session established according to the URSP Rule is treated according to the SLA, e.g. ensuring that the application traffic is routed over a slice for GBR services. For that the PCF provisions PCC Rule to the SMF to provide Session Management policies for the Traffic Descriptors sent in the URSP Rule.  This process is applicable to preconfigured URSP Rules and those URSP Rules signalled by the UE as proposed in Sol#31.
Observation 1: There is a need to describe how to ensure that the application traffic sent by the UE is routed over a PDU Session according to SLAs, this will be done using PCC Rules. 
Most of the solution proposes that the UE provides the URSP ID or the URSP Precedence or includes the Application ID in the PDU Session Est. or Modification or in NAS signalling from UE to PCF. This may help the PCF to determine the RSD component that the UE used, potentially validate it and then provide PCC Rules with Session Management policies for the Traffic Descriptors. However, the PCF can also do this determination based on internal logic, such as checking the PDU Session Parameters provided at SM Policy Association Est./Mod. to identify the URSP Rule that the UE enforced. 
Observation 2: The PCF can determine the URSP Rule used by the UE analysing the PDU Session parameters to find the candidate RSD(s) and the Traffic Descriptors. If the UE sends the URSP Rule ID, this will also be used in the process to identify the URSP Rule. 
There is a mismatch between the SDF template and the Traffic Descriptor, and then some solutions, such as Sol#10 or Sol#32, proposes to configure the SMF with the mapping of a DNN, Connection Capabilities, Domain descriptor to IP descriptors. This can be a solution for some specific DNNs that the operator knows the Application server IP addresses, however if the DNN allows for multiple applications, the list of IP addresses to configure can be quite dynamic and difficult to configure in the SMF. For the Connection Capabilities, given that this identifies the traffic category, it is also difficult to know all the IP address of possible servers that belong to traffic category.
Observation 3: The PCC Rules include the Application ID or the IP/non-IP descriptor in a SDF template. 
There are solutions that aim to identify the traffic that was routed not following the URSP Rule to the UE, in order to prevent that Sol#11 proposes that the UE reports to the PCF unsupported values, then the PCF provides URSP Rules with only supported values, this will reduce unnecessary signalling and prevent storing in the UE URSP Rules that are not used or even reject it. A solution using NWDAF to try to identify this traffic and possible ask the UE to send it over a different PDU Session is also proposed in Sol#30.
Observation 4: NWDAF can be used to identify the unknown traffic, this is also addressed in eNA_Ph2. 
Observation 5: The UE reports unsupported values to the PCF at the time the URSP Rules are provisioned.

**** 2nd Change ****

8.2	Conclusion on KI#2
-	New Analytics ID will be discussed to be supported by the NWDAF to monitor the traffic in one or multiple PDU Session for statistics of URSP enforcement, The analytics request includes the expected traffic according to provisioned URSP rules via the S-NSSAI/DNN. Consumer of new analytic ID can be a PCF. A PCF that provisions URSP rule for a UE may use the NWDAF output to determine updated URSP rules for UE(s).
NOTE 1:	Further details on the new analytic ID will be determined during the normative phase.
Editor's note:	Coordination with UPEAS is required to define how NWDAF interacts with UPF.
The process to generate URSP Rules to the UE and corresponding PCC rules for the traffic matching the Traffic Description in the URSP Rule does not require the UE to send the URSP ID or the App ID. The PCF for the UE can derive the candidate RSD components using the PDU Session parameters sent by the UE, if no URSP Rule ID or App ID is sent as defined in Sol#9.
If the UE URSP rule includes Connection Capabilities contained in the TD (see TS 23.503, clause 6.6.2.1), when  newly-appeared application traffic is matched to the TD during URSP evaluation, the UE reports the Connection Capabilities contained in the TD, which will be included in the PDU Session Establishment or Modification (i.e. when the URSP rule is matched), then to the PCF for the PDU Session and to PCF for the UE. The UE does not report information to the 5GC when a "match-all" URSP rule is enforced. No service degradation for legacy UEs shall result from this functionality in Rel-18.
NOTE 2:	UE reporting the enforced URSP rule information in PDU Session Establishment/Modification can significantly increase the amount of signalling in the network. Limiting the signaling impact of usage of using PDU Session Modification while keeping functionality is a matter of operational tradeoff, e.g. UE reporting can be limited to specific application traffic on specific UEs. Whether this requires an indication to report will be considered in the normative phase. The mentioned aspects in this NOTE requiring normative work will be limited to minor modifications of existing solutions.
NOTE 3:	PDU Session Modification Accept/Reject, PDU Session Establishment Accept/Reject messages will not be impacted.
NOTE 4:	If SA3 feedbacks that it sees an issue with privacy and that it cannot be solved, work on UE assistance won’t proceed. Feedback has been asked from SA3 and will be included regarding the following aspects:
· Whether SA3 sees an issue with privacy regarding the UE sending information to the 5GC via NAS to identify an enforced URSP rule
· Whether SA3 see an issue with user consent regarding the UE sending information to the 5GC via NAS to identify an enforced URSP rule that SA2 would need to consider and if yes, whether SA2 is correct to assume that details regarding user consent would fall under the scope of SA3 (e.g. FS_UC3S_Ph2) 
The PCF for the UE knows the list of preconfigured URSP Rules in the UE and its RSDs, this allows the PCF for the UE to perform verification of the PDU Session parameters and request the PCF for the PDU Session to generate PCC Rules to apply policies for a PDU Session established with preconfigured URSP Rules. This is defined in Sol#32. 
The PCF for the PDU Session provisions PCC rules to the SMF that includes in the SDF template the Application identifier, or the IP/non-IP Flow descriptions as defined in the TD of the URSP Rule. The mapping of other TD such as DNN, Connection Capabilities and Domain Descriptors can be done for certain cases such as specific DNNs using local configuration in the SMF, and the Connection Capability that contains a traffic category can be mapped in some cases into the Application Identifier (e.g. Connection Capability=IMS assumes IMS application identifier).
NOTE 5: How to do this mapping requires further work during normative phase.
Already existing mechanisms, which do not require additional normative work, can be used and are not precluded, e.g. so that the PCF can provide SDF Templates in PCC rules which correspond to traffic that is not expected to occur in a PDU session, so that if the UPF detects such traffic, the PCF for a PDU Session gets notified from the SMF and can then notify the PCF for a UE about the detected traffic and the relevant parameters of the PDU Session. Based on this information, the PCF for a UE can adjust the URSP rules. 
NOTE 6: Exposure of UPF events towards NWDAF is part of UPEAS.

**** End of Changes ****
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