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6.X	Statistics for traffic monitoring according to provisioned URSP rule(s)
[bookmark: _Toc12418][bookmark: _Toc9930][bookmark: _Toc101170940][bookmark: _Toc104467625][bookmark: _Toc104467338][bookmark: _Toc113350012][bookmark: _Toc104433169][bookmark: _Toc117508860]6.X.1	General
This clause specifies the procedure on how NWDAF to monitor the traffic in one or multiple PDU sessions based on provisioned URSP rules to the UE.
The NWDAF receives expected UE traffic via one or more PDU sessions (based on S-NSSAI/DNN) according to the Traffic Descriptor of provisioned URSP rules and provides information of traffic not matching the expected traffic according to provisioned URSP rules.
The service consumer may be a PCF.
The consumer of these analytics may indicate in the request:
-	Analytics ID = "traffic monitoring statistics";
-	Target of Analytics Reporting: UE, group of UE or any UE;
-	URSP traffic descriptor list (e.g. Application Descriptors, Flow Descriptors in URSP rule);
-	Analytics Filter Information per URSP traffic descriptor list containing:
-	Area of Interest;
-	S-NSSAI;
-	DNN;
-	An Analytics target period indicates the time period over which the statistics are requested.
-	Optionally, maximum number of objects. 
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
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NWDAF collects QoS flow related data from NF(s) for a specific S-NSSAI, DNN, and UE(s). The detailed data are described in Table 6.X.2-1.
Table 6.X.2-1: Input data to detect non-expected traffic
	Information
	Source
	Description

	SUPI
	SMF, UPF
	UE ID for the UE that established PDU sessions to an S-NSSAI/DNN

	S-NSSAI
	SMF, UPF
	The S-NSSAI for which the PDU session is established

	DNN
	SMF, UPF
	The DNN for which the PDU session is established 

	IP Flow Information (1..max)
	UPF
	IP flow information that does not match the expected traffic

	> IP 5-tuple
	UPF
	IP 5-tuple of the detected traffic

	> Duration
	UPF
	Duration of traffic detection.



[bookmark: _Toc30447][bookmark: _Toc10299][bookmark: _Toc10582][bookmark: _Toc59101769][bookmark: _Toc57641416][bookmark: _Toc50023234][bookmark: _Toc42779250][bookmark: _Toc15735][bookmark: _Toc57201378][bookmark: _Toc54779566][bookmark: _Toc50579619][bookmark: _Toc15601][bookmark: _Toc50022585][bookmark: _Toc20441][bookmark: _Toc20149][bookmark: _Toc43393331][bookmark: _Toc44004503][bookmark: _Toc50021312][bookmark: _Toc50309887][bookmark: _Toc42770194][bookmark: _Toc54786526][bookmark: _Toc50023819][bookmark: _Toc23452][bookmark: _Toc50021881][bookmark: _Toc54770214][bookmark: _Toc104467340][bookmark: _Toc104467627][bookmark: _Toc3056][bookmark: _Toc104433171][bookmark: _Toc101170942][bookmark: _Toc21716][bookmark: _Toc113350014][bookmark: _Toc117508862]6.X.3	Output Analytics
The output analytics include statistics of traffic information that was not expected to be routed over a PDU session, is shown in Table 6.X.3-1.
	
Table 6.X.3-1: Statistics of URSP enforcement
	Information
	Description

	UE ID
	UE that has established a PDU session over a specific S-NSSAI and/or DNN

	List of flow description information
	

	> S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	> DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	> Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol).



[bookmark: _Toc113350015][bookmark: _Toc104467628][bookmark: _Toc104433172][bookmark: _Toc101170943][bookmark: _Toc24473][bookmark: _Toc13642][bookmark: _Toc104467341][bookmark: _Toc117508863]6.X.4	Procedures
The procedure for deriving statistics of URSP enforcement is shown below.


Figure 6.X.4-1: NWDAF providing URSP enforcement statistics
1.	The Consumer NF (i.e. PCF) requests or subscribes to the NWDAF to request statistics of URSP enforcement. The consumer includes within analytics filter the expected traffic via a PDU session according to the Traffic Descriptors within provisioned URSP rules to the UE and the S-NSSAI/DNN of the PDU session. It is assumed that there are associated Packet Detection Rule(s) for the expected traffic listed in the analytics request, i.e. the expected traffic is known.
2.	The NWDAF determines the UPF where the UE has established a PDU session to the specified DNN/S-NSSAI.
3.	The NWDAF collects session related information from the UPF of packets corresponding to service data flows not matching installed PDRs for the expected traffic.
Editor’s Note: NWDAF data collection from UPF is specified in UPEAS work. 
4.	The NWDAF derives statistics of URSP enforcement indicating traffic that is not expected via a PDU session.
5.	The NWDAF notifies URSP enforcement statistics.
************************************ END OF CHANGE ****************************************
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