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Abstract of the contribution: This contribution proposes update of conclusions for the Third Party ID to resolve the remaining editor’s note in clause 9.3. 
1.
Discussion
Definition of Third Party specific user information:

Based on current conclusions for KI#3 the use of Third Party specific user identities in IMS shall be aligned with the definitions in draft-ietf-sipcore-callinfo-rcd-04. According to this draft: “This document describes a SIP Call-Info header field usage defined to include rich data associated with the identity of the calling party that can be rendered to a called party for providing more useful information about the caller or the specific reason for the call. This includes extended comprehensive information about the caller such as what a jCard object can represent for describing the calling party or other call specific information such as describing the reason or intent of the call.” An example of a Call-Info header is provided in the draft as follows: Call-Info: <https://example.com/qbranch.json>;purpose=jcard. As a consequence, the Call-Info header contains just a http URL that is signed by the A-side and verified by the B-side. The B-side can use this http URL to fetch RCD like information from a Web server. This solution is rather flexible as it provides just a “pointer” to the data (i.e., the http URL). Where and how these data are stored should not be specified by 3GPP as this would limit the applicability of the overall solution due to the fact that different Enterprises have diverse requirements. In one possible scenario the data can be stored in the Third Party (aka Enterprise) network, while in another scenario they are stored in the operator’s network. In addition, it looks not reasonable to store these data in the HSS as this would mean to standardize the data format and content and does not work in the case where the Enterprise users are connected via an IP-PBX and no user specific data are stored in the HSS:

Considering that SA2 has not discussed in detail which type of Third Party specific user information should be specified in Rel-18 and taking into account that the study phase is nearly completed, we propose not to specify details of Third Party specific user information in this release but refer to the IETF draft-ietf-sipcore-callinfo-rcd which information and how this information is provided in SIP.

Interaction between IMS and Third Party networks:

Regarding the interaction between IMS and Third Party networks, the following Editor’s Note is captured in SA2 #153E:

Editor's note:
The interaction between IMS and Third Party network is FFS.
The Third Party identities may include lots of personal and enterprise information, e.g. title, organization, images, location, and subjects which could change very frequently. We can’t expect this kind of information statically stored in IMS. A mechanism for the dynamic interaction between IMS and Third Party network to achieve the latest Third Party identities is required.
Actually, the issue has been identified in clause 6.12.3 and resolved by re-using of existing NEF capabilities. Following text is clarified in clause 6.12.3.
The existing NEF Services Nnef_Authentication specified in TS 23.256 [21] can be reused and extended for the authorization of third party user ID with third party Authorization Server.

TS 23.256 has specified Nnef_Authentication service operations in clause 4.4.1, which enables the consumer to either authenticate and authorise, or just authorize, the Service Level Device Identity.
Table 4.4.2.1.1-1: NF Services provided by NEF

	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nnef_Authentication
	AuthenticateAuthorize
	Request/Response
	AMF, SMF

	
	Notification
	Subscribe/Notify
	AMF, SMF


The AF services in supporting the authentication and authorization of the Service Level Device Identity are specified as well in clause 4.4.1 of TS 23.256.

Table 4.4.1.2.1-1: NF Services provided by AF

	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Naf_Authentication
	AuthenticateAuthorize
	Request/Response
	UAS NF/NEF

	
	Notification
	Subscribe/Notify
	UAS NF/NEF


In the scenarios of Third Party identities in NG-RTC, we can reuse the authentication and authorization services specified in TS 23.256 with very limited extension.

For the procedures of Third Party ID authorization can define procedures similar to UUAA specified in clause 5.2.2 of TS 23.256. Following figure is an example of the procedures for  interaction between third party and IMS.
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An designated Public User Identity and associated third party specific user identity service for the SIP UA is configured in the subscription data in HSS.
As consumer of Nnef_Authentication Service, the originator IMS-AS (or S-CSCF) can trigger the authentication and authorization service with IMPU allocated to the third party user or other user specific token. 

Then NEF can discover and trigger the authentication and authorization service of AF (i.e., third party authorization server). The third party authorization server can response with full information of the third party identities in the authorization data container after successful authentication. 
The received third party identities information can be signed and delivered to the terminating networks for verification and rendering.
If the third party authorization server is trusted by IMS, IMS_AS or S-CSCF may invoke Naf_Authentication_AuthenticateAuthorize service of third party authorization server directly without NEF.

This contribution proposes update of conclusions on KI #3 for the interaction between IMS and third party.
Usage of Third party specific group identity stored in HSS:
If Called party is not intructed to know the individual employee of the company, the provided third party identity only use the same info for all the subscribers like company name or logo, which is named third party specific group identity in the context. 

A similar mechanism as specified for 5G VN Group, can be applied for the management of IMS third party group. The third party specific group identity can be stored as party of the IMS third party group data in HSS. The example of IMS third party group parameters are illustrated as following:
Description of IMS third party Group membership management parameters
	Parameters
	Description

	List of IMPU
	List of IMS third party Group members, each member is identified by GPSI

	External Group ID
	A identifier for IMS third party group


                                                     Description of IMS third party group data
	Parameters
	Description

	Name
	Name of the third party company like CITI Bank

	Logo
	Logo of the third party company like CITI bank logo

	IMS Session Type
	IMs Session Types allowed like voice call, video, SMS etc.

	Information related with third party identities signing/verification
	This may indicate:

-      the need for third party identities signing and verification by STI-AS and STI-VS


2.
Text proposal
It is proposed to agree the following changes vs. TR 23.700-87:
>>>>BEGINNING OF CHANGES<<<<
9.3
Conclusions of Key Issue #3
Five solutions were proposed for KI#3 (sol #10, #11, #12, #13, #19). Out of these, three solutions refer explicitly to STIR/SHAKEN (sol #10, #12, #19) while one solution refers to signing and verification of SIP headers but does not mention STIR/SHAKEN explicitly (sol #11).
Following conclusions are made for KI#3:
1)
The solution shall allow Third Party users to connect to the IMS via NNI and UNI based on different trust models and SLAs.
2)
Use of Third Party specific user identities in IMS shall be aligned with the definitions in draft-ietf-sipcore-callinfo-rcd-04 [28], its signing and integrity protection mechanism shall be aligned with draft-ietf-stir-passport-rcd-18 [16].

NOTE 1:
The SIP header extensions required to transfer Third Party specific user identity information are defined by stage 3 considering the definitions and concepts of before mentioned IETF drafts.

3)
The solution shall not change existing IMS authentication and authorisation procedures and mechanisms.

4)
The solution shall follow the STIR/SHAKEN framework and accompanied IETF RFCs/drafts as much as possible. The signing AS (STI-AS) can be an entity in the IMS domain or in the Third Party network domain.

5)
As for other user identities signing and verification of Third Party specific user identities in the IMS domain is invoked by IBCF, S-CSCF or AS re-using existing procedures.

6)
Third Party specific user identities may be stored in the Third Party network or in the HSS. Mechanisms shall be provided to the Third Party to provision Third Party specific user identifies to IMS via the NEF. 
- If different Third Party specific user identities are required for different third party users, each third party user is allocated a designated IMPU with subscription of third party specific user identity services. IMS makes use of existing NF services (i.e. Nnef_Authentication, Naf_Authentication) to retrieve Third Party specific user identities from  Third Party networks. 
NOTE 2:
If NEF is not involved, IMS_AS or S-CSCF may invoke Naf_Authentication service for third party authorization directly.
-- 
If a third party specific group identity (e.g., company name represented by realm) is commonly used for the all the users of a third party, the group identity can be stored in the HSS as party of IMS third party group data.



NOTE 3:
In one deployment scenario Third Party specific user identity information is stored in a Web server and the corresponding HTTP URL pointing to these data is provided from the A-side to the B-side in a SIP header (see draft-ietf-sipcore-callinfo-rcd-04 [28] and draft-ietf-stir-passport-rcd-18 [16]). The B-side can use the HTTP URL to fetch the data from the Web server. The data can be stored in the Third Party network or in the operator’s network which is out of scope of 3GPP.

NOTE 4:
Security aspects need to be considered by SA WG3.

>>>>END OF CHANGES<<<<
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