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[bookmark: _Toc20149630][bookmark: _Toc27846421][bookmark: _Toc36187545][bookmark: _Toc45183449][bookmark: _Toc47342291][bookmark: _Toc51768989][bookmark: _Toc114664953]4.X	Support of Personal IoT Networks
4.X.x	General
This clause specifies the procedures that enable the support of Personal IoT Networks (PIN) as defined in clause 5.X of TS 23.501 [2]. 
4.X.y	PIN data configuration
If a PIN is pre-configured, the PIN Data described in clause 5.2.3.3.1 is preconfigured for the PIN, the UDR notifies to the subscribed PCF by sending Nudr_DM_Notify as defined in clause 4.16.5.2 and clause 4.16.12.2.
If a PIN is created by an AF, the procedure described in clause 4.15.6.2 is used for PIN data configuration, the AF invokes the Nnef_ParameterProvision Service to provide the PIN information with the parameters described in Table 4.X.y-1 to the NEF. 
Table 4.X.y-1: Description of parmeters in PIN information
	Parameter
	Description

	DNN
	DNN for the PIN
[optional]

	S-NSSAI
	S-NSSAI for the PIN
[optional]

	PIN Type
	This parameter includes operator assigned values that may be used to generate PDU Session Type Selection and SSC Mode Selection in the corresponding URSP rule and PRSP rule for the PIN.
[optional]

	Address Ranges
	This parameter indicates IP Ranges or MAC Ranges that may be used to generate corresponding URSP rule and PRSP rule for the PIN, and may be used by SMF for allocating addresses for PINEs.
[optional]

	PIN Status
	This parameter indicates whether the PIN needs to be activated or deactivated, the default value is "PIN activation".
[optional]

	Authorization Information
	This information includes authorization data used by PEGC and/or SMF for the PIN.
[optional]



NOTE:	In order to support an AF to dynamically create multiple PINs with same UEs (i.e., PEGCs and PEMCs), the operator may preconfigure the subscription data of those UEs to include a Shared Data ID, which identifies a Shared Data defined in TS 29.503 [52] that includes the PIN Data for those UEs, and assign PIN ID ragne, e.g., any PIN ID preffixed with a network unique string, for those UEs, when a PIN identified by a PIN ID within the range is created/deleted by an AF request, the NEF, according to the operator's configuration, updates the Shared Data.
Editor's note:	Whether the PIN information includes membership information is FFS.
When the PIN is active and the PIN Status indicates PIN deactivation, the PCF updates the PRSP and URSP to remove the rule related to the PIN and provisions the updated PRSP and URSP to the UE, the PCF also indicates the SMF of the PIN deactivation, the SMF initiates PDU Session Release procedure to release all the PDU Sessions associated with the PIN.
When the PIN is deactive and the PIN Status indicates PIN activation, the PCF reinstates the removed PRSP and URSP rule for the PIN and provisions the updated PRSP and URSP to the UE, the PCF also indicates the SMF of the PIN activation, after the PDU Sessions associated with the PIN are established, the SMF initiates PDU Session Modification procedure to reinstall all the traffic configuration of the PIN.
Editor's note:	Whether Authorization Information is included and what IEs (e.g., PIN-AMBR, allowed Max PINE, etc.) are in Authorization Information are FFS.
[bookmark: _GoBack]The DNN, S-NSSAI, PIN Type, and Address Ranges are used by PCF to generate corresponding URSP rule and PRSP rule for the PIN. If the NEF did not receive DNN and/or S-NSSAI from the AF for a PIN, and the NEF does not determine the DNN and/or S-NSSAI for the PIN, then the PCF determines the DNN and/or S-NSSAI per the UE in the PIN. The PCF sends the URSP and PRSP together to the UE. The Address Ranges also may be used by SMF for allocating addresses for PINEs. 
[bookmark: _Toc20204526][bookmark: _Toc27895225][bookmark: _Toc36192322][bookmark: _Toc45193435][bookmark: _Toc47593067][bookmark: _Toc51835154][bookmark: _Toc114668599]* * * * 2nd change * * * *
[bookmark: _Toc122443439]4.15.6	External Parameter Provisioning
[bookmark: _Toc122443440]4.15.6.1	General
Provisioning capability allows an external party to provision the information, such as expected UE behaviour and service specific parameters, PIN related information, or the 5G VN group information to 5G network functions. In the case of provisioning the expected UE behavioural information, the expected UE behavioural information consists of information on expected UE movement and communication characteristics. In the case of provisioning the 5G VN group information the provisioning information consists of information on 5G VN group. The service specific information consists of information to support the specific service in 5G system. Provisioned data can be used by the other NFs.
[bookmark: _Toc122443441]4.15.6.2	NEF service operations information flow


Figure 4.15.6.2-1: Nnef_ParameterProvision_Create / Nnef_ParameterProvision_Update / Nnef_ParameterProvision_Delete request/response operations
0.	NF subscribes to UDM notifications of UE and/or Group Subscription data updates.
NOTE 1:	The NF can subscribe to Group Subscription data from UDM in this step and be notified of Group Subscription data updates in step 7 using the Shared Data feature defined in TS 29.503 [52].
0b.	[Conditional, on using NWDAF-assisted values] The AF may subscribe to NWDAF via NEF in order to learn the UE mobility analytics and/or UE Communication analytics for a UE or group of UEs by applying the procedure specified in clause 6.1.1.2 of TS 23.288 [50]. The Analytics ID is set to any of the values specified in clause 6.7.1 of TS 23.288 [50].
0c.	[Conditional, on using NWDAF-assisted values] AF validates the received data and derives any of the Expected UE behaviour parameters defined in clause 4.15.6.3 for a UE or group of UEs.
1.	The AF provides one or more parameter(s) to be created or updated in a Nnef_ParameterProvision_Create or Nnef_ParameterProvision_Update or Nnef_ParameterProvision_Delete Request to the NEF.
	The GPSI identifies the UE and the Transaction Reference ID identifies the transaction request between NEF and AF. For the case of Nnef_ParameterProvision_Create, The NEF assigns a Transaction Reference ID to the Nnef_ParameterProvision_Create request.
	NEF checks whether the requestor is allowed to perform the requested service operation by checking requestor's identifier (i.e. AF Identifier).
	For a Create request associated with a 5G VN group, the External Group ID identifies the 5G VN Group.
	For a Create request associated with a PIN, the PIN ID identifies the PIN, which is unique in the network.
	The payload of the Nnef_ParameterProvision_Create/Update Request includes one or more of the following parameters:
-	Expected UE Behaviour parameters (see clause 4.15.6.3); or
-	Network Configuration parameters (see clause 4.15.6.3a); or
-	External Group Id and 5G VN group data (i.e. 5G-VN configuration parameters) (see clause 4.15.6.3b), or
-	5G VN group membership management parameters (see clause 4.15.6.3c); or
-	Location Privacy Indication parameters of the "LCS privacy" Data Subset of the Subscription Data (see clause 5.2.3.3.1 and clause 7.1 of TS 23.273 [51]); or
-	MTC Provider Information;
-	AF provided ECS Address Configuration Information (see clause 4.15.6.3d).
-	PIN ID and PIN information of the "PIN Data" Data Subset of the Subscription Data (see clause 4.X.y);
	The AF may request to delete 5G VN configuration or PIN configuration by sending Nnef_ParameterProvision_Delete to the NEF.
2.	If the AF is authorised by the NEF to provision the parameters, the NEF requests to create, update and store, or delete the provisioned parameters as part of the subscriber data via Nudm_ParameterProvision_Create, Nudm_ParameterProvision_Update or Nudm_ParameterProvision_Delete Request message, the message includes the provisioned data and NEF reference ID and optionally MTC Provider Information.
	If the AF is not authorised to provision the parameters, then the NEF continues in step 6 indicating the reason to failure in Nnef_ParameterProvision_Create/Update/Delete Response message. Step 7 does not apply in this case.
	If the NEF did not receive DNN and/or S-NSSAI from the AF and such information is configured as needed within 5GC, the NEF determines the DNN and/or S-NSSAI from the AF Identifier.
NOTE 2:	For non-roaming case and no authorisation or validation by the UDM required and if the request is not associated with a 5G VN group, the NEF can directly forward the external parameter to the UDR via Nudr_DM_Update Request message. And in this case, the UDR responds to NEF via Nudr_DM_Update Response message.
3.	UDM may read from UDR, by means of Nudr_DM_Query, corresponding subscription information in order to validate required data updates and authorize these changes for this subscriber or Group for the corresponding AF.
4.	If the AF is authorised by the UDM to provision the parameters for this subscriber, the UDM resolves the GPSI to SUPI and requests to create, update or delete the provisioned parameters as part of the subscriber data via Nudr_DM_Create/Update/Delete Request message, the message includes the provisioned data.
	If a new 5G VN group is created, the UDM shall assign a unique Internal Group ID for the 5G VN group and include the newly assigned Internal Group ID in the Nudr_DM_Create Request message. If the list of 5G VN group members is changed or if 5G VN group data has changed, the UDM updates the UE and/or Group subscription data according to the AF/NEF request.
	If PIN information has changed, the UDM updates the UE and/or Group subscription data according to the AF/NEF request.
	UDR stores the provisioned data as part of the UE and/or Group subscription data and responds with Nudr_DM_Create/Update/Delete Response message.
	When the 5G VN group data (as described in clause 4.15.6.3b) or 5G VN group membership is updated, the UDR notifies to the subscribed PCF by sending Nudr_DM_Notify as defined in clause 4.16.12.2.
	When the PIN configuration is updated, the UDR notifies to the subscribed PCF by sending Nudr_DM_Notify as defined in clause 4.16.5.2 and clause 4.16.12.2. If a new PIN is created, the PCF authorizes the PIN creation based on the PIN Authorization information obtained from the UE's PIN Subscription data.
	If the AF is not authorised to provision the parameters, then the UDM continues in step 5 indicating the reason to failure in Nudm_ParameterProvision_Update Response message and step 7 is not executed.
	The UDM classifies the received parameters (i.e. Expected UE Behaviour parameters or Suggested Number of Downlink Packets or the 5G VN configuration parameters or Location Privacy Indication parameters or ECS Address Configuration Information or PIN related parameters), into AMF associated and SMF associated parameters. The UDM may use the AF Identifier received from the NEF in step 2 to relate the received parameter with a particular subscribed DNN and/or S-NSSAI. The UDM stores the SMF-Associated parameters under corresponding Session Management Subscription data type.
	Each parameter or parameter set may be associated with a validity time. The validity time is stored at the UDM/UDR and in each of the NFs, to which parameters are provisioned (e.g. in AMF or SMF). Upon expiration of the validity time, each node deletes the parameters autonomously without explicit signalling.
	If the ECS Address Configuration Information is provided to any UE in AF request, the UDM shall make use of the shared data mechanism defined in TS 29.503 and notify all NFs (SMFs) that have subscribed to receiving such shared data change notifications.
5.	UDM responds the request with Nudm_ParameterProvision_Create/Update/Delete Response. If the procedure failed, the cause value indicates the reason.
6.	NEF responds the request with Nnef_ParameterProvision_Create/Update/Delete Response. If the procedure failed, the cause value indicates the reason.
7.	[Conditional this step occurs only after successful step 4] UDM notifies the subscribed Network Function (e.g. AMF) of the updated UE and/or Group subscription data via Nudm_SDM_Notification Notify message.
a)	If the NF is AMF, the UDM performs Nudm_SDM_Notification (SUPI or Internal Group Identifier, AMF-Associated Expected UE Behaviour parameters, Subscribed Periodic Registration Timer, subscribed Active Time, etc.) service operation. The AMF identifies whether there are overlapping parameter set(s) and merges the parameter set(s) in the Expected UE Behaviour, if necessary. The AMF uses the received parameters to derive the appropriate UE configuration of the NAS parameters and to derive Core Network assisted RAN parameters. The AMF may determine a Registration area based on parameters Stationary indication or Expected UE Moving Trajectory.
b)	If the NF is SMF, the UDM performs Nudm_SDM_Notification (SUPI or Internal Group Identifier, SMF-Associated Expected UE Behaviour parameter set, DNN/S-NSSAI, Suggested Number of Downlink Packets, etc.) service operation.
	The SMF stores the received parameters and associates them with a PDU Session based on the DNN and S-NSSAI included in the message from UDM.
	The SMF identifies whether there are overlapping parameter set(s) in the Expected UE behaviour and merges the parameter set(s), if necessary. The SMF may use the parameters as follows:
-	SMF configures the UPF accordingly. The SMF can use the Scheduled Communication Type parameter or Suggested Number of Downlink Packets parameter to configure the UPF with how many downlink packets to buffer. The SMF may use the parameter Communication duration time to determine to deactivate UP connection and to perform CN-initiated selective deactivation of UP connection of an existing PDU Session.
-	The SMF may derive SMF derived CN assisted RAN information for the PDU Session. The SMF provides the SMF derived CN assisted RAN information to the AMF as described in PDU Session establishment procedure or PDU Session modification procedure.
NOTE 3:	The NEF (in NOTE 1) or the UDM (in step 3) can also update the corresponding UDR data via Nudr_DM_Create/Delete as appropriate.
NOTE 4:	The change of AF provided ECS configuration information is not meant to apply immediately: the UDM interface to the SMF can refer to Shared Data for the Subscription provided ECS configuration information.
* * * * 3rd change * * * *
[bookmark: _Toc122443884]5.2.6.4	Nnef_ParameterProvision service
[bookmark: _Toc122443885]5.2.6.4.1	General
This service is for allowing external party to provision of information which can be used for the UE in 5GS.
In all operations UE addressing information may correspond either to an UE IP address or to a UE MAC address.
[bookmark: _Toc122443886]5.2.6.4.2	Nnef_ParameterProvision_Update service operation
Service operation name: Nnef_ParameterProvision_Update
Description: The consumer updates the UE related information (e.g. Expected UE Behaviour, Network Configuration parameters, Location Privacy Indication parameters, ECS Address Configuration Information) or 5G VN Group related information (e.g. 5G VN group data, 5G VN membership management), or for Multicast MBS group related information (MBS Session Authorization, Multicast MBS group membership management), or for PIN related information (PIN information).
Inputs, Required: AF Identifier, Transaction Reference ID.
Inputs, Optional: GPSI or UE addressing information, External Group ID, PIN ID, at least one of the Expected UE Behaviour parameters or at least one of the Network Configuration parameters or 5G VN related information or ECS Address Configuration Information or PIN related information, Validity Time or Location Privacy Indication parameters, MTC Provider Information, or Multicast MBS group related information.
Outputs, Required: Operation execution result indication.
Outputs, Optional: Transaction specific parameters, if available. External Identifier (representing an AF specific UE Identifier).
For Multicast MBS group related information, refer to TS 23.247 [78].
[bookmark: _Toc122443887]5.2.6.4.3	Nnef_ParameterProvision_Create service operation
Service operation name: Nnef_ParameterProvision_Create
Description: The consumer creates a 5G VN group or Multicast MBS group.
Inputs, Required: AF Identifier, Transaction Reference ID.
Inputs, Optional: GPSI or UE addressing information, External Group ID for 5G VN group creation or for multicast MBS group creation, External Group ID, PIN ID, 5G VN group related information (e.g. 5G VN group data, 5G VN membership management), MTC Provider Information, Multicast MBS group related information (e.g. Multicast MBS group membership management), PIN related information (e.g. PIN information).
Outputs, Required: Operation execution result indication.
Outputs, Optional: Transaction specific parameters, if available. External Identifier (representing an AF specific UE Identifier).
For Multicast MBS group related information, refer to TS 23.247 [78].
* * * * End of change * * * *
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