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Abstract: This paper provides a discussion on whether/how to differentiate home and guest users for UEs behind 5GRG. It compares Sol#2 and Sol#5 and proposes extensions of these solutions.
1. Introduction
This paper focuses on providing differentiated services for UEs behind 5GRG, where the UE is either a “home user” or a “guest user”. 
The differentiation between “home” and “guest” users was also discussed as a separate KI on “Community WiFi” proposed in the 5WWC study, which was later removed in the down-scoping process. Therefore, it can be discussed whether this topic is covered by the rel-18 study. However, Sol#5 is supporting such scenario for trusted non-3GPP/TNGF access and it was added to the TR early on (in v0.1.0). Later Sol#9 was added to define a similar solution but for untrusted non-3GPP/N3IWF access (v0.2.0). Finally Sol#2 was updated in the TR to show an alternative approach for trusted non-3GPP access (v1.1.0). 
The authors of this paper are OK to not progress “home” vs “guest” differentiation in rel-18. However, if this is to be progressed there needs to be an evaluation and conclusion. This paper proposes such evaluation and conclusion. 
As mentioned above, there exists two solutions to tackle this issue:
- 	Using ULI: provided in Sol#2 
- 	Using Subscribed UE List in 5G-RG subscription data: provided in Sol#5
This paper summarizes the two solutions and compares them in terms of performance, signalling, and their impact on 5GC. The paper also proposes a way forward.
2. Solutions 
2.1 	Solution using UE List in 5GRG Subscription data
Solution 5 and 9 are based on creating a new field in the 5G-RG’s subscription data in UDR that contains the list of “subscribed UEs” to the 5G-RG. The following steps are taken to differentiate the guest from the home UE:
1. 	The 5G-RG subscription data in UDM/UDR is extended to include the “subscribed UE” list (i.e. SUPIs of the “home” UEs).
2. 	Prior to, or during, the trusted non-3GPP access Registration procedure, the UE obtains 5G-RG’s GUTI. It is either provided from 5G-RG to UE via ANQP (trusted/untrusted) or sent from 5G-RG to TNGF and then from TNGF to the UE (trusted only).
3. 	The UE sends the 5G-RG’s GUTI to the UE’s AMF via NAS Registration Request message
4. 	The UE’s AMF acquires 5G-RG’s SUPI from the 5G-RG’s AMF via a Namf UE Context Transfer procedure
5. 	The UE’s AMF obtains the 5G-RG’s list of “Subscribed UEs” from the 5G-RG’s UDM
6. 	UE’s AMF decides that the UE is a home user if it belongs to the list of Subscribed UEs. 
7. 	UE’s AMF provides the UE role (e.g. “home user”) to UE’s PCF.
Sol#5 impacts UE, 5G-RG, TNGF, AMF, SMF, UDM, UDR and PCF. Sol#5 also impacts NEF and UDM to support the exposure additions. 
2.2	Solution using ULI
Sol#2 provides the differentiation between the guest and home UEs based on the User Location Information (ULI) provided when the UE registers via an RG using trusted non-3GPP access procedures. In the solution, the list of subscribed UEs and the TNAP ID can be made available to PCF using the below options:
- 	Either provided by the 5G-RG admin through AF and NEF and stored in an Application data in UDR (Option1)
- 	Or provided by the operator and stored in the UEs’ policy subscription data in UDR (Option 2)
During the UE’s PDU session establishment, the TNAP ID, which is a part of the ULI, becomes available to the PCF. Then PCF can decide if the UE is a home user or not by: 
- 	Either obtaining the Application data from UDR and checking if the UE belongs to the subscribed UE list (Option 1)
- 	Or checking if the TNAP ID in the ULI and the one in the UE’s policy subscription are the same (Option 2)
Sol#2 is based on current specifications, i.e. the basic parts have no impacts. Sol#2 however impacts AF, NEF, UDR and PCF if Option 1 (i.e. the exposure additions) are progressed. 
3. Analysis  
Sol#5 and Sol#9 using a list of subscribed UEs in the 5GRG’s subscription data has the following shortcomings/complications:
1. 	The UE should undergo extra steps to obtain 5G-RG’s GUTI.
2. 	The solution imposes extra signaling steps for the UE’s AMF to obtain 5G-RG’s SUPI
3. 	The solution impacts the N1/N2 message by adding the 5G-RG’s GUTI 
4. 	Transmission of 5G-RG’s GUTI via the UE can create security issues. The UE can claim to be connected to a different 5G-RG than it is connected to.
5. 	The solution impacts the UDM/UDR by introducing a new field in the 5G-RG’s subscription data (list of subscribed UEs)
Bullet #5 describes the conceptual problem that subscription data for one SUPI (UE) is included as part of the subscription data of another SUPI (RG). Possibly also a Role ID for each UE SUPI is included on the 5G-RG’s subscription data, but this is not so clear in the Sol#5 description. Such cross-SUPI-provisioning of subscription data should be avoided. Furthermore, the information is provided from UDM to AMF, then to SMF and then to PCF and used as input to policy decisions. Such information should thus not be part of the UE’s MM subscription data, but rather the UE’s policy subscription data. Instead of mixing subscription data between SUPIs, and having policy data in MM subscription data, an alternative solution based on current standards would be to include the 5G-RG and the subscribed UEs in a Group. The UE’s AMF or UE’s PCF then simply obtains the list of subscribed UE’s by using the Internal Group ID List field of the UE’s subscription data in UDR and can check if the RG’s SUPI is included in the same group. Such an approach avoids the drawback with bullet 5 but does not avoid the drawbacks with bullets 1-4.
The solution#2 based on the ULI solves all the issues mentioned above but it only works if 5G-RG connects to TNGF (not N3IWF). However, even though Sol#2 only describes the trusted non-3GPP case it can be extended to the untrusted case as follows:
1. 	The 5G-RG and all its subscribed UEs include a unique parameter, Home ID to their policy data in UDR.
2. 	During the 5G-RG’s PDU session establishment procedure, the 5G-RG’s PCF registers the 5G-RG’s PDU Session in the BSF, based on existing standard.
3. 	During the UE’s PDU session establishment procedure, UE’s PCF receives the 5G-RG’s session IP address as a part of ULI, based on existing standard.
4. 	UE’s PCF queries the BSF via the 5G-RG’s IP address to obtain the 5G-RG’s SUPI 
5. 	UE’s PCF uses the 5G-RG’s SUPI and UE’s SUPI to request policy subscription data from the UDR, including the Home ID parameters. The UE is considered a home user only if the UE and the 5G-RG share the same Home ID parameter.
Therefore, if a solution is needed for this issue in this study, to avoid the shortcomings/complications of Sol#5, the user/guest differentiated service should be provided by the extended Sol#2 as described above. 
7	Proposed Evaluation for solutions targeting UEs behind RG
As per instructions from the rapporteur, evaluation proposals are included in the discussion part rather than the proposed changes (thus copying some text from above): 
The provisioning of the QoS differentiation for home and guest users may be deemed out of the scope of current study. Nonetheless, here the provided solutions are evaluated.  Sol#9 and Sol#5 store a list of subscribed UEs in the 5G-RG’s subscription data and has the following shortcomings/complications: 
1. The UE should undergo extra steps to obtain 5G-RG’s GUTI.
2. The solution imposes some extra signaling steps for the UE’s AMF to obtain 5G-RG’s SUPI from 5G-RG’s AMF
3. The solution impacts the N2 message by adding the 5G-RG’s GUTI 
4. Transmission of 5G-RG’s GUTI via the UE can create security issues. The UE can potentially claim to be connected to a different 5G-RG than it is connected to.
5. The solution impacts the UDM/UDR by introducing a new field in the 5G-RG’s subscription data (list of subscribed UEs and possibly an associated Role ID)
Sol#2 only works when the 5GRG is connected to a TNGF and uses the ULI, which includes the TNAP ID. It has two options:
- 	Option 1: The 5G-RG admin provides a list of subscribed UEs and the TNAP ID via AF and stores the information in an application data in UDR
- 	Option 2: The operator adds the TNAP ID to the subscribed UE’s policy data in UDR
The first option impacts the NEF API and the UDR application data, while the second option does not impact the 5GC.  Sol#2 can be extended to the untrusted case as follows:
1. 	The 5G-RG and all its subscribed UEs include a unique parameter, Home ID to their policy data in UDR.
2. 	During the 5G-RG’s PDU session establishment procedure, the 5G-RG’s PCF registers the 5G-RG’s PDU Session in the BSF, based on existing standard.
3. 	During the UE’s PDU session establishment procedure, UE’s PCF receives the 5G-RG’s session IP address as a part of ULI, based on existing standard.
4. 	UE’s PCF queries the BSF via the 5G-RG’s IP address to obtain the 5G-RG’s SUPI 
5. 	UE’s PCF uses the 5G-RG’s SUPI and UE’s SUPI to request policy subscription data from the UDR, including the Home ID parameters. The UE is considered a home user only if the UE and the 5G-RG share the same Home ID parameter.

4. Conclusions
The authors believe that it is not fully clear whether differentiating the guest and home users is in scope of the current study, since a corresponding WT was removed in the rel-18 prioritization phase. Nonetheless, if needed, a solution should be selected that is based on the current status of the standard and has minimal impact on the 5GC. Therefore, the solution based on the ULI and Home ID, which was extended to untrusted scenarios in Section 3 in this paper, should be selected for the normative phase. 
4. Proposed changes to TR Clause 7 
The following text is proposed to be inserted in Clause 8 (if the home/guest differentiation should be addressed) of TR 23.700.17. 
* * * * First change * * * 
[bookmark: _Toc113263309][bookmark: _Toc113283550][bookmark: _Toc117268567]8.1	Key Issue #1: Providing differentiated service for UE and Non-3GPP devices connected behind a 5G RG
Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.
Differentiated services for guest/home UEs connecting behind a 5G-RG can be provided by UE’s PCF taking the ULI into account in policy decisions for the UE. 
For trusted non-3GPP access, the following is assumed:
- 	TNAP ID(s) corresponding to a 5G-RG/home can be included in UE’s policy data in UDR.
- 	During the UE’s PDU Session establishment procedure, UE’s PCF obtains the 5G-RG / TNAP’s TNAP ID as a part of ULI
- 	The UE’s PCF takes the ULI (including TNAP ID) into account for policy decisions. 
For untrusted non-3GPP access, the following is assumed: 
- 	The 5G-RG’s PCF registers the 5G-RG’s PDU Session in the BSF. 
- 	The 5G-RG and all its “home” UEs include a parameter, Home ID, in their policy data in UDR. 
- 	During the UE’s PDU Session establishment procedure, UE’s PCF obtains the 5G-RG’s session IP address as a part of ULI (i.e. UE local IP address)
- 	UE’s PCF queries the BSF via the 5G-RG’s IP address (i.e. UE local IP address) to obtain the 5G-RG’s SUPI.
- 	UE’s PCF uses the 5G-RG’s SUPI and UE’s SUPI to request the policy subscription data from the UDR, including the Home ID parameters. The UE is considered a home user only if the UE and the 5G-RG share the same Home ID parameter.


* * * * End of changes * * * *
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