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Abstract of the contribution: This paper proposes a resolution of issue with option to use same credentials for access to SNPN with NG-RAN and to WLAN Access Network.
Discussion
LS reply from SA3 on “Progress and open issues for NPN enhancements in Rel-18” in S3-224175 states the following:
The use of same credentials for access to SNPN with NG-RAN and to WLAN Access Network as proposed in Solution #16 is possible as follows:

· Case a): SUPI (Identifier) privacy is NOT provided over WLAN, i.e., the EAP method used over WLAN does not support SUPI/identifier privacy (e.g., EAP-TLS without subscriber privacy, EAP-AKA’, EAP-AKA). In this case, null scheme can be used for accessing SNPN with NG-RAN as there is no SUPI privacy provided over WLAN.

· Case b): SUPI (Identifier) privacy is provided over WLAN using an EAP method that supports SUPI (Identifier) privacy (e.g., EAP-TLS with subscriber privacy, 5G EAP-AKA’). In this case, when accessing SNPN with NG-RAN, the SUCI protection mechanisms already specified for SNPN in TS 33.501 can be reused as the UDM and the AAA are involved for UE authentication. More specifically, the SUPI privacy can be achieved for this case by either reusing one of the existing schemes specified in clause 6.12 of TS 33.501 or by sending anonymous SUCI in the registration message (as described in step 2 of clause I.2.2.2.2 of TS 33.501).

Both case a) and b) are feasible methods. However, SA3 recommends that SNPN operators use a method which protects the identity both over the N1 interface and the WLAN interface, e.g., EAP-TLS with subscriber privacy.

SA3 would also like to point out the existing recommendation in step 5 of Annex I.2.2.2.2 of TS 33.501 about reusing same credentials for authentication in 5G SNPN and non-5G network (quoted below for SA2 information):

 “When a Credentials Holder using AAA Server is used for primary authentication, the AUSF uses the MSK to derive KAUSF. It is strongly recommended that the same credentials that are used for authentication between UE and the 5G SNPN are not used for the authentication between the UE and a non-5G network, assuming that 5G SNPN and non-5G network are in different security domains.
NOTE 2: 	MSKs obtained from the non-5G network could be used to impersonate the 5G SNPN towards the UE.”

From SA3 replies it seems that the possibility of using the same credentials is a possible deployment option, but that it is not recommended to use same credentials when the 5G SNPN and the non-5G Access Network are in different security domains. When the 5G SNPN and the non-5G Access Network can be considered to be in the same security domain would not be within SA2 competence nor scope to describe.
Proposal: Leave the option without any SA2 work during normative phase, i.e. rephrase the related note in the TR such that it would be up to SA3 to decide whether and how to describe such related deployment option, and do not update the WID with any related aspects i.e. if any SA2 changes would later on be beneficial such changes can be made as an alignment to SA3 work.
Proposal
Update the conclusion to TR 23.700-08.
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The following conclusions are agreed for normative work:
-	Access to SNPN services via Untrusted non-3GPP access network includes support for Credential Holder, UE Onboarding and Emergency services. Specifically:
-	When UE registers to SNPN with credentials owned by the SNPN, UE uses the same N3IWF selection procedure as specified for access to stand-alone non-public network services via PLMN in clause 6.3.6.2a of TS 23.501 [3].
-	UE initiates N3IWF selection for emergency services when the UE detects a user request for emergency session and determines that Untrusted non-3GPP access is to be used for the emergency access. The UE with SNPN subscription performs the following:
-	If the UE determines that it is located in the same country as the subscribed SNPN, the UE uses the configured N3IWF FQDN for N3IWF selection.
-	Otherwise, the UE follows the N3IWF selection procedure for Emergency services for UE not equipped with UICC, as defined in clause 6.3.6.4.2 of TS 23.501 [3].
-	When the UE is registering to SNPN over Untrusted N3GPP access for UE Onboarding, UE may select a N3IWF in the SNPN which supports UE Onboarding by using the pre-configured N3IWF FQDN used for onboarding.
NOTE 1:	The GIN is not used to construct a N3IWF FQDN if a UE is registering to SNPN over Untrusted N3GPP access.
NOTE 2:	The format of FQDN will be specified by CT WG4.
-	If the PVS is reachable from the local Untrusted non-3GPP access network (e.g. via the Internet) using the local IP connectivity, UE may connect directly (i.e. without connected to a N3WIF) with a PVS to obtain the SNPN credentials.
-	Access to SNPN services via Trusted non-3GPP access network is to be specified according to the principles described in Solution #3, including support for credential Holder, Emergency services and UE onboarding. Specifically:
-	ANQP is to be extended to support advertising of:
-	SNPN IDs and GINs corresponding to SNPNs with which 5G connectivity is supported and related parameters as described in clause 6.3.3.1.
-	Support for Emergency services.
-	Onboarding enabled indication.
NOTE 3:	The work on additional parameters in ANQP is to be kept internal to 3GPP.
NOTE 4:	If the UE tries to register with an SNPN via TNAN X in the case of SNPN ID with self-assigned NID, and the UE is rejected by the AMF with a cause code that temporarily prevents the UE from registering with this SNPN, the UE does temporarily not attempt to register with the same SNPN, even if the same SNPN ID is advertised via another TNAN Y.
-	When accessing SNPN services via Trusted or Untrusted non-3GPP access the UE needs to be able to construct a prioritized list of WLAN access networks by using enhanced WLAN Selection Policy (WLANSP) rules from ANDSP (currently supported only for PLMN in TS 23.402 [9]) or based on local configuration.
-	N3IWF and TNGF needs to be able to include the "selected NID" in the [NGAP] INITIAL UE MESSAGE, which is up to RAN WG3 to define.
-	Access to SNPN services via wireline access network and use of Credential Holder is to be supported by defining a new GCI including a "NID".
-	The NSWO procedure is to be extended to support UE authentication using SNPN credentials (applies both to SIM-based and non-SIM based credentials). It is expected that the impact is limited to the use of a SUCI format whose "realm" part enables routing of SWa requests from the WLAN AN to the NSWO in the SNPN's 5GC, which is already supported.
-	To support N5CW device access to SNPN services, the TWAP needs to be able to advertise a list of SNPNs with which "5G connectivity-without-NAS" is supported, equivalent to the PLMN list-4 defined in clause 6.3.12a.2 of TS 23.501 [3].
NOTE 3:	Additional conclusions for wireline access related to UE behind 5G-RG depends on the progress on the FS_5WWC_Ph2 study.
[bookmark: _Hlk122075186]NOTE 4:	Functionality related to the use of the same credentials for access to SNPN with NG-RAN and to WLAN Access Network as proposed in Solution #16 could be applicable if the SNPN and the non-3GPP Access Network can be considered to be in the same security domain, but whether, and in such case how, to describe such deployment option would be up to SA3.can be considered during normative work based on any feedback from SA WG3.
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