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Abstract of the contribution: This contribution proposes the updated evaluation and conclusions for KI#3.
1. Discussion 
1.1 Discussion on NWDAF analytics exposure 
Among the 7 solutions submitted to address KI #3, Solution #6, #8, #32 and #34 proposed to reuse or enhance the existing NWDAF to analyse Application AI/ML traffic transmission and expose the analytic results to the AF. 
· Solution #6 and #32 propose to enhance the existing NWDAF analytics. Solution #6 introduces new FL analytics on expected latency for candidate FL members, with input parameters provided by AI/ML application server. In Solution #32, new inputs and outputs are proposed to enable the NWDAF to expose enhanced data analytics to AF for assisting split inference.
· Solution #8 and #34 propose to expose the existing NWDAF analytics to the AF.

Exposing the NWDAF analytics will help the AF understand the performance of the network and the UE, i.e. the end-to-end latency, QoS Sustainability Analytics, congestion, etc. The AF could obtain the prediction/statistics for the Application AI/ML using the NWDAF analytics and convert them to the required assistance information, making the decisions on the AI/ML operations. 
Exposing the NWDAF analytics to AI/ML AF(s) is not challenging. However, enhancing existing NWDAF analytics will require coordination with eNA colleagues. And the enhancements on NWDAF could be defined in the normative stage. 
Proposal 1. Enhancement of NWDAF analytics exposure to AF will be supported in Rel-18 AIMLsys. And the enhancements could be defined in the normative stage.
1.2 Discussion on ENs 
Editor's note:
Whether the enhancement of user consent checking is required is FFS. 
In the previous SA2 discussion, most of the companies support checking the user consent before the UE related information or data analytics are exposed to the 3rd party. Exposing user data to 3rd party without permission or knowledge may poses huge threats to user privacy. 

For data analytics, as defined in clause 6.2.9 of TS 23.288, the NWDAF checks whether user consent is granted with UDM. The user consent is bounded to purpose, i.e. analytics or ML model training. And the existing NWDAF analytics is possible to expose to the AF upon request or according to analytics subscription. However, the other UE related information or data exposure to AF may face unknown threats to the UE. Currently, SA3 is carrying out a study item on the security and privacy of AI/ML-based services and applications. The potential security issues and solutions will be discussed by SA3. SA2 could wait for the outcome of SA3. 

Proposal 2. Update the EN: Editor's note NOTE: Whether Details on the enhancements for of user consent checking are in the scope of SA3 required is FFS.

Editor's note:
It is FFS whether any RAN impact is needed for 5GC to support data rate exposure to the AF.
The above editor’s note is related to Solution #7. In this solution, the RAN node is required to estimate the available UL/DL data rate and expose the available data rate to AF to support the AI/ML application server to decide on AI/ML operation. Considering the radio link quality, UE mobility etc., and the UL/DL data rate may vary significantly. If the RAN cannot update the UL/DL data rate variation to 5GC on time, the 5GC and AF may use the invalid UL/DL data rate to decide on AI/ML operation. However, frequent UL/DL data rate updates will result in significant overhead signalling between RAN and 5GC, and 5GC and AF. The benefit of reporting the data rate from RAN to 5GC and exposing it to AF is insignificant. 

The UL/DL data rate estimation could be left to RAN node implementation. However, this will increase the complexity of the RAN node. Furthermore, the corresponding signalling for reporting the available/estimated UL/DL data rate is also required. Accordingly, coordination with RAN WGs will be required.  

Observation 1: RAN impact is needed for 5GC to support data rate exposure to the AF.
2. Proposal

It is proposed to adopt the following text into TR 23.700-80.   

*** Start of the change ***

7.3
Key Issue #3: 5GC Information Exposure to authorised 3rd party for Application Layer AI/ML Operation
There are 7 solutions which have been proposed to address KI#3, i.e. Solution#6, Solution#7, Solution#8, Solution#28, Solution#32, Solution#33, and Solution#34. Among them, there are 4 solutions (solutions #6, #8, #32, #34) using NWDAF to analyse Application AI/ML traffic transmission and expose analytic results to the AF. 
Solution#28 is proposed as the overall architecture framework and should only be further considered when all the KIs are getting close to be concluded.
Solution #6 proposes that 5GC NWDAF defines new FL analytics on expected latency for candidate FL members, with input parameters (e.g. Candidate FL members, Local model size, Aggregated model size, etc.) provided by AI/ML application server. It is consumed by AI/ML application server to do FL members selection. User consent checking for each member from UDM should be done by NWDAF before exposing the analytics.

Solution #7 proposes that 5GS provide the supported UL/DL data rate to AI/ML application server to make the decision on AI/ML operation, e.g. to determine the splitting point for AI/ML model splitting, or to determine the AI/ML model and the size of parameter for AI/ML model downloading. It requires the RAN node to estimate the supported UL/DL data rate based on the channel condition between RAN node and UE, the bandwidth available for the UE and other factors, and then the RAN sends data rate monitoring results to UPF over user plane, which will be exposed to AI/ML application server by UPF via SMF or exposed to local AF directly/via NEF. Coordination with RAN WGs may be required.
Solution #8 addresses both KI#2 and KI#3, it proposes that 5G NF/NWDAF provides 5GC information or analytics to UE(KI#2) or AF(KI#3) for the purpose of triggering decisions on AI/ML operation or application adaptation. For KI#3, AF subscribes for network information or data analytics from 5GC for the UE, and NF/NWDAF notifies AF about the non-AF Session/PDU Session specific network information or data analytics.
Solution #32 proposes that 5GC NWDAF provides enhanced "DN Performance", "Observed Service Experience" analytics to assist AF to make AI/ML decisions for split inference. New inputs and new outputs for these existing analytics IDs are defined in this solution, for example, Statistics/predictions on network performance between AI/ML processing entities and traffic rate for UL, on packet delay for UL and on packet loss rate for UL from the UE to each AI/ML processing entity(s).

Solution #33 proposes a mechanism to enable the network operator to have the control for which UE is allowed for participation in the Application layer AI/ML operation. The 5G system can expose the network authorisation status of the UE to the AF for the UE participation in the corresponding Application AI/ML operation. Such awareness of the network authorisation status for the UE can assist the AF's decision for the UE selection for the corresponding Application AI/ML operation. Network authorisation status for the UE is newly defined and stored as subscription information of UE in the UDM.

Solution #34 proposes that AF requests the NWDAF to provide the analytics (e.g."User Data Congestion", "Service Experience", "NF load information") to obtain the prediction/statistics for the Application AI/ML traffic transmission status. Then, the analytics results (e.g. NF resource usage, NF load, QoS flow level data for the Application AI/ML traffic) can be exposed to the AF to assist the Application AI/ML traffic transmission.
Table 7.3-1: Evaluations of solutions for KI#3
	Agreed APs/Eval Criteria
	Solution #6
	Solution #7
	Solution #8
	Solution #32
	Solution #33
	Solution #34

	Principle #1: Application AI/ML decisions and their internal operation logic reside at the AF and UE application client and is out of scope of 3GPP
	Comments: 

This solution is specific for the FL operation.  This solution also require to develop a “new” analytics 

	Pros:

· No need for awareness of the Application AI/ML operation type
	Pros:

No requirement from this solution for 5GC to be aware of the AF internal logic.
	Pros:

· No requirement from this solution for 5GC to be aware of the AF internal logic.
	N/A
	Pros:

· No requirement from this solution for 5GC to be aware of the AF internal logic.

	Principle#9: The 5GS assistance support for the Application AI/ML operation shall not consume more network resources than it is necessary.
	Pros:

· This proposal may save the amount of signaling since the objective of this solution is to evaluate the 5GC resource availability to support the FL operational requirements via the 5GC analytics to assist the FL operation execution of the 5GS at the specific target time window.  Hence, there is no need for AF to subscribe to individual info from 5GC and to have the 5GC to expose different info to the AF.
	Cons:

· As the solution requires RAN support for the data rate monitoring on per QoS flow, it imposes signaling overheads between RAN and 5GC
	Pros:

· Adequate.
	Pros:

· Adequate.
	Pros:

· Allowing the network operator to first identify the UE who does not have the right subscription to access network resource to support the specific Application AI/ML operation (not based on the operation type) as AF is not aware of the UE’s 5G subscription, this would help to prevent any unnecessary signaling over the intra and inter signaling for 5GC to assist the AF to select the target UE to support the Application AI/ML operation.
	Pros:

· Adequate.

	Principle#10: The support of 5GS to AI/ML-based services should strive to re-use existing NFs and procedures with necessary enhancements in order to fulfil the service requirement.
	Pros:

· This solution proposes to extend the existing NWDAF functionality to support the new Analytics
	Pros:

· Reuse existing mechanism to report and to predict QoS flow’s performance
	Pros:

· Reuse existing mechanism to subscribe and notify the non-AF Session/PDU Session specific and AF_Session/PDU Session specific network information or data analytics.
	Pros:

· Extending existing NWDAF analytics services to expose DN performance and Service Experience to AF.
	N/A
	Pros:

· Extending existing NWDAF analytics services to expose User Data Congestion, NF Lord Information and Service Experience to AF.

	RAN impact
	N/A
	Yes
	None
	None
	None
	None

	Practicality and usefulness of the exposure of assistance information for the target Application AI/ML operation (e.g. Model download, data splitting, traffic inference etc.)
	Yes.

Pros:

· The assistance info could be useful as long as we can figure out how NWDAF can derive the assistance info. 

· 
	Yes

Pros:

-
The data rate info could be useful to assist the Application AI/ML data transfer.  

· NOTE: Is it necessary to leverage the RAN traffic rate monitoring info to support the Application AI/ML data transfer?
	Yes

Pros:

-
The QoS Sustainability analytics could be useful to assist the Application model download.
-
The UE Mobility analytics could be useful to assist the Application AI/ML model training.
	Yes
	Yes

Pros:

· Enabling the network operator to first identify the UE who does not have the right subscription to access network resource to support the specific Application AI/ML operation (not based on the operation type) as AF is not aware of the UE’s 5G subscription.
	Yes


For ‘Principle#12: Although the network does not need to know about internals of AI/ML aspects of working of the application, it needs to be able to distinguish AI/ML related traffic from rest of the user services related traffic. In that sense the network is not completely agnostic of AI/ML traffic’, there is no relevant information given by the solutions listed in the table. Therefore, Principle#12 is not evaluated in the table. 
As for the Solution#7, in reality, this Solution#7 should be closer to KI#1 than KI#3. Solution#7 not only has dependency on RAN, but it also imposes the signalling overheads over NGAP. It is unclear why this solution approach with RAN dependency is necessary to derive the data rate performance without any obvious benefit when it is compared to other solutions.   

For user consent checking support, Solution #39 and Solution #43 propose that AF requests for triggering user consent checking in 5GC for Event/Analytics Exposure.

Solution #39 proposes that AF ensures that the UEs associated to the UE group ID have application users consent in place and then reuse existing Event/Analytics exposure mechanisms such as UE location, CM state, UE reachability, etc., to supports 5GC assistance for application FL operation. The AF request for Event/Analytics Exposure includes user consent indication to enable NEF for user consent checking from UDM which stores user consent for Event/Analytics Exposure in subscription information. Alternatively, a new AF request message is proposed to check user consent for Event/Analytics Exposure before proceeding existing Event/Analytics exposure mechanisms.
Solution #43 proposes that AF retrieves the user consent subscription data, indicating whether the network is allowed to expose UE related 5GC information for Event/Analytics Exposure, for the UEs in the candidate list from the UDM directly or via NEF.
*** Next change ***

8.3
Key Issue #3: 5GC Information Exposure to authorised 3rd party for Application Layer AI/ML Operation

Proposals for the conclusions for KI#3 are based on solution evaluation in Clause 7.3 and to be used as basis for normative work based on the following principles: i.e. 

-
The user consent is required for the UE related information or data analytics to be exposed to the 3rd party.
NOTE:
The user consent checking procedure to verify the data exposure to AF will be sync up with SA3’s conclusion during normative work.
-
Available UL/DL data rate exposure to AF based on AF request for data rate monitoring with solution without RAN impact.
-
The AF could subscribe AF Session/ PDU Session related information for the specific AF Session and reuse the existing notification and subscription mechanism. 


*** End of the change ***
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