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[bookmark: _Hlk513714389]1.	Proposal
It is proposed to add the following changes to TR 23.700-53.

Start of Changes
[bookmark: _Toc112909628][bookmark: _Toc112910139]7.1	Evaluation for KI #2: New steering functionalities for non-TCP traffic
The main classes of solutions related to KI#2 are DCCP-based (#2.1) and QUIC-based (#2.2 and #2.3). Additionally, solution #2.4 complements some of those main solutions with methods to reduce header overhead.
Both classes of solutions support a “Low-Layer” mode, where the payload of the MA-PDU session is an IP packet or an Ethernet frame. The QUIC-based class of solutions also supports “UDP proxying”, where the payload of the MA-PDU session is a UDP payload (#2.2). Solution #2.4 details an aspect of “Low-Layer” solutions, which enables bringing their user plane performance up to par with the “UDP proxying” solution.
[bookmark: _Toc112909629][bookmark: _Toc112910140]7.1.1	User Plane Performance Aspect
While the main solutions differ from per-packet overhead standpoint, solution #2.4 describes how inner header compression can be used in the tunnel between UE and UPF to limit overhead in some cases (#2.1 and #2.3). The estimated per-packet overhead of all 3 solutions (#2.1, #2.2, and #2.3) becomes equivalent to each other if header compression is used with #2.1 and #2.3.
Solution #2.2 does not require header compression to achieve its low per-packet overhead. RoHC (or EHC) can be implemented with Solutions #2.1 and #2.3 to perform inner header compression in MA-PDU session endpoints (UE and UPF).
7.1.2	Summary of proposed steering functionalities
For KI#2, three solutions have been proposed:
1) Solution #2.1 (MP-DCCP-LL);
2) Solution #2.2 (MPQUIC); and
3) Solution #2.3 (MPQUIC-IP).

Solution #2.1 is based on the DCCP protocol and its multipath extension (draft-ietf-tsvwg-multipath-dccp). This solution supports the transport of UDP flows, IP flows and even Ethernet flows, over DCCP.
Solutions #2.2 and #2.3 are both based on the QUIC protocol, its multipath extensions (draft-ietf-quic-multipath) and additional extensions defined in IETF for supporting "UDP proxying over HTTP" and "IP proxying over HTTP" respectively (see RFC 9298 and draft-ietf-masque-connect-ip). These solutions support the transport of UDP flows and IP flows respectively, encapsulated in HTTP/3.
Solution #2.2 supports UDP traffic only, while solution #2.3 supports IP and UDP traffic. Solution #2.1 support IP, UDP and Ethernet traffic.
7.1.2.1 Co-existence with MPTCP and ATSSS-LL
All three solutions #2.1, #2.2 and #2.3 are in principle capable to co-exist with MPTCP and ATSSS-LL and can be chosen using the solutions defined N4 and ATSSS rules.
Solutions #2.1 does not necessarily need any additional steering functionality as it can handle all kinds of traffic.
7.1.3	Evaluation of steering functionalities for UDP traffic flows
7.1.3.1	General
For supporting UDP traffic flows, two alternative solutions can be used: Solution #2.1 (MP-DCCP-LL) and Solution #2.2 (MPQUIC). The following sub-clauses discuss different aspects of these solutions.
The solution #2.3 may also be used for UDP traffic flows but this solution is more suitable when IP traffic flows (other than UDP) should be supported, thus, it should be considered separately.
7.1.3.2	Allocation of UPF resources
As specified in clause 6.3.5, the MP-DCCP-LL solution requires the UPF to allocate: one IP address and two ports (one per access type) per MP-DCCP connection, as shown in the figure below. The UPF allocates the IP addresses and ports for each MP-DCCP connection based on information received from SMF (MP-DCCP-LL Control Information), which indicates how many MP-DCCP connections are required. The SMF derives this information based on the PCC rules received from PCF. If additional MP-DCCP connections are required during the lifetime of the MA PDU Session, the SMF should ask UPF to allocate more resources for these additional connections and then send a PDU Session Modification message to UE including the allocated UPF resources.
[image: ]
Fig. 7.1.3.2-1 (a)
On the contrary, the MPQUIC solution requires the allocation of one IP address and one UDP port at the UPF, which are used for all MPQUIC connections of a UE. This is possible because the QUIC protocol can multiplex many connections on the same UDP port (using the “connection ID” parameter). The UE receives the IP address and UDP port at the UPF as part of the “proxy information” in the PDU Session Establishment Accept (exactly the same as in MP-TCP). When the UE needs to establish a new MPQUIC connection to UPF, the UE applies the received “proxy information” and does not require additional resources to be allocated at the UPF.
[image: ]
Fig. 7.1.3.2-1 (b)
7.1.3.3	Connections between UE and UPF
The MPQUIC solution requires one MPQUIC connection per QoS flow (see clause 6.11.2). Each UDP flow transferred via an MPQUIC connection is associated with a unique QUIC stream on the connection and each QUIC stream is configured to apply a steering mode. Thus, different steering modes can be applied per MPQUIC connection.
The MP-DCCP-LL requires one connection per QoS flow and per Steering Mode (see clause 6.3.2), so it needs much more connections than MPQUIC. The MP-DCCP-LL connection management (adding / removing connections) is cumbersome: Every time a new UDP flow should be transmitted using a steering mode for which no MP-DCCP connection supports, a new MP-DCCP connection should be established and the SMF should send a PDU Session Modification message with the parameters (UPF address/ports) for this MP-DCCP connection.
The MP-DCCP-LL solution specifies that the UE receives "MP-DCCP Connection Setup Information", which indicates the QoS flow and the steering mode associated with each MP-DCCP connection. However, it does not specify how the UPF knows the QoS flow and the steering mode associated with each MP-DCCP connection. Without such information, the UPF cannot determine the MP-DCCP connection that should be used for each DL packet. In the MPQUIC solution, the QoS flow associated with an MPQUIC connection is indicated (as a new transport parameter) during the connection setup.  
When the UE creates a "derived" QoS rule (see TS 23.501), the MP-DCCP-LL solution does not specify how an MP-DCCP connection can be created to carry the traffic that matches this QoS rule. In case of the MPQUIC solution, when a "derived" QoS rules is created, the UE establishes a new MPQUIC connection and indicates to UPF the QFI associated with this connection (using a new QUIC transport parameter).
7.1.3.4	Application visibility
In some cases, it is beneficial that an application can provide information to the underlying steering functionality, e.g., via an enhanced sockets API, such as, when an application implements itself the QUIC protocol and use it for reliable transport (using QUIC Streams). In this case, it could inform the underlying steering functionality that it should apply unreliable transport (e.g., using QUIC Datagrams) to avoid meltdown effects. 
The MPQUIC steering functionality is a high-layer functionality implemented higher in the protocol stack and can support interactions with the apps, e.g., via an enhanced sockets API (which is outside the scope of this study).
7.1.3.5	User-plane overhead
Both the MP-DCCP-LL and the MPQUIC send Ack packets to acknowledge successful reception. 
As shown in figure below, when two (or more) app payloads are provided to the MPQUIC steering functionality, these payloads can be multiplexed in the same QUIC packet, thus, reducing the user-plane overhead (this is a feature supported by QUIC). In addition, a single UDP datagram can multiplex multiple QUIC packets, which can further reduce the overhead.
NOTE: 	As a consequence of RFC9000 [6] the precondition for possible multiplexing of payload packets is that those payload packets fit completely inside a single QUIC packet, which is limited by the maximum MTU size.
In case of MP-DCCP-LL, each app payload will be encapsulated into two IP (inner) packets and will be transmitted with two DCCP-Data packets. However, inner header compression (IHC) can be applied by MP-DCCP-LL to reduce the overhead.
[image: ]
The table below provides an estimate of the size of the additional headers for the solutions #2.1 and #2.2. Note that the exact estimation of the size of the additional headers depends on the implementation (e.g., how a QUIC implementation selects the size of the stream identity) and it is difficult to be calculated. Therefore, the table below provides approximate numbers based on some assumptions. One assumption is that the link-specific multipath IP addresses in the UE and UPF are IPv4.
	Solution
	Size of additional headers [Bytes]

	Solution #2.2 /
Datagram mode 1
	Size of additional headers = IPv4 header (20) + UDP header (8) + QUIC short header (5) + QUIC Datagram header (6) = 39 bytes
The QUIC short header size depends on the length of the Destination Connection ID (0-160 bits) and the length of the Packet Number (8-32 bits). It is assumed that 16 bits are enough for each field.
The QUIC Datagram header contains: 
Type: 1 byte
Length: Variable-length integer specifying the length of the Datagram Data field in bytes. It is assumed 2 bytes are enough.
Quarter Stream Id: Variable-length integer. It is assumed that 2 bytes are enough to support 65536 active streams on an MPQUIC connection.
Context Id: 1 byte
Sequence number: 2 bytes (assumed to be enough)

	Solution #2.2 /
Datagram mode 2
	As Datagram mode 1 but without the sequence number (i.e., minus 2 bytes).

	Solution #2.2 /
Stream mode
	Size of additional headers = IPv4 header (20) + UDP header (8) + QUIC short header (5) + QUIC Stream header (3) + Datagram Capsule (5) = 41 bytes
The QUIC Stream header contains:
Type: 1 byte
Stream Id: Assume 2 bytes are enough to contain all stream ids in each MPQUIC connection
Offset: Optional, variable length
Length: Optional, variable length
The Datagram Capsule contains:
Type: 1 byte
Length: Variable-length integer. It is assumed that 2 bytes are enough.
Quarter Stream Id: Variable-length integer. It is assumed that 2 bytes are enough to support 65536 active streams on an MPQUIC connection.


	Solution #2.1 /
Inner IP = IPv4 (i.e., PDU session type = IPv4)
	Depending on short/long DCCP header and the type of delay information exchange for reordering:
55 bytes + 20 bytes for the outer IPv4 header for short header and DCCP timestamp option.
65 bytes + 20 bytes for the outer IPv4 header for long header and MP_RTT option. 

	Solution #2.1 /
Inner IP = IPv6 (i.e., PDU session type = IPv6)
	Depending on short/long DCCP header and the type of delay information exchange for reordering:
75 bytes + 20 bytes for the outer IPv4 header, for short header and DCCP timestamp option.
85 bytes + 20 bytes for the outer IPv4 header, for long header and MP_RTT option. 



7.1.3.6	Data encryption aspects
As specified in RFC 9001 (Using TLS to Secure QUIC), each QUIC connection is established using TLS v1.3 handshake and all QUIC packets are encrypted, and integrity protected using the negotiated TLS keys and algorithms. However, in case of ATSSS_ph3, where QUIC is applied between the UE and UPF and where access-level security mechanisms are used to protect the user-plane traffic, the additional security mechanism in the QUIC layer is unnecessary. The MPQUIC solution contains the following EN, so this issue is expected to be addressed by SA3.
Editor's note: Whether and how encryption in the QUIC layer can be omitted is FFS and need to be verified by SA3. The impact due to encryption regarding overhead and performance is FFS.
It is noted that RFC 9150 "TLS 1.3 Authentication and Integrity-Only Cipher Suites" defines cipher suites which "provide server authentication and data authenticity, but not data confidentiality."
The double-layer encryption is not an issue for MP-DCCP-LL, which relies on existing access-level security mechanisms to protect the user-plane traffic. However, the security aspects of MP-DCCP-LL will also have to be studied in SA3 (as needed for every solution).
[image: ]
7.1.3.7	Packet reordering and deduplication
Both MP-DCCP-LL and MPQUIC solutions provide the means to support packet reordering and deduplication. 
The MP-DCCP-LL solution mentions that "MP-DCCP protocol itself does not specify re-ordering mechanisms but provides path sequencing (DCCP packet sequencing [11]), connection sequencing (MP_SEQ option [12]), and has inherent latency (MP_RTT option[12]) or timing (DCCP timestamp option[11]) information exchange, i.e., all properties that are necessary for the packet receiving side, i.e. UE or UPF, to be able to implement re-ordering properly." Although the MP-DCCP draft [12] states that "The details of the transmission scheduling mechanism and optional reordering mechanism are up to the sender and receiver, respectively, and are outside the scope of the MP-DCCP protocol," it is understood that such mechanisms can be considered and possibly defined in stage-3.
The MPQUIC solution can readily support reordering and deduplication by leveraging the existing QUIC stream mechanisms, which are applied in the Stream transport mode. So, when the UDP traffic can be transferred in Stream transport mode, no additional mechanisms need to be specified for supporting packet reordering and deduplication.
In addition, the MPQUIC solution support Datagram mode 1 (see clause 6.11.3), which supports unreliable transport and inserts sequence numbers in every UDP data packet. In Datagram mode 1, every UDP packet is encapsulated into a QUIC Datagram frame, which also carries a Context ID and a sequence number. The definition of this Context ID, as well as other aspects of Datagram mode 1 (e.g., reordering mechanisms), will be considered in stage-3.
7.1.3.8	IETF Support
The QUIC multipath draft is planned to be published as a Standards Track RFC, while the DCCP multipath draft is planned to be published as an Experimental RFC.
As specified in RFC 2026:
"Specifications that are not on the standards track are labeled with one of three "off-track" maturity levels:  "Experimental", "Informational", or "Historic".  The documents bearing these labels are not Internet Standards in any sense."
NOTE:	The TCP converter used by the MPTCP proxy is based on the Experimental RFC 8803.

End of Changes
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