SA WG2 Temporary Document

Page 2

3GPP SA WG2 Meeting #153E (e-meeting)
S2-2209141
10 - 17 October, 2022, Electronic
(revision of S2-220xxxx)
Source: 
Intel
Title: 
KI#1: Update to solution 2 – Resolving EN(s)
Document for: 
Approval

Agenda Item: 
9.13
Work Item / Release:
5WWC_Ph2 / Rel-18
Abstract of the contribution: This paper proposes an update to solution 2 for KI#1.
1
Discussion

We resolve the following two Editor’s note added to solution 2 for KI#1

1) Editor's note: Whether and how 5G-RG can initiate PDU Session modification procedure for an IPSec SA is FFS.
We updated our design in which the 5G-RG will setup all the required QoS upfront during initialization (typically there would be 4 types of QoS), and it will use one of the flows based on DSCP markings from the UE. With this, the design eliminates the need for PDU Session modification procedure for an IPSec SA.
2) Editor's note: It is FFS if (5G/RG+TNAP) and TNGF can be administrated by different operator.

5G/RG tunnels the data to/from UE and TNGF, and 5G/RG considers the communication between UE and TNGF as a black box. Hence overlay (TNGF) and the underlay (5G/RG + TNAP) networks can be operated by different operators. 
2
Proposal

It is proposed to agree the proposed text for inclusion in TR 23.700-17.
*** BEGIN CHANGES ***

6.2.1.2
Support for differentiated charging and QoS

Support for QoS differentiation can be achieved in a similar way as it is handled when a UE connects to a PLMN via SNPN (clause 5.30.2.7 and clause D.7 of TS 23.501 [2],). Also differentiated charging, both in the RG's PLMN and in the UE's PLMN, can be achieved based on existing mechanisms. This is further described below.

QoS differentiation in the RG's PDU Session can be provided on per-IPsec Child Security Association basis. The UE's N3IWF/TNGF determines the IPsec child SAs as defined in clauses 4.12 and 4.12a of TS 23.502 [3]. The N3IWF/TNGF is preconfigured by the UE's PLMN to allocate different IPsec child SAs for QoS Flows with different QoS profiles.

To support QoS differentiation in the W-5GAN, the mapping rules between the RG's 5GC and the UE's 5GC (where N3IWF is located) are assumed to be governed by an SLA (or network configuration in case of single operator) including:

1)
mapping between the DSCP markings for the IPsec child SAs on NWu and the corresponding QoS, and

2)
N3IWF IP address(es) in the UE's 5GC.

NOTE 3:
If UEs behind RG belong to different PLMNs that may negotiate to RG's PLMN with several SLAs, the QoS differentiation can be still supported by applying the mapping rules.
The mapping rules may be provisioned to RG by RG's PLMN during PDU session establishment based on the RG's subscription. In case of the mapping rules of N3IWF/TNGF IP address is not configured at the RG when receiving packets with the N3IWF/TNGF IP address, the RG may buffer the received packets and send the target N3IWF/TNGF IP address and indication of requesting mapping rules to SMF/PCF. The RG can be provisioned with the mapping rules by SMF/PCF.

When RG receives packets from the UE, the mapping of DSCP markings and the corresponding QoS may be determined based on the N3IWF/TNGF IP address(es) carried in the packets. The RG may translate the DSCP marking in the outer header of IPsec tunnel encapsulation into QoS parameters based on the mapping of DSCP markings and the corresponding QoS.

The non-alteration of the DSCP field on NWu is also assumed to be governed by an SLA and by transport-level arrangements that are outside of 3GPP scope. The packet detection filters in the RG's UPF can be based on the N3IWF IP address and the DSCP markings on NWu.

It is assumed that the same set of DSCP values and corresponding QoS are applicable independent of whether UE-requested or network-initiated QoS is used.

To enable differentiated charging similar mechanisms are applied. It is assumed that the awareness of N3IWG/TNGF IP addresses as well as RG PDU Session IP addresses are governed by SLA between UE's 5GC and RG's 5GC (or network configuration in case of single operator).

In the RG's PLMN, the IP addresses belonging to N3IWF/TNGF in UE's PLMN can be provided in packet filters to the RG's UPF together with a separate Rating Group. In addition, to enable service-based differentiation, packet detection filters in the RG's UPF can also include the DSCP markings on NWu. This is similar to how QoS differentiation is done and would enable differentiated charging in the RG's PDU Session on a per-IPSec Child Security Association basis.

In the UE's PLMN, the N6 IP addresses available on the DNN to which the RG establishes its PDU Session are assumed to be known based on SLA (or network configuration in case of single operator). When the UE connects to N3IWF/TNGF, one of these IP addresses will be used as the UE's local IP address (i.e. N6 address of the RG's PDU Session). This local UE IP address will be known to the UE's SMF since it is part of the ULI provided from N3IWF/TNGF to AMF and forwarded to SMF. The ULI is also provided to the UE's PCF. It is thus possible for SMF/PCF to apply differentiated charging (e.g. different Rating Groups) when the UE is accessing N3IWF/TNGF via W-5GAN.

QoS differentiation in the underlying 5G-RG's PDU Session can be provided on per-IPsec Child Security Association basis by using the network requested PDU Session Modification procedure described in clause 4.3.3.2 of TS 23.502 [3].

To support QoS differentiation in the underlying 5G-RG's PDU Session, To support QoS differentiation in the underlying 5G-RG's PDU Session, during initialization, 5G-RG establishes a PDU session with multiple flows with all the required QoS, and any upstream data from the UE or downstream data to the UE are sent in one of the QoS flow based on the DSCP markings. The packet detection filters in the underlying 5G-RG's PDU Session can be based on the N3IWF/TNGF IP address and the DSCP markings.


*** NEXT CHANGES ***

6.2.3
Impacts on Existing Nodes and Functionality
No impacts compared to 3GPP Rel-17. It is assumed that an SLA exist between the RG's PLMN and the UE's PLMN (or appropriate network configuration, in case of same operator). TNAP based on the configuration will setup a session with the overlay network (TNGF) through N6 interface. Once the session is established, TNAP will setup a secure tunnel with the TNGF (Ta), and TNAP will relay all the secure traffic from the UE by encapsulating it to the Ta tunnel. Since TNAP just relays the packet from UE to TNGF, the overlay and underlay network can have different or same operators.

It is assumed that the SMF initiates PDU Session modification procedure for each IPSec SA based on PCC rules with the DSCP values and the corresponding QoS in the PLMN (supported by existing standards).

*** END CHANGES ***
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