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Abstract: It is proposed to have evaluation and conclusion for KI#2.
1. Introduction/Discussion
Solutions for Key Issue#2 currently agreed in the TR23.700-85 are provided in table below.
Table 1 – Solutions for Key Issue#2
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The following table provides an evaluation of each solution. This table will be updated based on the outcome of discussions of these solutions during the SA2 meeting.
	
	Solution Evaluation

	Solutions
	Evaluation
	Main impacts
	Editor’s Note to be addressed

	7
	Main Principle of Solution
The UE includes the matched URSP Rule Identifier in the PDU Session Establishment request so the 5GC can be aware of the association between the URSP rules and the PDU Session so that 5GC can verify whether the UE is compliant with the URSP rules.

Evaluation of Solution
This solution belongs to the set of solutions that rely on UE reporting assistance on the control plane. These solutions suffer from user privacy issues potentially able to reveal information about user activities, i.e. apps the user is running, date/time when apps are active (e.g. when the user initiates an app that results in a PDU Session Establishment request, the UE published URSP Rule Identifier (URID) enables to correlate the App ID with date/time the App launched).
	UE:
The UE should understand the URSP Rule Identifier referring URSP Rules and be able to identify the URSP rule when initiating a PDU Session.
SM-PCF/UE-PCF:
Responsible for URSP compliance authorization / verification.
	Editor's note:	It is FFS whether the PDU Session Parameters included in the existing SM Policy Association is enough for the UE-PCF to verify the RSD. For example, the DNN, S-NSSAI are already included, but SSC mode is not included.


	8
	Main Principle of Solution
The UE can indicate to the network the URSP rule it is trying to enforce by reporting the URSP Rule Precedence and the operating system identifier. When an existing PDU session matches the RSD of selected URSP, or when the UE tries to establish a new PDU Session using the values specified by the selected RSD, the URSP enforcement reporting process can be done during a session management procedures such as PDU Session Establishment procedure or PDU Session Modification procedure.

Evaluation of Solution
This solution belongs to the set of solutions that rely on UE reporting assistance on the control plane. These solutions suffer from user privacy issues potentially able to reveal information about user activities, i.e. apps the user is running, date/time when apps are active (e.g. when the user initiates an app that results in a PDU Session Establishment request, the UE published URSP Rule Precedence enables to correlate the App ID with date/time the App launched).
	 UE:
includes URSP Rule Precedence corresponding to the URSP enforced by the UE, and the operating system identifier) in the PDU Session Establishment Request message.

PCF:
Decides whether to update the URSP to the UE by the UCU procedure when incorrect application traffic detection report is received from the SMF.

UPF:
Detects application traffic and reports to the SMF when incorrect application traffic is detected.


	None

	9
	Main Principle of Solution
The PCF determines the applicable URSP rule that triggered the UE to request establishment of a PDU session to a specific S-NSSAI/DNN by obtaining the list of PSIs containing the provisioned URSP rules to the UE from the UDR. The PCF then identifies the traffic allowed to the requested S-NSSAI/DNN by identifying URSP rule(s) that have within a Route Selection Descriptor, components that matches the requested S-NSSAI/DNN and then evaluating the Traffic Descriptor of such URSP rule(s). For example, if the Traffic Descriptor includes a Destination Address IP 3 tuple then the PCF considers allowed traffic any traffic sent to or received via the Destination Address.
The UE may include a URSP indication in the PDU session establishment request provided that there is user consent.

Evaluation of Solution
The solution combines user plane based verification with optional control plane based verification based on UE reporting assistance. The control plane aspects suffer from the same user privacy issues as listed for the pure control plane solutions. For the user plane aspects, the UPF can only report non-matching traffic based on detecting certain characteristics of the traffic (S-NSSAI, DNN, etc). but traffic detection will not work for all traffic descriptors.
	UPF reports SDFs that do not match to allowed traffic
	None

	10
	Main Principle of Solution
The UPF sets the PDR in specific UE's PDU session. If the specific application packets are detected by PDR, it means the application traffic is applied to this PDU session, and the parameters of this PDU session can be used to reverse to determine the RSD.
If PCF wants to monitor some of the enforcement of the RSD in specific Traffic Descriptor, the PCF provides the Traffic Descriptor which describes the traffic feature to SMF to construct the PDR.
The UE can report the PDU session ID that the application traffic applied to, and report the URSP rules the UE uses.

Evaluation of Solution
The solution combines user plane based verification with optional control plane based verification based on UE reporting assistance. The control plane aspects suffer from the same user privacy issues as listed for the pure control plane solutions. For the user plane aspects, the UPF can only report non-matching traffic based on detecting certain characteristics of the traffic (S-NSSAI, DNN, etc). but traffic detection will not work for all traffic descriptors.
	UE:
PCF (AM-PCF or SM-PCF):
- Decides the monitored URSP rules, and provides the parameters in Traffic Descriptor to SMF to generate PDR.
- Subscribe the packet detection results from SMF to verify the URSP rules enforcement in UE.
- Re-evaluates the URSP rules to the UE and update the URSP rules in UE, if the URSP rules are not enforced correctly according to the notification from SMF.

SMF:
- Transition of the Application Descriptor, DNN, Domain Descriptor or Connection Capabilities in Traffic Descriptor to IP descriptor to construct 3-IP-tuple in PDR.
- Receives the monitored Traffic Descriptor which is included in the monitored URSP rules from PCF.
- Provide the traffic detection results to PCF.

UE:
- Reports the enforced URSP rules and PDU session ID that the application traffic applied to, to AM-PCF by UL NAS messages.

	None

	11
	Main Principle of Solution
UE uses the UCU response to indicate if and which URSP rule is not recognized/supported by UE.
Based on the feedback from UE, the PCF may update the parameters and provision the updated URSP to UE again

Evaluation of Solution
The solution enables the network to detect whether UE supports the provisioned URSP rules and if not, network can provide updated URSP rules UE can enforce. As a consequence, UE behaviour becomes deterministic, and UE can enforce the provisioned URSP rules.
	UE:
-	Provide feedback about which URSP Rule/RSD cannot be recognized in the UE policy container conveyed in "Result of the delivery of UE policies" message
	None

	12
	Main Principle of Solution
URSP rule ID is introduced to uniquely identify the URSP rule sent to a UE. When the PCF provides URSP rules to the UE, a rule ID is allocated for each URSP rule and sent to the UE together with the URSP rules, apart from the PSI. When the UE initiates a PDU Session Establishment / Modification request, the UE indicates the URSP rule ID it uses for the request to the network, the network is able to know which URSP rule is enforced by the UE for the request. 

Evaluation of Solution
This solution belongs to the set of solutions that rely on UE reporting assistance on the control plane. These solutions suffer from user privacy issues potentially able to reveal information about user activities, i.e. apps the user is running, date/time when apps are active (e.g. when the user initiates an app that results in a PDU Session Establishment request, the UE published URSP rule ID enables to correlate the App ID with date/time the App launched).
	UE:
- Supports the reporting of URSP rule ID in PDU Session establishment / modification request.

	Editor's note:	It is FFS whether the URSP rule identifier is mandatory.

Editor's note:	User consent is needed for URSP rule ID reporting and the detailed descriptions and procedures of user consent is FFS.


	13
	Main Principle of Solution
The UE indicates the Rule Precedence of URSP rule it uses for the request to the network, and the application identity.
If the SMF determines that authentication/authorization of the PDU Session Establishment is required but the UE has not provided an application identity as part of the PDU Session Establishment request, the SMF requests the UE to indicate an application identity using EAP procedures

Evaluation of Solution
This solution belongs to the set of solutions that rely on UE reporting assistance on the control plane. These solutions suffer from user privacy issues potentially able to reveal information about user activities, i.e. apps the user is running, date/time when apps are active (e.g. when the user initiates an app that results in a PDU Session Establishment request, the UE published Rule Precedence and App ID enables to correlate the App ID with date/time the App launched).
	UE:
- Needs to support the reporting of Rule Precedence and application identity in PDU Session Establishment request.
- Needs to support secondary Authentication/Authorization based on the application identity.

	Editor's note:	The procedures to obtain user consent need to be studied by SA WG3.

	14
	Main Principle of Solution
Intended to be used when a specific network slice has been deployed for the exclusive usage of an application service provider.
URSP rules are enhanced with an optional indication that a URSP rule is subject to application registration along with the address of an Application Function. When receiving a URSP rule with this indication, the UE verifies that the user consents to application registration.
The UE first performs application registration with the indicated AF and then initiates PDU Session Establishment, including in the PDU Session Establishment Request the Traffic Descriptor of the matched URSP rule, and the application identity obtained during application registration.

Evaluation of Solution
This solution belongs to the set of solutions that rely on UE reporting assistance on the control plane. This solution has user privacy implications since the Traffic Descriptor of the matched URSP rule is included in the PDU Session Establishment request. Due to the application registration between the UE and the AF, the UE does not need to reveal the exact application identity to 5GC, however SMF still needs to verify that the indicated application identity is valid, hence it’s aware of the application identity. 
The solution has a major impact on URSP rules (inclusion of the indication that it is subject to application registration along with the address of an AF) but the applicability of the extensions are limited when specific business agreements are in place between the MNO and the application service provider.
	UE:
- Support URSP rules subject to application registration and related procedures.

PCF:
-	Support URSP rules subject to with application registration.
- Nsmf_PDUSession_UpdateSMContext and Nsmf_PDUSession_CreateSMContext: support application identity verification.

AF:
-	New service if CP is used for application registration.

	Editor's note:	The SMF verification of the application identity based on local policies needs to be detailed.

Editor's note:	Whether this procedure uses CP or UP is FFS.

	15
	Main Principle of Solution
The UE includes the App_ID of the Application in the PDU Session Establishment Request message.
The PCF performs URSP validity check in order to validate whether the UE correctly enforces the traffic matching rules in the URSP for the Application requiring the service.

Evaluation of Solution
This solution belongs to the set of solutions that rely on UE reporting assistance on the control plane. These solutions suffer from user privacy issues potentially able to reveal information about user activities, i.e. apps the user is running, date/time when apps are active (e.g. when the user initiates an app that results in a PDU Session Establishment request, the UE published App ID enables to correlate the App ID with date/time the App launched).
	UE, AMF, SMF:
- New App_ID parameter and a new PDU Session Establishment reject cause.

PCF:
- New App_ID parameter and URSP validity check functionality
	Editor's note:	The procedures to obtain user consent need to be studied by SA WG3

	30
	Main Principle of Solution
Leverage the NWDAF to identify cases where a UE routes traffic to a PDU session (of a specific S-NSSAI/DNN) that is not according to the routing policies configured to the UE based on a provisioned URSP rule.
The NWDAF subscribes to the UPF (via a new SBI) to report "non-matching traffic", i.e. report application traffic that is not intended to be routed via a specific S-NSSAI/DNN.

Evaluation of Solution
Similarly to solutions #9 and #10, the UPF can only report non-matching traffic based on detecting certain characteristics of the traffic (S-NSSAI, DNN, etc.) but traffic detection will not work for all traffic descriptors.
	NWDAF supporting new analytic id to identify UEs that do not enforce URSP rule correctly.

UPF reporting to NWDAF application traffic that is not matched against allowed traffic to a specific S-NSSAI/DNN.

	Editor's note:	It is FFS how such a detection could work? What are the criteria for the UPF to recognize "non matching traffic". Typically default PCC rules with wildcarded filters let let unexpected traffic pass. It is ffs how high the load for detection and reporting at the UPF would be and whether thus is acceptable.

Editor's note:	It is FFS whether supplying changed URSP rules to rogue or erroneuos UEs that do not handle URSP rules according to standards can improve the situation or whether other reactions are more appropriate.



	31
	Main Principle of Solution
The solution allows the 5GC to be made aware of whether a URSP rule is enforced and considers as well user privacy by allowing the UE/user to reject URSP rules with a notification component and notify the 5GC of the rejection.
The URSP Notification Component indicates the UE that, under certain conditions, the UE is to notify the PCF, i.e. First use of the URSP rule, Data sent over given period of time (i.e. periodic reporting), If a certain amount of data has been sent over a specific period of time (i.e. Bandwidth threshold).


Evaluation of Solution
This solution belongs to the set of solutions that rely on UE reporting assistance on the control plane, i.e. in this solution the UE reports a “URSP notification component” in UL NAS Transport based on network provisioned trigger conditions. In order to overcome the user privacy issues, the solution proposes that user provides consent for the reporting, i.e. the user is prompted whether a given URSP rule including a notification component should be allowed when the URSP rule is received. This is similar to solutions #8, #9, #12, #13, #14, #15. Most users would be unable to interpret such consent request by the network or unlikely consent to such data collection and without user consent, the solution cannot solve the Key Issue.

	UE:
- Support for additional URSP Notification Component in received UE policy container via UE Configuration Update.
- Support for acceptance/rejection of URSP rules containing URSP Notification component(s) based on URSP security/privacy.
- Support for triggering of URSP notifications sent via UL NAS TRANSPORT and a new UE Policy Container of type URSP Notification.

AMF:
-	Forward URSP rule notifications to PCF received via UL NAS TRANSPORT.

PCF:
-	Support for URSP rule notifications forwarded from AMF via Namf_Communication_N1MessageNotify.


	Editor's note: Whether additional conditions are to be considered is FFS

Editor's note: Further user privacy considerations are FFS.

Editor's note:	How the preconfigured URSP Rules are used and for what purpose is FFS.

Editor's note:	How the preconfigured URSP Rules are used and for what purpose is FFS

Editor's note: Provided examples need to be expanded to show how they work and what impact(s) they would have.





	32
	Main Principle of Solution
This solution provides a mechanism for the UE-PCF to detect application traffic detection using domain descriptor to check whether the UE is compliant with the traffic descriptor for the case when the EASDF is used for edge computing. This solution assumes that the EASDF for edge computing is deployed and SMF can be notified when the EASDF detects the DNS messages.

Evaluation of Solution
The solution is limited to a very specific, rare use case, i.e. domain descriptor is used in URSP combined with EASDF deployment for edge computing
	NWDAF supporting new analytic id to identify UEs that do not enforce URSP rule correctly.

UPF reporting to NWDAF application traffic that is not matched against allowed traffic to a specific S-NSSAI/DNN.

	None




One category of solutions rely on UE reporting "assistance information" on the control plane to help the network to identify which URSP rule has triggered the PDU Session Establishment Request:
- Report URSP Rule Identifier in PDU Session Establishment Request (#7, #9 option #1, #12)
- Report URSP Rule Precedence and OS ID in PDU Session Establishment Request (#8)
- Report URSP Rule in PDU Session Establishment Request (#10)
- Report Rule precedence and App ID in PDU Session Establishment Request (#13)
- Report Traffic Descriptor and App ID in PDU Session Establishment Request (#14)
- Report App ID in PDU Session Establishment Request (#15)
- Report URSP notification component in UL NAS Transport (#31)
These solutions suffer from user privacy issues. The UE provided "assistance information" potentially able to reveal information about user activities, i.e. apps the user is running, date/time when apps are active (e.g. when the user initiates an app that results in a PDU Session Establishment request, the UE published "assistance information" enables to correlate the App ID with date/time the app was launched). 
In order to overcome the user privacy issues, many of these solutions propose that user shall provide user consent for the reporting, however it’s unlikely that majority of users would provide consent to such data collection by the network and without user consent and UE’s "assistance information" these solutions cannot solve the Key Issue. 
Solution #31 mentions that the user would need to be prompted whether a given URSP rule including a notification component should be allowed when the URSP rule is received, however the majority of the users would be unable to interpret such consent request by the network.
Solution #14 proposes to resolve the user privacy issues by introducing application registration between the UE and the AF so that the UE does not need to reveal the exact application identity to 5GC, however SMF still needs to verify that the indicated application identity is valid, hence SMF must be aware of the application identity the AF has allocated to the UE. This solution also has a major impact on URSP rules (inclusion of the indication that it is subject to application registration along with the address of an AF) but the applicability of these extensions are limited when specific business agreements are in place between the MNO and the application service provider.
Furthermore, application traffic can be sent via a new PDU session or an existing PDU session. If an existing PDU session is used, it is not clear how these solutions work. Will the UE send such “assistance information” each time an application is started? Considering that a UE may be running multiple applications, reporting the matched URSP information each time an application is started is not scalable.
Moreover, it is not clear why UE needs to provide such information on which URSP rule it has applied (assuming that the URSP rule was accepted by the UE). The network knows what URSP has been provided to the UE. If the network wants to detect if the application traffic is going as per the provisioned URSP, appropriate traffic filters can be deployed to identify the same. There is no need for UE to provide such information in the PDU session establishment as proposed in these solutions.
Proposed Conclusion: All the solutions that rely on UE reporting "assistance information" on the control plane suffer from user privacy issues and none of them work without user consent. However, it’s unlikely that majority of users would provide consent to such data collection by the network. It’s unclear how these solutions work if an existing PDU session is used and they are not scalable considering the UE may be running multiple applications. It is proposed not to move forward with solutions that rely on UE reporting "assistance information" on the control plane.
Another category of solutions (#9, #10, #30) combine user plane based verification with optional control plane based verification based on UE reporting assistance. The control plane aspects suffer from the same user privacy issues as listed for the control plane solutions. For the user plane aspects, the UPF can only report non-matching traffic based on detecting certain characteristics of the traffic (S-NSSAI, DNN, etc.) but traffic detection will not work for all traffic descriptors.
Proposed Conclusion: The solutions that rely on user plane traffic detection partially solve the Key Issue but cannot detect "non-matching traffic" for all traffic descriptors.
The remaining solutions (#32 and #11) are unique and do not belong to the previous categories:
- The applicability of solution #32 is limited to a very specific, rare use case, i.e. domain descriptor is used in the traffic descriptor of the URSP rules and EASDF is deployed for edge computing. Since this is such a specific scenario, this solution does not provide a generic solution to the Key Issue.
- Solution #11 enables the network to detect whether the UE supports the provisioned URSP rules and if not, network can provide updated URSP rules UE can enforce. This is a useful improvement over previous releases and as a consequence, UE behaviour becomes deterministic by guaranteeing the UE can support the provisioned URSP rules.
Proposed Conclusion: It is proposed to move forward with normative behaviour described in solution #11.

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-85.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc104799382][bookmark: _Toc101366299]7	Overall Evaluation
Editor's note:	This clause will provide evaluation of different solutions.
7.x	Evaluation on Key Issue #2: 5GC awareness of URSP enforcement
Solutions for KI#2:
One category of solutions rely on UE reporting "assistance information" on the control plane to help the network to identify which URSP rule has triggered the PDU Session Establishment Request:
- Report URSP Rule Identifier in PDU Session Establishment Request (#7, #9 option #1, #12)
- Report URSP Rule Precedence and OS ID in PDU Session Establishment Request (#8)
- Report URSP Rule in PDU Session Establishment Request (#10)
- Report Rule precedence and App ID in PDU Session Establishment Request (#13)
- Report Traffic Descriptor and App ID in PDU Session Establishment Request (#14)
- Report App ID in PDU Session Establishment Request (#15)
- Report URSP notification component in UL NAS Transport (#31)
These solutions suffer from user privacy issues. The UE provided "assistance information" potentially able to reveal information about user activities, i.e. apps the user is running, date/time when apps are active (e.g. when the user initiates an app that results in a PDU Session Establishment request, the UE published "assistance information" enables to correlate the App ID with date/time the app was launched). 
In order to overcome the user privacy issues, many of these solutions propose that user shall provide user consent for the reporting, however it’s unlikely that majority of users would provide consent to such data collection by the network and without user consent and UE’s "assistance information" these solutions cannot solve the Key Issue.
Solution #31 mentions that the user would need to be prompted whether a given URSP rule including a notification component should be allowed when the URSP rule is received, however the majority of the users would be unable to interpret such consent request by the network.
Solution #14 proposes to resolve the user privacy issues by introducing application registration between the UE and the AF so that the UE does not need to reveal the exact application identity to 5GC, however SMF still needs to verify that the indicated application identity is valid, hence SMF must be aware of the application identity the AF has allocated to the UE. This solution also has a major impact on URSP rules (inclusion of the indication that it is subject to application registration along with the address of an AF) but the applicability of these extensions are limited when specific business agreements are in place between the MNO and the application service provider.
Furthermore, application traffic can be sent via a new PDU session or an existing PDU session. If an existing PDU session is used, it is not clear how these solutions work. Also, will the UE send such “assistance information” each time an application is started? Considering that a UE may be running multiple applications, reporting the matched URSP information each time an application is started is not scalable.
Moreover, it is not clear why UE needs to provide such information on which URSP rule it has applied (assuming that the URSP rule was accepted by the UE). The network knows what URSP has been provided to the UE. If the network wants to detect if the application traffic is going as per the provisioned URSP, appropriate traffic filters can be deployed to identify the same. There is no need for UE to provide such information in the PDU session establishment as proposed in these solutions.
Another category of solutions (#9, #10, #30) combine user plane based verification with optional control plane based verification based on UE reporting assistance. The control plane aspects suffer from the same user privacy issues as listed for the control plane solutions. For the user plane aspects, the UPF can only report non-matching traffic based on detecting certain characteristics of the traffic (S-NSSAI, DNN, etc.) but traffic detection will not work for all traffic descriptors.
The remaining solutions (#32 and #11) are unique and do not belong to the previous categories:
- The applicability of solution #32 is limited to a very specific, rare use case, i.e. domain descriptor is used in the traffic descriptor of the URSP rules and EASDF is deployed for edge computing. Since this is such a specific scenario, this solution does not provide a generic solution to the Key Issue.
- Solution #11 enables the network to detect whether the UE supports the provisioned URSP rules and if not, network can provide updated URSP rules UE can enforce. This is a useful improvement over previous releases and as a consequence, UE behaviour becomes deterministic by guaranteeing the UE can support the provisioned URSP rules.

* * * * Second change * * * *
[bookmark: _Toc104799383][bookmark: _Toc101366300]8	Conclusions
Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.
8.x	Interim Conclusion on Key Issue #2: 5GC awareness of URSP enforcement
It is agreed to adopt the following interim conclusions for each of the KI aspects:
8.X.1 	How the 5GC can be made aware whether or when the UE enforces a URSP rule to route an application traffic to a PDU Session based on the URSP rule provisioned by 5GC
-  When a UE receives the UE Policy container from the UE-PCF, the UE may evaluate each URSP rule and include additional information about the URSP rules (i.e. Traffic Descriptors and/or Route selection components and/or Route Selection Validation Criteria) (not) supported by the UE in the result.
8.X.2 	Whether there are any actions the 5GS can take after 5GC is aware whether the UE enforces a URSP rule for specific application traffic or not. If any, what action 5GC should take
-  The PCF can update the URSP rules based on the UE’s feedback.
  
* * * * End of changes * * * *
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